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ABSTRACT 

This study sought to demonstrate the relationship between the IT Strategic Alignment 

Maturity and business performance. The Strategic Alignment Maturity Model (SAMM) 

was applied for assessing the alignment maturity. Business performance can be 

measured in terms of financial parameters including return on assets and net profit. The 

main business problem is that managers in the Kenyan banking industry do not have a 

model that would predict the relationship between business information technology 

alignment maturity and business performance. The specific objectives are to assess the 

maturity of each the six criteria namely, governance, communications, value, 

partnership, technology scope, and skills and the corresponding relationship each has 

with business performance.  The data collection tools were interviews and 

questionnaires. The data analysis tool was Statistical Package for Social Scientists 

(SPSS v 24). The participants were the CIOs of all the nine Tier one banks. Tier one 

banks make approximately 70% of the Kenyan banking industry market size.  The 

research adopted a mixed methodology that utilized both quantitative and qualitative 

data. The study concluded that alignment maturity level had a relationship with 

performance of the commercial banks. The findings indicated the average 

communication criteria maturity within the commercial banks was at 3.10 across all the 

commercial banks showing a moderate fit for the organization. The results also showed 

an average value of IT value criteria (mean = 3.09), governance criteria (mean = 3.20) 

and partnership criteria (mean = 3.19). The study further established that 

Scope/Architecture criteria and Skills criteria had an average mean of 3.19 and 3.03 

respectively which was an indication of moderate fit within the commercial banks. The 

results of the financial metrics indicated a log of Total assets of 11.699 and an average 

return of assets (ROA) of 2.7%. The results implied that 36.8% of the changes in the 

business performance of Tier 1 commercial banks were determined by the strategic 

business-IT alignment maturity. The coefficient for strategic business-IT alignment 

maturity was 2.727, Sig = .033<.05 which was an indication that there is a positive 

significant effect. A change in Business–IT alignment maturity will lead to a 2.727 

change in the business performance of the Tier one commercial banks in Kenya. The 

developed framework focused on how IT strategy, style, skills, staff, structure, and 

processes contribute to customer experience which leads to better profitability within 

banks. The findings indicate that the information system organization has a strong 

positive correlation with the customer experience (P= .861, Sig = .001<.05). The results 

also show that customer experience has a strong positive and significant effect on the 

profitability of the commercial banks (P= .739, Sig = .011<.05) testing at 95% 

confidence level. The zero-order correlation showed that controlling for the customer 

experience there was positive and significant association between Business-IT 

alignment and the profitability of commercial banks in Kenya (P= .691, Sig = 

.029<.05). The study recommends that commercial banks should improve the strategic 

maturity, invest in digital transformation, continuously review the value of IT 

investments, and ultimately achieve higher levels of the return on assets. 
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CHAPTER ONE 

INTRODUCTION 

1.1 Background to the Study 

The alignment of business and IT is worthwhile. The alignment is a process. There are 

cycles toward maturity and must be taken incrementally and as a continuum. Managers 

can start with assessing the IT investment alignment state then prioritize and implement 

the IT initiatives. Alignment is impacted by the ambiguity, uncertainty, agility and 

volatility in the environment. The external forces impact the business environment. The 

business landscape is changing rapidly. The technology arena is also changing fast. It is 

like drawing a line in the sand. 

To remain sustainable, enterprises must keep in step with the changes in the ecosystem 

otherwise the banks lose their edge and relevance. There are the additional changes in 

an organization’s internal environment. This complexity and rapid change is the root 

cause of misalignment. The study will demonstrate the chasm between business and IT, 

dive into the root causes of misalignment and propose restructuring the entire 

organization to create effective strategic alignment. The study will demonstrate that the 

business IT disconnect is real and has a cause. Business does not have confidence in the 

IT because the IT organization does not deliver on business requirements. If IT fails to 

deliver and communicate value, it will become irrelevant to the business. To create 

better alignment with the business, IT must restructure itself to deliver business value, 

not tools and technologies (CioIndex, 2018). 

In the past years, managers invested huge sums of money in IT. Managers loath the 

lack of alignment (Gbangou & Rusu, 2016). Alignment is about fusing the business and 
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IT teams towards a common objective. BITA concentrates unifying and mobilising all 

business unit teams towards unlocking the value of IT (Luftman & Brier, 1999).  

BITA develops into a pattern in which business and IT teams work in sync. Alignment 

is a never-ending and continuous process (Baker & Niederman, 2014). It requires 

robust support from managers, warm relations, transformation, proper ranking of 

projects, confidence, and active communication.  It requires an exhaustive appreciation 

and consideration of the business and IT arenas (D'Anjou, 2016). Many researchers 

have delved into the world of BITA due to the potential that the alignment can deliver 

to organizations. The managers would harvest and achieve increased profitability, 

improved market share, and innovative products and services.  Managers would 

achieve higher levels of importance in the organization echelons and deliver better 

information availability (Sousa & Machado, 2014). Some managers do not focus and 

commit to attain alignment. Some managers do not strive to increase the drivers and to 

reduce the resistors of fusion. Once managers identify and appreciate the need for 

mature alignment, they can work towards achieving a good working relationship with 

other business managers and improve the integration (Malta & Sousa, 2016). 

According to Luftman (2000); Henderson and Venkatraman (1990), fusion 

concentrates on the actions that managers do to attain unified goals across the IT and 

other business units and departments including operations, marketing, finance and HR 

(Luftman,2012). Managers derive success out of working in unison and as a team. 

Managers drive the process of alignment to maturity by adapting the business and IT 

strategies in a synchronized format. Harmony, fusion, linkage, integration, and 

convergence are synonyms of alignment. The process may be business process driven 

or IT process driven but the most important outcome is to achieve the alignment. The 

IT organization has the potential to aid digital transformation and remake the product, 
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service, and markets (Luftman, 2000). The successful organizations have predicted that 

IT strategy and good governance can essentially transform the business outcomes. This 

requires reinventing and reboot of the IT strategy and governance structures 

(Henderson & Venkatraman, 1993). 

Hall and Liedtka (2007) observed that business process management and automation 

can drive efficiency and innovation. Managers can leverage robotic process automation 

(RPA) and other tools to streamline the business processes. The drive towards 

globalization and sustainability has raised the need for integrating business and IT. 

Aligning the whole business ensures synergy in all the business functions of an 

enterprise. Banks need to fuse IT and business to unlock the full potential of the 

organization (Luftman, 2004). IT governance has become commonplace for most 

organization who want to lead in BITA and organizational performance effectiveness.  

Managers leverage IT governance to attain BITA (Henderson & Venkatraman, 1993). 

ITGI (2016) observed that among the 749 organizations, 93% of the respondents 

reported that IT is more important than ever for the successful delivery of the strategy 

of their business. This figure showed a 6% increase from the 2005 survey which shows 

the importance of IT to meet the strategic objectives of the organization is being 

realized by professionals and the management. Weill and Ross (2004) observed that 

enterprises, which are advanced in implementing alignment strategies and utilizing it 

effectively obtain of 25% more profits than the ineffective organizations. Weill and 

Ross (2004) suggested that the key driver for this enhancement is for IT governance to 

define accountabilities for IT related business outcomes, which will help organizations 

to dovetail their business strategies with their IT investments. 

A new study is needed due to the impact of new data and the disruptive technologies 

including social, mobility, predictive analytics, cloud, IoT, and AI (Chen, 2010). 



 

 5 

Companies are using this explosion in data to empower new business models and 

implement new processes such as better compliance, increased agility, and customer 

centricity (Aversano, Grasso & Tortorella, 2012). The focus on emerging economies in 

Africa is timely and this is a great opportunity for business leaders to reap the benefits 

of growth and sustainability (de Vries, 2013). SAM focusses on the process for 

aligning the business and IT. SAM is related to enterprise governance and IT 

governance, maturity models and organizational performance. The leaders in alignment 

achieve business organizational goals. Managers can implement the corporate 

governance of IT frameworks like COBIT and ISO 27001 to improve the top and 

bottom lines (Vagadia & Springer-Verlag GmbH, 2016). 

SAM shows managers how to avoid being blindsided by information technology. It 

provides a framework to match information systems with business strategy. The 

framework helps organizations to attain a competitive advantage and deliver 

compelling business outcomes in the marketplace (Luftman, 1996). SAM is a 

framework for assimilating information technology and business strategies (Henderson 

& Venkatraman, 1990).  The business managers leverage SAM to drive value (Reese, 

2010). SAM and BITA have been an issue for researchers of IT for years. Many 

researchers refer to BITA as a priority of business and IT managers.  This is in 

connection with its attainment.  All the adapted ways seem to have negative outcomes 

instead of positive ones.  The objective is to achieve and maintain BITA sustainably. It 

is a good practice for managers to use both EA and BPM approach. By leveraging EA 

and BPM, managers attain the organizational performance improvement (Malta & 

Sousa, 2016). 

Researchers and managers have discussed the importance of BITA to exploit the 

business value of IT. Managers need the skills and training on the many BITA models.  
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Some models and standards include COBIT, ITIL, CMMI, NIST and ISO. Managers 

can select the most appropriate model and framework for their enterprise (El-Mekawy, 

Rusu, & Perjons, 2015). Many organizations still struggle to achieve BITA. 

Researchers and managers need to explore other dimensions of BITA (Alaceva & 

Rusu, 2015). BITA has an association with enterprise outcomes (Charoensuk, 

Wongsurawat, & Khang, 2014). Business managers can adopt a goal-driven method for 

alignment (Aversano, Grasso, & Tortorella, 2013).  Managers can use the IT 

governance frameworks to unlock the value of IT (Juiz, Gómez, & Barceló, 2012). 

IT managers facilitate by the reskilling of the staff by training, cross-pollination, and 

job rotation to the business (Ohlsson, Han, Hultin, & Rosengren, 2016). Business 

managers can establish the right roles and skills to achieve BITA (Wagner & Meshtaf, 

2016). The organizational state is trending towards skills in creative tasks and 

emotional intelligence (Molnar & De Smet, 2015). Business management need to 

reduce the barriers to effectiveness and efficiency (El-Mekawy, Rusu, Perjons, Sedvall, 

& Ekici, 2015). Management should leverage frameworks, standards, and best practices 

to enhance growth (Umoh & Sampaio, 2014). The BITA perspective has evolved over 

time due to new technologies especially in big data and analytics (Wagner, 2014). 

Business management can leverage the COBIT to achieve growth (Bartens, Schulte, & 

Voss, 2014). Management has applied governance practices to improve processes in 

the healthcare industry (Fattah & Arman, 2014). Some managers do not manage and 

plan projects properly to achieve alignment (Bachor & Chiasson, 2014). Researchers 

offered suggestions for the development of business capabilities and collective ability 

of enterprises with the usage of the COBIT. Topics include the importance of business 

capability in organizations, managing units of strategic business change, and the 
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creation of transformation maps related to technologies. Focus is given to supporting 

business strategy. 

1.2 Strategic Alignment Implementation 

To achieve value from the investments in information systems, confirm that that IS 

strategies and business strategies are aligned. This process is known as strategic 

alignment. For several years integration has been one of the top management priorities 

of most enterprises (Luftman, 2004). Enterprises need to achieve synergy in processes 

and a holistic approach to achieve positive business outcomes (Luftman & Kempaiah, 

2007). The level of IT effectiveness is predicated on the culture, skills of employees 

and the vision of the leadership in the organization. 

Managers consider the external and internal environment and ecosystem when 

developing strategy.  The external ecosystem encompasses the shareholders, 

stakeholders, local communities, and the environment (Kaplan, 2005). Organizations 

should leverage plans and goals to achieve positive business outcomes. Managers need 

to pursue execution with more vigour as they do with formulation and planning (Myler, 

2012). 

The execution of strategy has the biggest benefit. The implementation delivers the 

desired outcomes. The managers can be pragmatic when working towards the fusion 

with the business (Barnat, 2007). Operationalization matches the strategy to the 

business units, the leaders, and managers (Barnat, 2007). Managers need to formulate 

and implement the strategy carefully to realise the value from the IT investments 

(Johnson & Scholes, 2008). Managers need to condense and cascade the big picture to 

the tactical and operational staff. The managers communicate the big picture and 

strategy effectively to the business units (Chen, 2010). 
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Boggis and Trafford (2014) observed that managers need to break strategy into 

manageable chunks and tackle those pieces sequentially.  Managers internalize strategy 

by understanding the building blocks that make up the bigger picture. The building 

blocks of strategy are the independent plans by each business unit.  Managers 

implement the independent plans daily.  The daily effort leads to a substantial progress 

in implementing strategy (Charles & Gareth, 2007). Managers can adopt a project 

management approach to implement strategy.  The scope, cost, schedule, and quality of 

the project is paramount.  The capacities are needed in procurement, risk, human 

resources, communication, integration, and stakeholder management (Wheelen & 

Hunger, 2008). 

1.2.1 Business Performance 

Managers are considering the triple bottom line (TBL) when it comes to measuring 

performance. The factors of the TBL are profit, planet, and people. Probity or integrity 

is paramount for those organizations that need to be sustainable (Richard, Devinney, 

Yip, & Johnson, 2009). Performance is the result of productivity in delivering business 

outcomes and growth (Wheelen & Hunger, 2008). Performance is derived from the 

daily activities and processes guided by managers and agents. The organization 

managers produce goods and services by leveraging innovation, labour, capital, and 

land. 

Richard, Devinney, Yip, and Johnson (2009) observed that managers measure 

performance by the impact it has on the shareholders, stakeholders, community, 

employees, and customers. Performance is characterized by the vision, culture, 

strategy, mission, and structure of the organization. Manager should be remunerated 

according to the sustainability, social responsibility and contribution to the local 

communities. Performance contracts motivate managers to deliver better results. 
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Business continuity management (BCM) practices prepare an organization for and 

prevent disaster.  Managers can embed BCM in all the critical operations. 

Atkinson et al. (2007) recommended that the board should hold management 

accountable for performance. The managers can select a few key success factors and 

metrics that can be applied to all the business units.   

1.2.2 Strategic Alignment and Organizational Performance 

BITA links IT objectives to the business objectives and strategy (Alaceva & Rusu, 

2015). BITA drives sustainability, growth, and performance in organizations. Managers 

need the appropriate and correct level of alignment to unlock value (Coltman et al., 

2015). Chan et al. (2007) observed positive business metrics in organizations that had 

mature level of alignment. Luftman and Brier (1999) concluded that managers who 

prioritize mature levels of alignment reap the benefits of higher profitability. Sabherwal 

and Chan (2007) called for more literature supporting the relationship between 

alignment and organizational performance. Managers looking out to lead and pioneer in 

business must invest for alignment (Hill, 2005). 

Managers can pursue the first mover advantage for their organizations to remain 

relevant and sustainable (Porter, 2008). Managers can leverage quality practices using 

the plan, do, check and act model (Kim, Steven, & Wim, 2015). Managers can 

demystify the strategy formulation process (Cicchetti, 2003). Forward looking 

managers are driving performance by leveraging the disruptive technologies and 

innovation. Nadler and Tushman (2007) observed that a level of strategic alignment 

within a firm will foster improved organizational performance. Human resources and 

IT managers can provide employees with the right objectives and outcomes for the 

entities. The partnership of the chief operations officer and chief marketing officer can 
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lead to better performance. Youndt et al., (2006) observed that all department managers 

including human resources, marketing and manufacturing must work together for 

success. According to Mankin, Cohen and Bikson (2006), managers in all business 

units need to work in symbiotic pattern and in synergy. 

1.2.3 Banking Industry in Kenya 

Kenya has 39 commercial banks.  There are other deposit taking microfinance 

institutions (DFI), and Savings and Credit Co-operatives (Sacco).  The limits of this 

research will be on fully fledged commercial banks. The tier 1 banks in Kenya are 

ABSA, Standard Chartered, KCB, Equity Bank, Co-operative Bank, and CFC Stanbic 

Bank, DTB, I&M and NCBA. Tier one banks have a market share index of 74.68 % 

according to the annual reports (CBK, 2021). 

Table 1: Bank Market Share 

 

The Bank Supervision and Banking Sector Reports (KBBR) are very useful lead and 

lag indicators for banks. From the above statistics, there is stiff competition among 

banks for profits, deposit, and loan accounts. Competition has gone a notch higher in 

the last few years and CEOs of the banks are betting on digital transformation and 

innovation to offer them a competitive advantage.  That is where the strategic 

alignment enables the banks’ performance. 
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1.3 Problem Statement 

Managers decry the chasm between business and IT (Hall & Liedtka, 2007). The 

Economist Intelligence Unit noted that 66 percent of organizations undermine the IT 

organization when making investments for digital transformation. The managers 

leading the organizations with lower levels of alignment maturity report mediocre 

performance (Luftman & Kempaiah, 2007). Managers are frustrated when IT does not 

deliver a competitive advantage. The lack of strategic alignment has been a pain for the 

boards of directors (Gellweiler, 2017). Organizations do not reap any value from the IT 

investments (Thorp, 2009). While IT spending has increased in the last 10 years, 

managers struggle to determine and glean the value. This is the paradox of more 

spending and achieving low value (Haes & Van,  2009). 

The lack of alignment between IT and business is a huge problem (El-Mekawy, Rusu, 

Perjons, Sedvall & Ekici, 2015). Some managers lack the frameworks for predicting 

the relationship between IT maturity and organizational performance (El-Mekawy, 

Rusu & Perjons, 2015). Ninety Percent of IT projects failed due to the lack of 

alignment and do not meet stakeholder requirements for schedule, cost, scope, and 

quality (Alaceva & Rusu, 2015). The lack of the alignment is a legacy problem 

(Luftman, Lyytinen, & Zvi, 2017). Alignment has been a priority for managers for 

many years (Malta & Sousa, 2016). Alignment has been a main priority for leaders 

(Gbangou & Rusu, 2016). According to the Standish Group, only 16% of software 

projects are completed with success, 53% have flaws and bugs in them and 31% are 

cancelled (Mihalescu, Gheorghe, & Boiangiu, 2017). Despite technological progress 

the quality of IT project effectiveness has not improved for a long time (Wachnik, 

2017). Some members of the board of directors do not align the information technology 

governance to organizational performance (Turel, Liu, & Bart, 2017). The specific 
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problem is that the managers in the Kenyan banking industry lack a framework to 

predict the association between the BITA maturity level and the organizational 

performance.   

1.4 General Objectives 

To develop a framework that managers can use to predict the relationship between the 

BITA maturity level and the organizational performance for the banking industry in 

Kenya.  

1.4.1 Specific Objectives 

The Specific objectives guiding this study were: 

i. To assess the business and IT alignment maturity level of the banking industry 

in Kenya. 

ii. To determine the relationship between Communications, Value, Partnership, 

Governance, Architecture, and Skills criteria maturity and business performance 

of the banks in Kenya. 

iii. To develop a framework that can enable the business management of the 

banking industry in Kenya to achieve the alignment maturity. 

iv. To validate a framework that can enable the business management of the 

banking industry in Kenya to achieve the alignment maturity. 

1.4.2 Research Hypothesis 

H01: There is no relationship between Communication criteria maturity and the 

business performance of the banking industry in Kenya. 

H02: There is no relationship between Value/Competency criteria maturity and the 

business performance of the banking industry in Kenya. 

H03: There is no relationship between Partnership criteria maturity and the business 

performance of the banking industry in Kenya. 

H04: There is no relationship between Governance criteria maturity and the business 

performance of the banking industry in Kenya. 
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H05: There is no relationship between Scope/Architecture criteria maturity and the 

business performance of the banking industry in Kenya. 

H06: There is no relationship between Skills criteria maturity and the business 

performance of the banking industry in Kenya. 

H07: There is no relationship between the overall maturity level and the business 

performance of the banking industry in Kenya. 

1.5 Justification of the Research 

Luftman (2000) conducted research for over three years. Strategic alignment has been a 

problem for board of directors. BITA is a priority in Kenya in all the organizations and 

especially the banks due to the huge investments that are made in IT projects without 

the commensurate returns.  There was a need for a solution to this problem. Managers 

require the accurate and timely information to make business critical decisions (Haes & 

Van, 2017). Alignment is a priority for forward-looking enterprises (Gbangou & Rusu, 

2016). There was the need for a study on the strategic alignment in Kenya.  

1.6 Significance of the research 

To policymakers 

Policy makers will use the findings within the government institution and the 

regulatory bodies in formulating policies for alignment. 

To practitioners 

To managers and practitioners in the banking industry the study was significant in 

driving the BITA. The study findings will also be of importance in highlighting the role 

played by the IT strategic alignment towards improving the organizational performance 

of banking institutions. 

To scholars and academicians 
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The study was of importance to scholars by bridging the gap on the scanty literature 

available locally on the link between BITA and organizational performance. 

1.7 Scope of the study 

The scope was the nine Tier one banks in Kenya. While the BITA maturity model can 

be applied to all industries and organizations, there will be unique features within Tier 

one banks that are interesting to find out. Tier one banks comprise 70 % of the Kenya 

banking market share. 

1.8 Limitations and Delimitations 

Limitations are unpredictable events that may impact the validity of the study. 

Participants may not reflect the population or have the expert opinions as required. Not 

all the participants were available for face-to-face interviews which made it hard for the 

researcher to assist them in understanding technical components in the research 

instrument.  

Delimitations alert readers on the scope.  It includes what the research is not going to 

address. The participation is delimited to the CIOs with more than three years’ 

experience in management. 

1.9 Assumptions of the study 

Assumptions are concepts that are accepted as truths without concrete proof. The 

participants in the study answered honestly. The participants have advanced familiarity 

with driving value from IT investments. The study assumed that the current conditions 

of alignment and factors at Tier one banks can be applied to other banks in Kenya and 

globally.  The study assumed that the represented information is applicable at most 

times and locations. 
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1.10 Expected Outcome 

The outcome was a framework that managers can use to predict the association 

between the maturity level and the organizational performance.  

1.11 Business Performance 

Organizational performance: This is the value that an enterprise provides to the 

stakeholders.   

Strategic Alignment Model (SAM): Venkatraman, et al.  developed SAM.  SAM 

relates the business strategy to IT strategy and the business infrastructure to the IT 

infrastructure (Venkatraman, Henderson, & Oldach, 1993).  

Strategic Alignment Maturity Model (SAMM):  The model consists of 6 alignment 

criteria. Each criteria has multiple attributes and maturity levels (Luftman, 2003). 
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 Introduction 

Scholars and practitioners pursue strategic alignment as the holy grail of organizational 

effectiveness and success. CEOs and CIOs are working in harmony to deliver digital 

transformation initiatives that enable growth, profitability, and sustainability. Strategic 

alignment is a priority for CEOs, CIOs, and other business executives (Chan & Reich, 

2007). IT strategy has the potential to unlock the effectiveness and growth in 

organizations.  The people, processes, and technology resources are the pillars in digital 

transformation (Abdi & Dominic, 2010). 

Successful digital transformation is created by the symbiotic interaction by all business 

units in an organization (Henderson & Venkatraman, 1990). Managers who can 

demonstrate the value of IT reap huge rewards in growth and sustainability (Haes, 

Harrison, & Archer, 2009). Managers can harness and unlock value from investments 

in IT (Van & Haes, 2008). Managers leverage on the IT applications, infrastructure, 

and people to generate business value (Steven, 2015). The vision, strategy, mission, 

culture, structure, and IT infrastructure dovetail to meet the business goals (Van & 

Haes, 2008). Managers strive for harmony and fusion to meet enterprise objectives. 

The board of directors expect IT to enable revenue generation and reduce costs while 

managing risk (Campbell, 2005). 
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Table 2: Common Definitions of Alignment 

 

Source: (Santana Tapia et al., 2008) 

The path to alignment 

The process of BITA is long, arduous, and tedious.  This is because the business and 

the IT ecosystems change continually. It is like drawing a line in the sand. There is no 

starting or ending point and it is a never-ending journey.  The fast business changes are 

caused by the macro environment factors including the environment, politics, 

economics, regulations, social, cultural, and legal factors.  The rapid technology 

changes are caused by the new and disruptive innovation including artificial 

intelligence, cloud, blockchain, analytics, big data, virtual reality, augmented reality, 

social, mobility and other emerging technologies (CioIndex, 2019a) 

Step 1: Identify Business Drivers 

The business drivers are usually profitability, market share and revenue generation.  

This   may be achieved in a sustainable manner. Managers are responsible for 
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sustaining the environment and the communities they live in and be socially 

responsible. 

Step 2: Create IT Vision 

The IT vision should sync with the business vision.  The business vison is the relevance 

and sustainability.  The IT vision is an enterprise architecture that harnesses the 

capability in people, process, and infrastructure. The architecture ensures that all 

systems are integrated in a cohesive whole that leverages the enterprise service bus 

(ESB).  The ESB delivers on the service-oriented architecture (SOA). 

Step 3: Assess Current Alignment 

Managers start by assessing the current state of the IT ecosystem.  The ecosystem 

comprises the infrastructure, applications, network, and the people. Managers also 

assess the orientation along this scope. 

Step 4: Identify Alignment Gaps 

Managers can identify the source of the disconnect. The managers then close the gaps 

to aid the harmonizing and dovetailing the IT and business departments. This is usually 

a process and requires the diagnosis of the current state and the awareness of the future 

state. Managers from all the departments in the organization should communicate 

clearly for this to be achieved. 

Step 5: Prioritize IT Initiatives 

Managers may start with the initiatives that provide quick wins and the highest 

business impact.  They may start with the initiatives that are simple provide the highest 

benefits and the biggest returns on investment. Managers may not embark on the entire 

list at once.  

Step 6: Evaluate Implementation Options 

Managers consider the scope, cost, schedule, and quality when evaluating options.  

Projects managers call this the triple constraints. The managers then create a list of 

options and alternative implementation strategies.  Managers pay attention to pick the 

option with the least amount of risk and cost. 

Step 7: Create Migration Plan 
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Managers will embark on a plan and learn from the mistakes in the implementation. 

The managers will go through the permutations of the plans and come to the best 

option. The managers will finally migrate to the most rational and cost-effective plan. 

Step 8: Adjust IT Strategy  

Managers are paid to make decisions about strategy. The strategy or plan is not cast in 

stone. Managers adjust the plan and fit it with the evolving needs of the business. The 

art and science of strategy are important.  They both go a long way in fusing the IT and 

business (CioIndex, 2019a). 

 

Figure 1: Effective Business IT Alignment Process 

Source: (CioIndex, 2019a). 

2.2 Business Strategy 

The strategy are the choices that the management and the boards take to steer the 

business to growth and profitability. The choices can also be categorized as five 

positions (Mintzberg, 1987). It includes the short or long-term plans charted to achieve 

the desired goals (Porter & Locations, 2000). 

BITA is focussed on aligning IT projects and initiatives with organizational objectives 

and the desired goals.  It enables the enterprise to survive and thrive and be sustainable 

(Abdi & Dominic, 2010). It supports the mission, vision, structure, and the culture of 

the organization. The IT organization is aligned to the demands and supply cycles of 

the business. The IT organization is flexible enough to meet the pattern of business 

activity and ultimately this leads to business growth and profitability.  The IT strategy 

delivers a competitive advantage to the organization by supporting all the functions in 
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marketing, sales, finance, operations, research and development, and services (Alaceva 

& Rusu, 2015). 

With the onset of digital transformation, the IT organization delivers the disruptive 

technologies and enables new business models to drive growth and sustainability 

(Galliers, 2013). Digital transformation has changed organizations and industries by 

enabling the management to be data-driven in their decisions and to leverage big data 

analytics. The application of data lakes and data warehouses has increased tenfold in 

the past decade. Information flows are more democratized in the new century 

(Luftman, 2000). 

2.2.1 Strategic Alignment Theories and Frameworks 

There are several different models and theories that can be used to achieve strategic 

alignment, which refers to the process of aligning an organization's goals, strategies, 

and resources with its external environment to achieve a competitive advantage (Li, 

Liu, Belitski, Ghobadian, &O'Regan, 2016). Some common models and theories 

include SWOT analysis, Porter's Five Forces, Balanced Scorecard, McKinsey 7S 

Framework, Ansoff Matrix, PESTEL, VRIO: RBV, BCG matrix, and others listed 

below. 

Balanced Scorecard 

The Balanced Scorecard (BSC) is a performance measurement system that helps 

organizations align their strategic goals and objectives with their operational activities. 

The scorecard uses a combination of financial and non-financial measures to evaluate 

an organization's performance (Kaplan, 2009). 

Strengths of the BSC  

One of the strengths is that it helps organizations align their goals and objectives with 

their operational activities, which can lead to better overall performance. Another 

strength is that it allows organizations to evaluate their performance using a 

combination of financial and non-financial measures, which can provide a more holistic 

view of the organization.  Another strength is that the tool can help organizations 

identify and prioritize key performance drivers and focus their efforts on improving 

those areas. The scorecard can help organizations communicate their strategy and goals 

to employees, which can increase buy-in and motivation (Chavan, 2009). 
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Weaknesses of the BSC  

One of the weaknesses is that the tool can be time-consuming and resource-intensive to 

implement, especially for organizations that do not already have robust performance 

measurement systems in place. Another weakness is that it requires clear and specific 

goals and objectives, which can be challenging for some organizations to define. The 

scorecard can be difficult to determine which measures to include in the scorecard and 

how to weight them, which can lead to subjectivity and bias. Another weakness is that 

the tool can be challenging to keep the scorecard up to date and relevant, as the 

organization's goals and priorities may change over time (Stewart & Carpenter-Hubin, 

2001). 

McKinsey 7S Framework 

The McKinsey 7S Framework is a model that helps organizations ensure that all parts 

of their organization are aligned and working together towards a common goal. The 

framework consists of seven elements: Strategy, Structure, Systems, Style, Staff, Skills, 

and Shared values (Singh, 2013). 

Strengths of the McKinsey 7S Framework 

One of the strengths is that it provides a comprehensive view of the organization, 

considering both hard elements (such as structure and systems) and soft elements (such 

as culture and leadership style). Another strength is that it helps organizations 

understand how different parts of the organization fit together and influence each other. 

The framework can be used to diagnose organizational problems and identify areas for 

improvement. Another strength is that it is relatively simple and easy to understand, 

making it accessible to a wide range of stakeholders (Baishya, 2015).   

Weaknesses of the McKinsey 7S Framework 

One of the weaknesses is that the tool can be time-consuming and resource-intensive to 

implement, especially for large organizations. Another weakness is that it is a 

theoretical model and may not always accurately reflect the complexity of real-world 

organizations. The framework does not provide specific recommendations for how to 

address identified problems or improve alignment. Another weakness is that it does not 

consider external factors such as the competitive environment or changes in the market, 

which can impact an organization's alignment (Chmielewska, Stokwiszewski, 

Markowska & Hermanowski, 2022). 
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Ansoff Matrix 

The Ansoff Matrix is a tool that helps organizations understand the risks and potential 

rewards of different growth strategies. The matrix does this by plotting strategies along 

two dimensions: the market (existing and new) and the product (existing and new) 

(Loredana, 2016). 

Strengths of the Ansoff Matrix 

One of the strengths is that it provides a simple and easy-to-understand framework for 

thinking about growth strategies. The tool helps organizations consider the risks and 

potential rewards of different options, which can inform decision-making. Another 

strength is that it encourages organizations to think about both market and product 

development, rather than focusing on only one or the other. Another strength is that the 

tool can help organizations identify new opportunities for growth (Hussain, Khattak, 

Rizwan & Latif, 2013). 

Weaknesses of the Ansoff Matrix 

One of the weaknesses is that it is a theoretical model and may not always accurately 

reflect the complexity of real-world situations. Another weakness is that it does not 

consider external factors such as the competitive environment or changes in the market, 

which can impact an organization's growth prospects. Another weakness is that it does 

not provide specific recommendations for how to implement different growth 

strategies. The matrix does not consider resources and capabilities, which can be 

important factors in determining the feasibility of different growth strategies (Dawes, 

2018). 

Dynamic Capabilities Theory 

The Dynamic Capabilities Theory posits that a firm's ability to adapt and change in 

response to its environment is crucial for its long-term success (Vorhies, Morgan & 

Autry, 2009). Foss (2003) observed that managers need to continually invest on 

learning and growth and not just on the products and services.  Knowledge 

management is paramount for the success of the organization. Managers need to 

consider specialization to deliver on the promise they made to customers.  

Strengths of the Dynamic Capabilities Theory 
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One of the strengths of the dynamic capabilities is that it leverages the previously 

existing concept of operational capabilities and refers to an organization's capacity to 

change these operations and develop its resources efficiently and responsively (Teece, 

2014). 

Another strength of applying the theory is that an organization's basic competencies can 

be used to create short-term competitive positions that can be developed into longer-

term competitive advantage (Wheeler, 2002). 

Another strength of the dynamic capabilities view is that it focuses more on the issue of 

competitive survival in response to rapidly changing contemporary business conditions 

(Teece, 2018). 

Another strength of the theory is that it enables the development of strategies for 

managers to adapt to radical discontinuous change, while maintaining minimum 

capability standards to ensure competitive survival. The theory emphasizes the internal 

capabilities rather than only looking into the external business forces (Andreeva & 

Chayka, 2006). 

Another strength of the theory is that the tool can enable the firm's ability to quickly 

orchestrate and reconfigure externally sourced competences, ranging from Google 

Android to crowdsourced, crowdfunded open innovations (Kuuluvainen, 2012).  This 

can be achieved while leveraging internal resources such as platforms, know-how, user 

communities and digital, social, and mobile networks (Pisano, 2015). 

Another strength of the dynamic capabilities theory is that it takes into account digital, 

information and network economics and the fall of the transaction costs incurred when 

using specialized services (Buzzao & Rizzi, 2021). 

Weaknesses of the Dynamics Capability Theory 

One of the weaknesses of the dynamic capability theory that it is vague and 

superfluous. The theory remains very helpful when addressing what to focus on in 

responding to the business changing environment, but fails to describe exactly how 

(Bleady, Ali & Ibrahim, 2018). 

The capabilities of the theory are difficult to identify and/or operationalize, and in some 

cases, those very capabilities can lead to a core capability becoming core rigidity. The 
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use of the theory in its current state is difficult without being able to further specify, 

develop, and identify those capabilities (Nooteboom, 2009).  

Resource-Based View Theory 

The Resource-Based View (RBV) theory is a strategic management theory that posits 

that a firm's internal resources and capabilities are the primary drivers of its ability to 

create and sustain a competitive advantage (Barney, 1995). Managers can augment and 

cultivate the resources that help the organization to be sustainable (Ainuddin et al., 

2007). Resourced-based views and dynamic capabilities of an organization offer a 

guide on how the organization can achieve several things, for instance, plan to beat the 

competition, improve on its internal strengths, and offer effective leadership. This study 

appreciates the role of strategy implementation, which is key to completing the strategy 

process. Accordingly, resource-based theory approach, helps the firm to differentiate 

through innovation, as rent seekers rather than profit maximization with emphasize on 

entrepreneurship and innovation. 

Strengths of the Resource-Based View 

The resource-based view of the organization emphasizes sustainable competitive 

advantage. One of the strengths of adopting the theory is that companies in possession 

of a resource, or mix of resources that are rare among competitors, are said to have 

a comparative advantage (Barney, 1996). This comparative advantage enables 

organizations to produce marketing offerings that are either perceived as having 

superior value or can be produced at lower costs. A comparative advantage in resources 

can lead to a competitive advantage in market position (Mathews, 2002). 

Another strength of the resource-based view is that it enables managers to select the 

strategy or competitive position that best exploits the internal resources and capabilities 

relative to external opportunities. The resource-based view is much more flexible than 

Porter's prescriptive approach to strategy formulation (Brahma & Chakraborty, 2011). 

Another strength of the resource-based view is that it the value-based views provide an 

additional way to create organizational management links between employees at a 

company, based on their core values and beliefs (Kraaijenbrink, Spender & Groen, 

2010). 

Another strength of the resource-based view is that the tool can be used to identify the 

fundamental values or beliefs. The analyis can be used in design management practices 



 

 25 

that reflect and embody these values and use these to build core capabilities. The tool 

can be used to invent a strategy that is consistent with the values and uses the 

capabilities to compete in new and unusual ways (Armstrong & Shimizu, 2007). 

Another strength of the theory is that it allows the managers to define organization 

resources as assets, capabilities, organizational processes, organization attributes, 

information, and knowledge that are controlled by a organization that enable the 

organization to develop and implement strategies that improve its efficiency and 

effectiveness (Wernerfelt, 1984). 

Another strength of the theory is that it enables the development of capabilities.  

Capabilities are an embedded nontransferable organization-specific resource whose 

purpose is to improve the productivity of the other resources possessed by the 

organization (Lockett, Thompson & Morgenstern, 2009). 

Another strength is to help managers identify the organization's potential key resources 

and evaluate whether these resources fulfill the valuable, rare, inimitable, and non-

substitutable (VRIN) criteria. It also enables managers to develop, nurture and protect 

resources that pass these evaluations (Bridoux, 2004). 

Weaknesses of the Resource-Based View 

The RBV is superfluous and vague (Wernerfelt, 1984). This means it may not be 

practical and does not provide the process to achieve a competitive advantage.  It is 

also good to note that different resource configurations can generate the same value for 

organizations and thus would not be competitive advantage (Foss & Eriksen, 1995). 

Another weakness of RBV is that the role of product markets is underdeveloped in the 

argument. It is also key to observe that theory has limited prescriptive implications 

(Kraaijenbrink, Spender & Groen, 2010). 

Another weakness of RBV is he failure to consider factors surrounding resources; that 

is, an assumption that they simply exist, rather than a critical investigation of how key 

capabilities are acquired, or developed (Lockett, Thompson & Morgenstern, 2009). 

Another weakness of RBV is that it is difficult to find a resource which satisfies the 

VRIN criteria (Pettus, 2001). The other weakness is that an assumption that a 

organization can be profitable in a highly competitive market as long as the tool can 
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exploit advantageous resources does not always hold true. It ignores external factors 

concerning the industry (Mathews, 2002). 
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Value, Rarity, Imitability, and Organization (VRIO) Model

 

Figure 2 

 

The VRIO framework is a strategic planning tool designed to help organizations 

uncover and protect the resources and capabilities that give them a long-term 

competitive advantage (Lopes, Farinha, Ferreira & Silveira, 2018). Sustainable 

competitive advantages are those that competitors cannot easily duplicate in the 

foreseeable future.  They are also a crucial element of business success (Simão, 2010). 

VRIO is an acronym for a four-question framework focusing on value, rarity, 

imitability, and organization, the criteria used to evaluate an organization’s resources 

and capabilities (Knott, 2015). Organizations can use a decision tree to help map the 

outcomes of the evaluation, depending on whether they deem a resource as having met 

the criteria (Simão & Diaz, 2013). 

Few organizations take the time to delve into their core competencies to determine 

what makes them unique. Without the correct organization, even firms with valuable, 

rare and costly to imitate resources and capabilities can suffer competitive disadvantage 

(Barney & Hesterly, 2011). 

Strengths of the VRIO 

One of the strengths of the VRIO model is that it allows you to take advantage of 

previously unrecognized competitive advantages. The tool can help set the course for a 
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better future and allocate business resources optimally (Lopes, Oliveira & Silveira, 

2020). 

Another strength of the model is that the tool can produce insights that may help 

identify and evaluate potential opportunities and threats to determine which ones are 

more important (Cardeal & Antonio, 2012). 

Weaknesses of the VRIO 

One of the weaknesses of the VRIO model is that it does not consider the volatility and 

uncertainty of the business environment (Hernández & Garcia, 2018). The business 

environment is constantly changing, making it difficult to have a sustainable 

competitive advantage for the long term.  A period of three to five years is more 

realistic (Chatzoglou, Chatzoudes, Sarigiannidis & Theriou, 2018). 

Another weakness of the VRIO is that new and small businesses may find it more 

difficult to apply the VRIO framework simply because they have not yet fully 

developed their resources or capabilities to establish a sustained competitive advantage 

(Soltani, Zare & PARNIAN, 2015). 

Another weakness of the VRIO is that it is solely an internal analysis tool.  

Organizations will need other frameworks like the SWOT or PESTEL analysis to fill in 

the gaps (Geraldes, Lopes Da Costa & Geraldes, 2019). 

Porter Five Forces Analysis 

The Porter's Five Forces Model is one of the best methods to conduct a competitive 

analysis in the industry. The main goal of the model analysis is to help business owners 

develop a robust business strategy by examining the forces in their wider business 

environment. These are the factors that determine the competitive pressure of an 

industry and an organization’s potential to increase profitability (Porter, 2008). They 

are Buyer Power, Supplier Power, Substitute Products, New Entrants, and Competitive 

Rivalry.  The sixth force is government policies. Governments impose certain 

regulatory, trade policies, and taxation that may affect how a business makes money 

(Madsen & Grønseth, 2022). 

Strengths of the Five Forces Analysis 

One of the strengths of the analysis is that it helps determine the competitive intensity 

and threats. With the Five Forces tool, Managers can pinpoint how each force affects 
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their business, whether a substitute product in the industry is a threat, and the buying 

power of consumers and buyer concentration (Tanrıverdi & Lezki,2021). 

Another strength is that it is simple to apply. Applying the Five Forces tool to the 

business does not require much time or effort. A basic understanding of the model 

would suffice. Managers need to collect data (Mizik & Balogh, 2022).  The more in-

depth the data collection efforts are, the more accurate the model will be when it comes 

to identifying the industry's structure and the competition in the industry (Sakinah & 

Wibowo, 2021) 

Weaknesses of the Five Forces Analysis 

One of the weaknesses of the tools is that it may not be very relevant in modern 

business climate. Assessing industry attractiveness using the Five Forces Framework 

may not be very effective in today's market. The model was developed in the late 

1970s. At that time, the market was more stable, the competition was not high, and 

there was a steady change in technology (Nengsih, Gayatri, Wagini & Indriasari, 2021). 

Today's market requires companies to be more dynamic and resilient. This is largely 

due to the major advancement in technology that forces businesses to compete in a 

hypercompetitive environment. Today's market is unstable, meaning that the Five 

Forces tool may not be that effective for businesses in predicting market changes and 

their impact on industry profits (Göral, 2021). 

Another weakness of the tool is that it does not account for the company's internal 

resources. The Five Forces Model neglects the resources a company brings to the 

industry. It would be wise to integrate the Five Forces tool with a resources-based 

analysis of the company (Kumar, Sandhu, Harper, Ting & Rihal, 2021). 

Another weakness is that the model lacks the explanation of strategic alliances. Robust 

alliances can give businesses an unfair competitive advantage. The Five Forces 

Framework does not address how these alliances affect profitability (Svoboda, Ghazal, 

Afifi, Kalra, Alshurideh & Alzoubi, 2021). 

PESTLE analysis 

The PESTLE analysis is a framework for assessing the external factors that may affect 

an organization. The acronym PESTLE stands for Political, Economic, Social, 

Technological, Legal, and Environmental (Ho, 2014). The model can be used in a range 
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of different scenarios and can guide organizations in strategic decision making. The 

tool can also be referred to PESTEL analysis (Perera, 2017).  

Strengths of PESTEL analysis 

One of the strengths of PESTEL is that it is a simple framework. Simplicity makes it 

easy for employees to understand and apply without dealing with a steep learning curve 

(Zalengera, Blanchard, Eames, Juma, Chitawo, & Gondwe, 2014). 

Another strength is that it facilitates an understanding of the wider business 

environment. The environment has shifted, and business needs to consider the 

pandemic, the impending economic recession and the wars in eastern Europe and the 

Middle East (Christodoulou & Cullinane, 2019). 

Another strength is that it encourages the development of external and strategic 

thinking. The outside-in approach is one that resonates well with customers and the 

Generation Z and millennials (Achinas, Horjus, Achinas & Euverink, 2019). 

Another strength is that the tool can enable an organisation to anticipate future business 

threats and take action to avoid or minimize their impact. Organizations can benefit 

from sound risk management strategies and the PESTEL analysis can help reduce or 

even avoid the risk (Sammut-Bonnici & Galea, 2014). 

Another strength is that the tool can enable an organization to spot business 

opportunities and exploit them fully. Organizations exploit strengths by innovating and 

experimenting in concert with employees and customers.  They co-create with their 

stakeholders (Srdjevic, Bajcetic & Srdjevic, 2012). 

Weaknesses of PESTEL analysis 

One of the weaknesses of the PESTEL analysis is that users oversimplify the amount of 

data used for decisions. Another weakness is that it is easy to use insufficient data 

(Thomas, Sandwell, Williamson & Harper, 2021). The risk of capturing too much data 

may lead to paralysis by analysis. The data used may be based on assumptions that later 

prove to be unfounded (Nandonde, 2019). 

Another weakness of the PESTEL analysis is that the pace of change makes it 

increasingly difficult to anticipate developments that may affect an organisation in the 

future.  In addition, to be effective, the process needs to be repeated on a regular basis 

(Mihailova, 2020). 
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SWOT Analysis 

A SWOT analysis tool is one of the most effective business and decision-making tools 

(Leigh, 2009). The SWOT analysis can help the organization identify the internal and 

external factors affecting the business. The SWOT analysis helps an organization to 

build on strengths, minimize weakness, seize opportunities, and counteract threats 

(GURL, 2017). 

Strengths of SWOT Analysis 

One of the strengths of the analysis is that the results generated makes up part of the 

organization business planning and helps to better understand the business. Another 

strength is that the tool can help the organization to identify the areas of the business 

that need improving (Benzaghta, Elwalda, Mousa Erkan & Rahman, 2021).  Some 

areas of the business are not effective or optimized and can benefits from a gap 

analysis. The tool can help the organization to decide if they can introduce a new 

product or service.  The only way to thrive is to innovate by producing new services or 

products (Leigh, 2009). 

Another strength is that the tool can help the organization to understand the market and 

competitors. The external environment present opportunities in terms of market 

expansion to counter competitor growth (Kangas, Pesonen, Kurttila & Kajanus, 2001). 

Another strength is that the tool can help the organization to predict changes the 

organization will need to deal with to ensure the business growth and sustainability. 

The business environment is volatile and full of uncertainty and an analysis can help 

predict the best route to take for survival and growth (Sarsby, 2016). 

Another strength is that it a simple four box framework. The analysis facilitates an 

understanding of the strengths and weaknesses of the organization. The analysis 

encourages the development of strategic thinking. The analysis enables managers to 

focus on strengths and build opportunities (Dyson, 2004). The analysis can enable an 

organization to anticipate future business threats and take action to avoid or minimize 

their impact. The analysis enables an organization to spot business opportunities and 

exploit them fully. The analysis is flexible, adaptable, and reliable (Helms & Nixon, 

2010). 
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Weaknesses of the SWOT Analysis 

One of the weaknesses of the analysis is that it will not prioritize issues. The SWOT 

analysis needs to be reviewed to produce meaningful results. Another weakness is that 

it may not provide solutions or offer alternative analysis. The organization may look at 

the issues noted and work to generate solutions. The tool can generate too many ideas 

but will not help the organization choose which one is best. When this occurs, the 

organization may limit the scope of the analysis to only a few solutions (Teoli, 

Sanvictores & An, 2019). 

Another weakness is that the tool can produce a lot of information, but it may not all be 

useful. The organization may review the data generated to determine what is relevant. 

Some SWOT analysis users oversimplify the amount of data used for decisions. 

Another weakness is that it is easy to use insufficient data. The risk of capturing too 

much data may lead to paralysis by analysis. The data used may be based on 

assumptions that later prove to be unfounded (Humphrey, 2005). 

Another weakness is that access to quality internal data sources can be time consuming 

and politically difficult especially in more complex, traditional organizations. Another 

weakness is that it lacks detailed structure and key elements may get missed. The pace 

of change makes it increasingly difficult to anticipate developments that may affect an 

organization in the future. To be effective, the process needs to be repeated on a regular 

basis (Piercy & Giles, 1989). 

BCG Matrix Analysis 

The Boston Consulting Group matrix is a tool used in strategic business analysis to 

help a company understand its product or service offerings and allocate resources 

accordingly. The resulting four quadrants are called stars, cash cows, question marks, 

and dogs (Hambrick, MacMillan & Day, 1982). The matrix can also be referred to as 

the Growth-Share Matrix. 

Strengths of the BCG-Matrix 

One of the strengths is that the BCG-Matrix is applicable to large companies that seek 

volume and experience effects (Mohajan, 2017). The model is simple and easy to 
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understand. It provides a base for management to decide and prepare for future actions 

(Madsen, 2017). 

Another strength is that if a company can use the experience curve to its advantage, it 

should be able to manufacture and sell new products at a price that is low enough to get 

early market share leadership (Ioana, Mirea & Balescu, 2009). Once it becomes a star, 

it is destined to be profitable (Nurfitriya, Koeswandi, Fauziyah, & Budiman, 2021). 

Weaknesses of the BCG-Matrix 

One of the weaknesses is that it neglects the effects of synergies between business 

units. A high market share is not the only success factor. Market growth is not the only 

indicator for attractiveness of a market (Tien, 2022). 

Another weakness is that sometimes Dogs can earn even more cash as Cash Cows. 

There are some problems of getting data on the market share and market growth. In 

addition, there is no clear definition of what constitutes a market (Ha, Yu, & Hwang, 

2021). 

Another weakness is that a high market share does not necessarily lead to profitability 

all the time (Ye, 2022). The model uses only two dimensions of market share and 

growth rate. This may tempt management to emphasize a particular product, or to 

divest prematurely (Nogalski, Hiep, Dao & Minh, 2022). 

Another weakness is that a business with a low market share can be profitable too. The 

model neglects small competitors that have fast growing market shares (Madsen & 

Grønseth, 2022). 

Value Chain Analysis 

The Value Chain Analysis categorizes the primary organization activities as Inbound, 

Outbound Logistics, Operations, Marketing &sales and service.  The secondary 

activities are Infrastructure, Human Resource Management, Technology, and 

Procurement (Porter, 2001). 
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Figure 3 Source: (Porter, 2001). 

 

The Strengths of Value Chain Analysis 

One of the strengths is that the value chain is a very flexible strategy tool for looking at 

the business, the competitors, and the respective places in the industry’s value system 

(Magry, Cahill, Rookes & Narula, 2022). 

Another strength is that the value chain can be used to diagnose and create competitive 

advantages on both cost and differentiation (Jadhav & Mannar, 2021). Another strength 

is that is that it helps managers to understand the organization issues involved with the 

promise of making customer value commitments because it focuses attention on the 

activities needed to deliver the value proposition (Misra & Mention, 2021). 

 

Another strength is that comparing the business model with the competitors using the 

value chain can gives managers a much deeper understanding of their strengths and 

weaknesses to be included in the SWOT analysis (Marcato & Baltar, 2021). 

Another strength is that the value chain is well known and has been a mainstay of 

strategy teaching in business schools for the last 20 to 25 years (Wang, Jin, Yang, & 

Naqvi, 2021). Another strength is that the tool can be adapted for any type of business 

including manufacturing, retail, or service industries. The value chain has developed 

into the value system which lets managers get a better understanding of the much 

broader competitive arena (Salayo, Marte, Toledo, Gaitan & Agbayani, 2021). 

The Weaknesses of the Value Chain Analysis 

One of the weaknesses of the value chain analysis is that the strengths of flexibility 

mean that it must be adapted to a particular business situation and that can be a 

disadvantage since, to get the best from the value chain. It is not plug and play 

(Strakova, Simberova, Partlova, Vachal & Zich, 2021). 

Another weakness is that the format of the value chain is heavily oriented to a 

manufacturing industry and may not be applicable for other sectors (Salahuddin, 

Salahuddin & Khamarudin, 2021). Another limitation is that scale and scope of a value 

chain analysis can be intimidating. The tool can take a lot of work to finish a full value 

http://businessdevelopmentadvice.com/blog/what-is-your-market-position-the-customer-value-map/
http://businessdevelopmentadvice.com/blog/swot-analysis-what-is-swot-analysis-how-do-you-do-a-swot/
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chain analysis for the company and for the main competitors to identify the differences 

and key drivers (Hergert & Morris, 1989). 

Another weakness is there a few are experts in its use and application. Another 

weakness is that it is outdated and may make it difficult to relate to and understand to 

apply it in the Internet age (Kothandaraman & Wilson, 2001). 

Another weakness is that it has been adopted by supply chain and operations experts 

and therefore its strategic impact for competitive advantage has been reduced (Porter & 

Millar, 1985).  Another limitation is that business information systems are often not 

structured in a way to make it easy to get information for value chain analysis (Lee & 

Porter, 2013).  

Porter's Generic Strategies 

Porter's Generic Strategies are a set of frameworks that can be used to develop a 

competitive advantage within a particular market or industry. There are three main 

strategies that Porter identified including Cost Leadership, Differentiation, and Focus 

(Pretorius, 2008). 

Cost leadership  

This strategy involves becoming the lowest cost producer in the industry. The goal is to 

offer products or services at a lower price than competitors, while still maintaining 

acceptable levels of quality and customer satisfaction (Murray, 1988). 

 

Strengths 

One of the strengths is that it allows a company to offer competitive prices and 

potentially increase market share. The tool can lead to increased profitability due to the 

cost savings achieved through efficiency (Hendry, 1990) 

Weaknesses 

One of the weaknesses is that it may require significant investments in cost-cutting 

measures such as new technology or operational improvements. May result in lower 

margins due to the focus on cost reduction. Another weakness is that it may be difficult 

to sustain over the long term, as competitors may try to imitate the cost-cutting 

measures (Gurău, 2007). 

Differentiation 

This strategy involves offering unique products or services that are significantly 

different from those of competitors. The goal is to create a perception of value in the 
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minds of customers, which can justify a higher price for the product or service (Kim, 

Nam & Stimpert, 2004). 

 

Strengths 

One of the strengths is that it enables a company to differentiate itself from competitors 

and potentially command a premium price for its products or services. The tool can 

lead to increased customer loyalty and reduced-price sensitivity (Moon, Hur, Yin & 

Helm, 2014). 
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Weaknesses 

One of the weaknesses is that it may require significant investments in research and 

development to create and maintain the unique products or services. The tool may be 

difficult to sustain over the long term, as competitors may try to imitate the 

differentiating features. The tool may be more challenging to implement in highly 

competitive industries where it is difficult to differentiate products or services 

(González‐Benito & Suárez‐González, 2010). 

Focus  

This strategy involves targeting a narrow market segment and offering products or 

services that meet the specific needs of that segment. The goal is to become the 

dominant player in the targeted segment by offering a tailored product or service that is 

difficult for competitors to replicate (Islami, Mustafa & Topuzovska Latkovikj, 2020).  

Strengths 

One of the strengths is that it allows a company to tailor its products or services to the 

needs of a specific market segment, potentially increasing customer satisfaction and 

loyalty. Can be easier to implement in niche markets where there is less competition 

(Hales & Mclarney, 2017). 

Weaknesses 

One of the weaknesses is that organizations may require significant resources to 

research and understand the needs of the targeted market segment. The tool may be 

difficult to sustain over the long term, as competitors may try to enter the targeted 

segment, or the needs of the segment may change. May limit the potential for growth, 

as the company is focused on a narrow market segment rather than the broader market 

(Tansey, Spillane & Meng, 2014). 

 

The Business Model Canvas 

The Business Model Canvas (BMC) is a strategic management tool that is used to 

visualize and plan the key elements of a business. The BMC a visual representation of a 

company's value proposition, operating model, customer segments, revenue streams, 

and costs. The six main areas that it covers are the Operating Model, Value Model, 

Service Model, Experience Model, Cost Model, and Revenue Model (Osterwalder, 

2004a).  
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The Operating Model Canvas focuses on how an organization runs itself, such as 

processes, infrastructure, and people. It is the representation of how an organization 

delivers value to its customers and stakeholders (Campbell, Gutierrezn & Lancelott, 

2017).  

The Value Model focuses on the value proposition and how it is delivered to the 

customer, the Service Model focuses on how the customer interacts with the company, 

the Experience Model focuses on the customer's experience with the company, the Cost 

Model focuses on the costs associated with the business, and the Revenue Model 

focuses on the streams of revenue for the company (Joyce & Paquin, 2016). 

The Business Model Canvas is typically used to outline the fundamental building 

blocks of a business, but it can also be used effectively for individual products as well 

(Carter & Carter, 2020). 

Strengths of the BMC 

One of the strengths is the focus. The BMC is designed to guide thinking through each 

of the key components or building blocks for devising a business model. In this respect, 

it allows the business to understand how each aspect relates to the others; how the 

functions, activities and processes interlink and interlock (Osterwalder, 2004b). 

Another strength is the flexibility. The BMC is a flexible tool that can be used for 

different types of businesses, products, and services. It can be adapted to different 

industries, sectors, and contexts (Osterwalder, Parent & Pigneur, 2004). 

Another strength is the visibility. The BMC provides a clear visual representation of the 

business model, making it easy to understand and communicate to others (Osterwalder, 

Parent & Pigneur, 2004). 

Weaknesses of the BMC 

One of the weaknesses is simplification. The BMC simplifies the complexities of a 

business model, which can lead to oversimplification and a lack of detail (Osterwalder, 

Pigneur, Oliveira & Ferreira, 2011). 

Another weakness is the limited perspective. The BMC is limited in its ability to fully 

capture the complexity of a business model, as it only covers certain aspects of the 

business. Another limitation is the assumption it makes. The BMC assumes that the 
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business model is static, ignoring the potential for change or evolution over time 

(Osterwalder, Pigneur, & Tucci, 2005). 

The Business Model Canvas is a useful tool for designing and visualizing a business 

model, however, it is important to be aware of its limitations and to use it in 

conjunction with other tools and methods to fully understand and develop a business 

model (Sparviero, 2019). 

 

2.2.1.1 IT Strategic Alignment 

Rivard et al. (2006) observed that BITA can give managers distinctive, non-imitable 

and unique capabilities that cannot be easily copied by other organization. IT strategic 

alignment refers to the process of aligning an organization's information technology 

(IT) goals, strategies, and resources with its overall business goals and objectives. This 

is important because the tool can have a significant impact on an organization's 

operations and competitiveness and aligning IT with the overall business strategy can 

help ensure that IT investments are aligned with the organization's goals and are being 

used effectively to support the business (Avison, Jones, Powell, & Wilson, 2004). 

To achieve IT strategic alignment, organizations can consider the following steps: 

Identify the organization's overall business goals and objectives Assess the 

organization's current IT capabilities and how they support the business Identify any 

gaps between the organization's current IT capabilities and its business needs Develop 

an IT strategy that aligns with the overall business strategy and addresses any identified 

gaps Allocate resources (including budget and personnel) to implement the IT strategy 

Monitor and review the IT strategy regularly to ensure that it is still aligned with the 

business and achieving desired results (Preston & Karahanna, 2009).  

Effective IT strategic alignment requires strong communication and collaboration 

between the IT and business functions, as well as regular review and adjustment to 

ensure that the IT strategy remains aligned with the organization's changing business 

needs (Preston & Karahanna, 2009).  
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IT Strategic Alignment Models and Frameworks 

There are several models and frameworks that can be used to achieve IT strategic 

alignment, which refers to the process of aligning an organization's information 

technology (IT) goals, strategies, and resources with its overall business goals and 

objectives (Burn, 1993). Some common models and frameworks include: 

 IT Governance Framework: This framework provides a set of principles and practices 

for aligning IT with the organization's overall business strategy and objectives. It 

includes guidelines for decision-making, risk management, and resource allocation 

(Symons, 2005). 

IT Balanced Scorecard: This is a variant of the traditional Balanced Scorecard that is 

specifically designed for IT organizations. The tool helps IT organizations align their 

goals and objectives with the overall business strategy by using a combination of 

financial and non-financial measures to evaluate their performance (Kaplan, 2009). 

McKinsey 7S Framework: This model helps organizations ensure that all parts of their 

organization (including IT) are aligned and working together towards a common goal. 

The 7S framework consists of seven elements: Strategy, Structure, Systems, Style, 

Staff, Skills, and Shared values (Singh, 2013). 

IT Alignment Maturity Model (ITAMM): This model, developed by the Information 

Systems Audit and Control Association (ISACA), helps organizations assess and 

improve their level of IT-business alignment. It includes five levels of maturity, 

ranging from no alignment to integrated alignment (Khaiata & Zualkernan, 2009). 

Capability Maturity Model (CMM): This model, developed by the Software 

Engineering Institute (SEI), helps organizations assess and improve their software 

development processes. It includes five levels of maturity, ranging from initial to 

optimizing. The tool can be used to help organizations align their IT capabilities with 

their business needs (Herbsleb, Zubrow, Goldenson, Hayes & Paulk, 1997)  

IT strategic alignment maturity models 

IT strategic alignment maturity models are frameworks used to evaluate an 

organization's level of alignment between its business strategy and its use of 

information technology. These models provide a way for organizations to assess their 
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current state of alignment, identify areas for improvement, and develop a roadmap for 

achieving greater alignment between their IT and business strategies (Nash, 2006).  

 

There are several different maturity models that have been proposed to evaluate IT 

strategic alignment. Some examples include: 

The Strategic Alignment Model (SAM). The Strategic alignment maturity model 

(SAMM). The Capability Maturity Model (CMM) developed by the Software 

Engineering Institute (SEI). The Information Technology Infrastructure Library (ITIL). 

The Information Technology Service Management (ITSM) framework. The COBIT 

framework developed by the Information Systems Audit and Control Association 

(ISACA) (Nash, 2006).  

Each of these models provides a different perspective on IT strategic alignment, and 

organizations may choose to use one or more of these models to assess their current 

state of alignment and develop a plan for improvement (Nash, 2006).  

IT Strategy 

IT strategy is a holistic approach to planning, designing, and implementing technology 

solutions to support business goals and objectives. The main purpose of IT strategy is 

to ensure that the technology used by a company is aligned with its overall business 

strategy, to enable the organization to operate more efficiently and effectively. IT 

strategy should cover a wide range of areas, including hardware and software, data 

management, network infrastructure, security, skills, and governance (Hagel & Brown, 

2001).  

The IT strategy is not just a technical plan, it should also consider the organization's 

culture, people, and processes and align it with the overall business strategy. The IT 

strategy should be reviewed and updated on regular basis to keep it align with the 

current business needs and technological advancements (McAfee, 2006). 

2.3 Business and IT Alignment  

Hall and Liedtka (2007) observed that managers in well-structured organizations 

delivered on the shareholders’ value and wealth. The shareholders expect managers to 

act as agents to deliver on the promise of augmented yields and value. 
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Managers leverage BITA to deliver on the organizations’ s mission, vison, and 

objectives.  The objectives are sustainable growth and profitability, (Chan & Reich, 

2007). Managers can develop the quality of the relationships between the business units 

and departments to the extent where the enterprise becomes sustainable and successful 

(Corsaro & Snehota, 2011).  

The rate of change has accelerated.  There are rapid shifts in the macro environment. 

The shift in disruptive and innovative technologies happen at a rapid pace. This makes 

it hard for managers to align the business and IT strategies (Chan & Reich, 2007).  

There is no magic wand for alignment. Managers leverage all the resources, 

capabilities, and processes of the organization to achieve BITA (Luftman, 2012).  

Managers need a tool and a model to help them assess the state of alignment.  The tool 

and the model need to be comprehensive (Chan & Reich, 2007). Managers can resist 

the temptation to be too preoccupied by the technology infrastructure. The managers 

pay attention and consider the other criteria like people and processes (Silvius, 2007).  

The business and IT managers can use a common language when describing alignment. 

Managers can resist the urge to get lost in the semantics (Haes, 2009). Managers 

usually find that achieving alignment like drawing a line in the sand. The tides keep 

moving (Silvius, 2007). 

Why Business and IT Alignment Still Fails 

With the push for digital transformation, managers commit to pursue the alignment.  

Here is a list of reason why alignment still fails: 

The pace of change is tough on everyone. The CIO has to catch up with the pace of 

business and IT changes. Becoming a member of the IT board committee introduces 

new challenges. The CIO   may now focus on value addition and sustainability. IT 

leaders need to communicate clearly with the business partners. The CIO may foster 

the skills for effective business communication. Digital transformation demands a new 

culture and structure. The CIO   may extend an olive branch to the other business 

executives (CIO, 2019a). 

The focus on digital transformation demands that managers consider changing the 

approach to partnerships, communication, governance, and skills to be successful. The 

six components of SAMM are communication, skills, value, architecture, partnership, 

and governance. Alignment is a continuous process, yet most enterprises are at level 3 
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of maturity.  Managers can align continually (Silvius, 2007). Managers can improve all 

the six components of maturity to achieve effectiveness and efficiency. Managers 

commit to resist the urge to concentrate on one component only (Van Grembergen & 

De Haes, 2012). 

Managers can leverage the transformational leadership style to attain alignment. The 

transformation leadership style allows manages to inspire and bring out the best in all 

the employees. The managers foster trust and camaraderie with the employees 

(Luftman, 2012). BITA is a great ideal for all organizations. Managers can achieve it 

by forging and fostering trust with internal and external partners. Organizations rise 

and fall depending on the leadership (Kim, Steven, & Wim, 2015). 

 

Figure 4: Digital Talent Management Framework 

Source: Gartner.com 

According to Gartner (2021), the digital talent management framework enables leaders 

to align business and IT. The drivers are the digital business strategy and strategic 

workforce planning. The outputs are digital business performance and great customer 

experience. The moderating variables are leadership and culture. 

Popular trends for Alignment 
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Alignment is focussed on leadership, influencing, and driving change.  The six popular 

trends lean toward the digital transformation initiatives. The six less popular trends lean 

towards risk aversion, maintaining the status quo, and keeping the lights on. 

The popular trends are developing high-performance people; embracing external views; 

building competence; non-traditional resources; delivering transformation; facilitating 

change. 

The less popular trends are IT experts who are not influencers; Risk Aversion; An ‘all 

purpose’ mentality; Emotional intelligence; Being results-oriented; Managing the store 

(keeping lights on) (CIO, 2019b). 

2.4 Strategic Alignment Maturity Levels 

There are five levels of climbing the maturity on BITA. They are the initial, committed, 

established, managed, and optimized level.  The optimized level is when there the 

business and IT planning processes are dovetailed (Van & Haes, 2008). The next figure 

shows the characteristics of maturity levels includes the attributes for the 6 criteria. 
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Figure 5: Maturity Summary 

Source: (Luftman, 2012) 

2.5 The Strategic Alignment Maturity Model (SAMM) 

The study adopted the SAMM as the theoretical framework. The SAMM includes 

interrelated set of constructs, variables, hypothesis, or propositions that explain 
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phenomenon. The SAMM presents a systematic view and a lens for viewing 

phenomenon (Cohen, 2005). 

 

 

Figure 6: Strategic Alignment Maturity Model (SAMM) 

Source: (Luftman, 2012). 

Managers intend to address all the six components. Managers can leverage the project 

management body of knowledge (PMBOK) to deliver higher levels of maturity 

(Luftman, 2012). 
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2.6 Climbing the Strategic Alignment Pyramid 

 

Figure 7: Climbing the Maturity Pyramid 

Source: (Luftman, 2012). 

Level 1: Initial Process 

At this level, the board perceives the IT organization as a cost centre. The skills of the 

staff are purely technical. The is no career moves from IT to the business (Luftman, 

2012).  

Level 2: Committed Process 

At this level, board perceives the IT department as a support centre. The IT budget is 

purely driven by IT. There is the lack of unity between the business units (Luftman, 

2012).  

Level 3: Established Process 

Board perceives the IT department as an asset. The IT budget by both IT and business. 

IT staff have business skills and can cross over as business analysts.  The IT 

department starts partnering with both internal and external parties (Luftman, 2012). 

Level 4: Improved Process 

At this level, board perceives the IT department as a valuable service provider.  The IT 

manager establishes a service level management with the business.  The IT departments 
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can be measured on user experience, uptime, and utilization. IT governance and board 

committees are established.  The change management practices are effective. The 

business and technical skills are entrenched throughout the organization (Luftman, 

2012).  

Level 5: Optimized Process 

At this level, board perceives the IT department as strategic and innovative. IT 

governance processes cement business and IT strategies. Managers create linkages and 

synergy with external partners. The IT organization entrenches business value metrics 

and IT metrics that extend to external partners. The managers implement the IT best 

practices and governance frameworks. The managers implement innovative disruptive 

technologies including, social, mobility, analytics, and cloud for sustainability 

(Luftman, 2012). 

2.7 Strategic Alignment Model 

 

Figure 8: Strategic Alignment Model 

Source: (Henderson, Venkatraman, & Oldach, 1993) 
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SAM relates the business to IT infrastructure. Business managers can use the model to 

attain alignment and improved business outcomes (Venkatraman, Henderson, & 

Oldach, 1993). An effective IT strategy   may adapt to the market and the external 

macro environment. The macro environment impacts the revenue generations efforts 

and factors (Luftman, 2012). Functional integration drives the linkages between the 

organizational and IT infrastructure.  The infrastructures   may be fitting (Henderson & 

Venkatraman, 1990). The managers endeavor to align all the operations in the 

organization (Haes & Van, 2017). The managers scan the external marketplace to stay 

competitive.  They   may manage the external and internal domains (Van & DeHaes, 

2008). IT strategy is made up of the people, process, and technology.  Technology 

comprises of the hardware and software.  The software can be in the form of ERP, 

customer relationship, enterprise content, supply chain management, call centres and 

the office productivity tool. The process comprises of the IT and business activities to 

complete a cycle. People make up the skills and competencies (Luftman, 2012). 

2.8 Summary of the 12 Components of Strategic Alignment Model (SAM) 

Business Strategy  

The owners, the board and shareholders expect the executive managers to multiply the 

share and stock value.  The owners expect managers to expand market share, 

profitability, and revenue generation. The owners expect managers to implement plans 

for ensuring the sustainability of the business (Haes & Van, 2009). 

Organization Infrastructure and Processes  

The style, staff, skills, culture, structure, systems, and shared values make up the 

processes and infrastructure.  The IT hardware and software make up the infrastructure.  

The procure to pay and the order to cash make up the procesess (Van & Haes, 2009). 

IT Strategy  

The strategy is made of the resources including people, budget, and facilities. Managers 

commit to develop a plan on how the IT resources will be utilized to meet the business 

objectives (Haes, 2009). 
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IT Infrastructure and Processes  

The IT hardware and software including the network, office systems, and data centre 

make up the infrastructure. This includes the operational systems like access control 

systems (Haes & Van, 2017). 

2.9 Empirical Literature 

Enterprise Architecture and business process management (BPM) can enable BITA and 

the business strategy. This includes business growth and profitability (Malta & Sousa, 

2016). BITA is a management priority for organizations.  BITA can deliver many 

benefits for organization and more work still needs to be completed by scholars and 

practitioners to unlock the untapped potential (Gbangou & Rusu, 2016). Further 

research can help managers to unlock the hidden opportunities that can be derived from 

BITA (Gbangou & Rusu, 2016). Managers understand the potential of organizations 

reaping the benefits of BITA and it is imperative to implement a model that will align 

updated IT methodologies to the business strategy (El-Mekawy, Rusu, & Perjons, 

2015). 

There are still many barriers that inhibit organizations from reaping the benefits of 

alignment and in such scenarios, the managers need to reduce these inhibitors and 

cultivate the enablers of alignment (Alaceva & Rusu, 2015). Alaceva and Rusu (2015) 

found that the low understanding of partner’s situation; lack of communication; unclear 

stipulations; lack of teamwork shared obligation and backing inhibited BITA. 

Managers need to manage the flow of data and manage the perceptions of IT by the 

stakeholders. Better perceptions by business managers lead to better outcomes on 

alignment. Managers need to consider the legacy, structures and culture and change 

management when pursuing alignment (Molnar & De Smet, 2015). 

The business and technology units are dependent on each other and complement each 

other. The business and IT managers need to develop the strategies in unison and in a 

collaborative manner (Mankin, Cohen, & Bikson, 2006). There is the desire for 

resonance across all the functions and business strategies.  It also enables growth, 

profitability, and sustainability.  BITA enables better information flows and decision 

making.  BITA enables the increase in market share and product development (Hall & 

Liedtka, 2007). In order to entrench harmony, the business and IT managers can 
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develop the strategies at the same time and period because in the event of a lapse in the 

timelines when the two departments can experience a misalignment. 

Cule, Schmidt, Lyytinen and Keil (2010) asserted that managers also need to augment 

the skills of their staff. The skills required are in analytics, project management, 

development, artificial intelligence (AI), cloud, cyber security, digital marketing and 

blockchain. The managers need to train the staff on all business-critical systems and not 

just on email and helpdesk. The staff should acquire skills in business planning, report 

writing, communication and presentation (Feurer, Chaharbaghai, Weber & Wargin, 

2000). There is need to train the staff on emerging and disruptive technologies for them 

to keep up with the trends. The fourth industrial revolution is upon us and our staff 

need new skill sets to be effective. Managers need to evolve IT from helpdesk support 

to innovative and strategic functions. There is evidence that IT functions that deliver on 

the analytics and business intelligence initiatives are more effective and successful 

(Vitale et al., 2006). 

Robinson (2005) found that organizations that implemented IT governance were 

effective in their business objectives. He found out that managers can transition IT to 

an asset by leveraging good governance practices. Willson and Pollard (2009) found 

that organizations with robust IT governance practices higher returns than 

organizations with non-existent steering and oversight practices. Organizations that are 

more successful at IT governance are also more successful in organizational 

performance. Presley (2006) found out that BITA improves organizational 

performance. Organizational performance can be measured in terms if the impact on 

people, planet (environment), profitability and probity (integrity). Venkatraman (1993) 

also observed that BITA can improve the organizational performance. Managers need a 

plan to overcome the challenges of addressing the velocity, volume, and the veracity of 

technological change. Managers can develop processes to support the execution of 

enterprise strategy. 

Leung (2004) indicated the three types of business orientations: synergistic, agile and 

autonomous. Managers need to know their orientations. Once managers identify their 

business orientation, it is time to understand the six different IT governance styles. This 

activity assists the organization in implementing the right processes and practices. 

Raghupathi (2007) observed that boards and oversight bodies are prioritizing the 

reputation and brands on the organizations and not just the balance sheet and income 
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statement. The author stressed that governance should be expanded in a framework that 

is more encompassing of IT activities.  

Bodilly (2005) examined the value that Information Technology (IT) provides to a 

business in the banking industry. The author indicated that end-users are apathetic 

towards service delivery because IT is inadequately integrated into management and 

reporting structures. Further, the author highlighted that operational management 

practices need to be improved with IT accountable and underachievers penalised, and 

that only then will IT departments and business units begin a new relationship of 

supplier and client. The view of the author could be correlated with the DS1 (Manage 

Service Levels to business) process within the COBIT framework, thereby highlighting 

the importance of this view. 

Bruno-Britz (2008) noted that the value of technology is realized by involving IT 

managers in the planning process. The author noted the importance creating good 

partnerships between business and IT. The author indicated that managers need to 

continually refer to the vision of the enterprise. The business managers can attain BITA 

using the SAM. Managers maintain the value chain using inbound, outbound, 

operational, support and sales and marketing services to achieve maturity and relevance 

(Belalcàzar, Diaz, & Molinari, 2016). 

BITA is critical for success and provides a competitive advantage. Managers leverage 

IT for business value.  Managers can develop a business case and a charter for all IT 

projects and investments (Gellweiler, 2017). They, in the long run, need to adapt and 

evolve the IT applications to fit the requirements of the business.  Business analysts 

collect the user requirements and adapt them to the automated systems (Sun, Liu, 

Jambari, & Michell, 2016). Managers can adopt the IT innovation to fuse and dovetail 

the IT and business. Managers train and reskill IT staff to entrench the right capability 

for delivery of services. Managers can apply the strategic alignment model (SAM) to 

drive business value from IT investments (Subriadi, Hadiwidjojo, Djumahir, Rahayu, & 

Sarno, 2013).  Business managers need to entrench IT governance to aid BITA and risk 

management. The managers need to automate using AI and machine learning to 

streamline business processes (Pérez Lorences & García Ávila, 2013). 

Industrial information systems and controls automation systems are being utilized in 

the manufacturing industries. Robotics and Internet of Things (IoT) technologies are 
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being applied in the product design and manufacturing (Goepp & Avila, 2015). 

Enterprise architecture has gained importance due to the way it enables enterprises to 

sync the strategic and tactical arms. Managers can achieve alignment by applying IT 

appropriately and in tandem with the changes in the enterprise (Edwin & Duarte, 

2017). 

Business and IT   may work in tandem. Fusing IT and the business can be attained via 

SAM. Business managers can apply the model and the framework for aligning business 

and IT (Majstorović, 2016).  Manager   may prioritize and pursue the optimal 

organizational performance. SAM is well-known and widely used model. Managers 

can adapt this model to the improve organizational performance (Renaud, Walsh, & 

Kalika, 2016). The ICT has driven the fourth industrial revolution.  

According to the World Economic Forum, several states Gulf Cooperation Council 

states have continued their efforts to improve information communication technology 

uptake and better integrate IT into more robust innovation ecosystems to obtain higher 

returns and competitive advantage (“Towards sustainable”, 2015).  The application of 

data analytics may increase the competitive advantage of organizations (Boljanović, 

Vukašinović, & Veinović, 2014). According to the World Economic Forum, the 

competitiveness index of a country is associated with the level of digital 

transformation. Pursuing digital transformation initiatives can improve the ranking 

(“Research”, 2017). 

According to the World Economic Forum, the IT skills required in the future are in 

creative and intuitive arts and sciences. The other skills are in analytics, cybersecurity, 

emotional intelligence, and leadership.  Jobs in infrastructure and systems 

administration will disappear.  The infrastructure is being migrated to the cloud (Evans, 

2016). Even as the world rapidly embraces the benefits of globalization, managers need 

to upgrade their skills as well as company infrastructure to keep up with competition. 
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Figure 9: Industrial IoT Maturity Model 

Source: (Grasso, 2022) 

According to Ixon Cloud (2022), the Industrial IoT maturity model has five levels.  The 

lowest level is Computerisation, followed by Connectivity, Data analysis, Predictive 

Capacity and at the highest level, Adaptability. 

Munene (2009) investigated the challenges that Kenyan banks face in the 

implementation of IT in business and governance. In targeting commercial banks, the 

data drawn from respondents discovered that there were gaps in synchronizing IT into 

business practice for commercial banks in Kenya. The banking sector is fragile not only 

because of poor management and the depreciating economic conditions, but also due to 

its inability to effectively apply IT to enhance efficiency. According to Zhang and 

Chulko (2011), banks that possess high IT governance record 20 per cent more profits 

than those without, while maintaining similar strategic objectives. 

Makau (2010) also points out that the absence of the appropriate IT infrastructure in 

Kenya's commercial banks has dire implications on their performance especially when 

it leads to a breach in client confidentiality. These banks   may therefore not only be 

compliant but also have in place IT governance standards to reduce the wastage of 

resources and potential failure due to non-compliance with the requirement customer 

experience standards. It should be noted that CBK has spearheaded the migration 

towards IT governance, and the body stresses the need for adhering to models and 
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standards that are currently available in the market such as ISACA and COBIT. COBIT 

5, for instance, presents the framework that enables banks and other enterprises to 

attain their goals and deliver value to their clients. As reiterated by Hill (2009), the 

stakeholders in this sector   may strive to not only use revised frameworks but also 

ensure that their systems remain up to date.  

The environment is critical for the sustainability of the ecosystem. Green computing 

can support and perpetuate the environment.  Managers need to be corporate 

responsible citizens. (Emmanuel, Sanjay, Rytis, Robertas, & Luis, 2017). Managers can 

leverage algorithms to provide clean energy in data centers and reduce the pollution of 

the atmosphere. Managers can provide an assurance to eliminate the adverse effects on 

the ozone layer by data centers (Han, Que, Jia, & Zhang, 2017). Smart cities are 

pursuing green energy from solar and wind sources. Smart cities are pushing for the 

energy efficiency and green computing. Sensors will provide the big data and analytics 

to monitor and manage smart cities (Farhan, Kharel, Kaiwartya, Hammoudeh, & 

Adebisi, 2018). 

Green Computing targets sustainability by leveraging on solar and wind power and 

reducing power consumption. Managers can reduce the energy consumption by 

integrating green energy sources like solar and wind to the grid (Juarez, Ejarque, & 

Badia, 2018). Managers need the energy-aware building management systems for data 

centers. Managers who are network aware can save about half of the total power 

consumption compared other managers (Marotta, Avallone, & Kassler, 2018). 

CERN (European Organization for Nuclear Research) embarked on the energy 

efficiency project. The enabling environment at CERN can enable managers develop 

new energy generating and saving models (Niemi, Nurminen, Liukkonen, & Hameri, 

2018). Managers can apply the energy-aware central processing unit (CPU) frequency 

scaling mechanisms. Managers can improve the server performance and power saving 

capabilities by designing energy aware systems (Karpowicz, Arabas, & Niewiadomska-

Szynkiewicz, 2018). 

IT Governance 

IT Governance enables the realization of value from IT.  It is the responsibility of the 

boards of directors to steer the IT ship to growth, sustainability, and improved 

shareholder value (Info-Tech, 2022a). 
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IT Human Capital 

Talent is a critical resource to gain, manage and retain for business sustainability.  A 

good workforce plan contributes to great talent and human capital management ((Info-

Tech, 2022b). 

2.10 The COBIT Model 

ISACA developed the COBIT framework.  The COBIT framework helps manager to 

implement the good practices in IT governance (ISACA, 2016a). ISACA develops the 

control objectives that enable managers to prioritize and manage the IT investments. 

COBIT enables enterprises to manage and control their IT performance in good way by 

which they can look at IT is providing value to their business at the end achieve their 

objectives and goals. Since COBIT is always being updated and revised to integrate it 

with other standards it is considered as an umbrella framework of IT governance. 

COBIT enable managers to rollout the processes for the governance and the 

management aspects of enterprise IT. 

 

Figure 10: COBIT 5 Framework 

Source: (ISACA, 2016a)  
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The COBIT framework consists of the governance and the management processes.  

ISACA developed the COBIT framework using the principles of the SAM (Bartens, 

Chunpir, Schulte, & Voß, 2017). 

The five principles of COBIT enable managers to implement the governance of 

enterprise IT (GEIT). The principles are meeting stakeholder needs; whole enterprise; 

applying a framework; a holistic approach; separate governance and management. 

 

Figure 11: COBIT 5 Principles 

Source: (ISACA, 2019a) 

2.11 ITIL and IT Service Management (ITSM) 

ITIL is a framework and best practice for IT services. ITSM is the practice of running 

IT operations as a business and ensure that IT objectives are aligned to business 

objectives (Eikebrokk & Iden, 2017). ITIL best practices are used to deliver quality IT 

services. Created and refined over years, ITIL represents the collective knowledge of 

thousands of IT managers. It is the basis for the ISO 20000 standard for IT service 

management and a foundation to the Microsoft Operations Framework (MOF) 

(Bartens, Chunpir, Schulte, & Voß, 2017). 

ITSM aligns people, processes, and technology to deliver and support IT services that 

enable the business processes. It includes the incident, change, capacity, configuration, 
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service continuity, security, access, availability, problem, release, event management 

and the service desk function (Gregor, Hart, & Martin, 2007).  

The ITIL framework is related to the Strategic Alignment Maturity framework in focus 

and principles (Ezziane & Al Shamisi, 2017). 

 

Figure 12: ITIL Service management lifecycle 

Source: (Luftman, 2012) 

The figure 6 shows the lifecycle of IT service management. Service Strategies include 

financial and demand management. Service Design include processes for delivering 

augmented services. Service Transition includes processes for change and 

configuration. Service Operation includes processes for managing incidents and 

problems. Continual improvement is how managers reinvent and reimagine the 

services. It is wise to start with strategy focused processes like demand management. 

Managers can use SLAs to validate the value from the IT organization.  The metrics 

include penalties for contact breach and exclusions. Managers utilize SLAs to deliver 

on the service, support, and ultimately good IT governance. 
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Figure 13: IT SLA 

Source: (TechTarget, 2019). 

2.12 Organizational performance 

Organizational performance relates to the planet, profit, people, and probity pillars. The 

planet represents the environment.  The environment may be damaged by deforestation 

that causes global warming. Business managers need to carry out the operations with 

priority on the effect on the environment. They can do this through corporate social 

responsibility programs and activities, Organizations should give back to the 

community. 

The profit represents the financial performance. Financial performance can be 

measured in terms of profitability and other metrics and ratios.  Most of the 

organizations on the NSE report performance quarterly.  Business owners and 

shareholders expect a return on equity and maximization of share value price leading to 

increased market capitalization. 

The people represent the human resources.  Business managers can ensure that the 

workforce is healthy and happy. The managers can ensure that employees are trained 
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continually on the latest technologies and skills. The critical skills are leadership, 

emotional intelligence, cyber security, team building, artificial intelligence, blockchain, 

analytics, cloud, and big data. The managers consider succession planning strategies 

including a business continuity plan. The managers can implement a career 

development plan for all employees. 

The probity represents ethics, governance, and integrity.  The SOX Act was passed to 

restore shareholder confidence after Enron collapsed due to governance lapses. The 

CEO and CFO of Enron were fined and served jail time. The same should happen to 

boards and executive managers of companies that have misappropriated investor and 

shareholder funds. In Kenya we have the examples of Nakumatt, ARM cement, 

Uchumi, Mumias Sugar, Deacons, Kenya Power and Kenya Airways. Managers may 

be held accountable and to entrench corporate governance and transparency. 

BITA when well implemented can lead to better organizational performance (Chan & 

Reich, 2007). The higher the fusion of business and IT the better the performance (De 

& Van, 2010). The synced business and IT strategies lead improvements in execution 

in terms of profit, people, planet, and probity (Khosrow-Pour, 2015). Managers achieve 

higher efficiencies with BITA (Corsaro & Snehota, 2011).  The reporting structure is 

important. The CIO should report to the CEO for higher effectiveness (Luftman & 

Kempaiah, 2007).  

The synced business and IT strategies lead to more satisfied shareholders (Corsaro & 

Snehota, 2011). Managers reap the benefits of the happy and engaged employees and 

customers when they achieve BITA (Velcu, 2010). Managers pay less costs for IT per 

employee when they achieve alignment (Ward & Peppard, 2016). Managers consider 

BITA a top priority when considering all the business objectives (Gartlan & Shanks, 

2007). Luftman (2012) validated the contribution of BITA maturity to organizational 

performance. The author found this relationship to be valid across all industries, 

languages, and continents. 

2.13 International Data Corporation MaturityScape 

The International Data Corporation (IDC) researchers showed that digital 

transformation (DX) is a key priority for most organizations. Digital transformation is 

driving the business models including the relationships with customers, partners, and 

employees by exploiting digital technologies (Cloud, Social, Mobile, and Big Data 
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Analytics technologies). Enterprises are on the verge of employing these disruptive and 

innovative technologies to aid the growth and sustainability of the organization. They 

can see disruptive newcomers shaking up formerly staid, mature markets; like Amazon 

in retail, Uber in taxi services, Airbnb in hospitality, or Zoopla and Right move in real-

estate sales. Retailers, banks, utility companies, and auto manufacturers are nervously 

looking over their shoulders at companies like the U.K.'s Atom Bank (an app-only 

approach to banking), Google, Facebook, and Apple. Forward-thinking CEOs know 

that they do not want to be disrupted. They want to exploit new technologies: The 

Internet of Things (IoT), robotics, 3D printing, hyper connectivity, cognitive systems, 

cloud-stored data, and real-time analytics/decision making. IDC forecasted that more 

managers would leverage the digital transformation and implement the latest 

technologies to drive profitability and growth (IDC, 2019). 

 

Figure 14: IDC’S Maturity Scape 

Source: (IDC, 2019). 
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2.14. Cybersecurity Maturity Model 

Managers need a cybersecurity maturity model.  Cybersecurity has become a business 

imperative. Once managers digitize the information, The tool can fall into the hands of 

hackers. Managers can fix the security trouble by slowing down the automation. The 

time has come to control what managers digitize more purposefully. This means 

balancing innovation and security. Balancing the productivity and confidentiality. This 

means balancing the digital and analog capabilities (HBR, 2019). 

 

Figure 15: Cybersecurity Maturity Model 

Source: (Techtarget, 2019). 

The maturity model evaluates the security posture across several dimensions, including 

responses to interrogations: 

 Organization. Is there an information security officer or the equivalent? 

 Policy and processes.  Is there a security policy? 
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 Technology. Are they fit for the enterprise's goals, vision and mission? 

Level 0: Unprepared. Lacks capacity to respond to incidents. 

Level 1: Reactive. Reacts to incidents as they occur.  

Level 2: Proactive. Proactive in responding to incidents and are moving to a zero-trust 

model of security. 

Level 3: Anticipatory.  Reviewing the potential impact of disruptive technologies like 

AI, blockchain, virtual reality, cryptography in prophylactic mode. 

Top 10 Security Officer (CISO) priorities  

The top ten are: Align the cybersecurity function with organizational strategy; 

Compliance with regulations for privacy as the Data Protection Act (DPA); Cloud 

security; Staffing and skills; Emerging technologies including artificial intelligence; 

machine learning; automation and orchestration; Response and remediation. Expanding 

responsibilities to include security assessments of third parties; Focus on large attacks 

that put lives at risk; Dealing with data and strengthening the foundation. 

 

Figure 16: The Roles of the CISO 

Source: (TechTarget, 2019b) 
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2.15. Model for Information Security (BMIS). 

This is an intentional model borne out of the assessment of the holistic security 

ecosystems that organizations need in the digital age. Due to the pandemic, most 

organizations have migrated the data to the cloud and enabled online forms of business 

transactions. Managers can apply and implement the systems thinking approach for 

better organizational performance (ISACA, 2019b). 

BMIS provides aa common language for information security and business managers to 

talk about information protection. The model helps managers address the complexity of 

security while encouraging a balance between protection and the productivity. 

 

Figure 17: Business Model for Information Security 

Source: (ISACA, 2019b).  

The Cyber Kill Chain Model  

Managers need a model to prevent ransomware and address advanced persistent threats 

that encrypt files. Recovering from a backup is more expensive than paying a ramson 

for encrypted files. The infected servers will encrypt the files. Managers need to 

manage the risk of ransomware so that backup files are not encrypted (TechTarget, 

2019c). 
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Figure 18: Cyber Kill Chain Model 

Source: (TechTarget, 2019c). 

2.16 Technology Acceptance Models (TAMs) 

Technology Acceptance models help managers determine if the new applications and 

infrastructure are fit for purpose.  Some forms of acceptance models encompass users 

and customers giving feedback about a potential change that affects their processes and 

experiences. A good example is migrating data and applications to the cloud.  Some 

users hesitate due to the latency issues that may arise. Some other users resist the 

change due to the data sovereignty issues that may occur. It is always wise to involve 

users before any major changes are made to the systems (TechTarget, 2019a). 
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2.17. Business-Driven Development (BDD) 

Managers can drive business development using IT. Managers drive the development 

using IT solutions that gratify business objectives. The managers start with the long-

term goals and then morph the objectives into IT solution (CioIndex, 2019). 

The Need for Business Drive Development (BDD) 

Managers need to spend a higher percentage of the IT budget on innovation. 

Approximately 80 percent of a company's IT budget is spent keeping the lights on. 

Managers need to rip and replace legacy applications.  Most cloud native applications 

are flexible and may help organizations to adapt the business model. Managers need to 

leverage business process and workflow management systems to meet the requirements 

of the business.  Managers can use the RPA and AI bots to augment the business 

processes.  Managers can use virtual assistants to automate the contact centre and other 

customer facing functions (CioIndex, 2019a). 

2.18. Business Model 

The business model is premised on the customer needs. The business model addresses 

the “why” while the products and services address the “how”.  Google’s business 

model is founded on the Internet and search engine.  Facebook’s business model is 

based on the Internet and social networking. Amazon’s business model is founded on 

cloud computing and the Internet. The three companies are very successful (CioIndex, 

2019b). 

The successful companies of the future will depend on a robust business model that 

ensures continuity and sustainability.  The business model does not change when the 

products and services change.  It remains solid like a lighthouse. The ultimate objective 

of the model is to serve the customers, employees, shareholders, and stakeholders.  It 

has a long-term outlook. Products and services change frequently but the model 

remains intact. 

Business Model Design  

The elements of a business model   may include sustainability, revenue, profitability, 

market share, market capitalizations, customers, stakeholders, and shareholders. The 

elements   may touch on the supply chain including the inputs, outputs, operations, 

support functions, marketing, and sales. The supply chain takes into consideration the 
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raw materials and the distribution of the products to the customers. The supply chain 

managers can take care of the environment and the community where the customers 

reside. The managers can drive and implement the corporate social responsibility 

initiatives (CioIndex, 2019b). 

Business Model Innovation 

Managers can leverage the speed, data, volatility, and complexity during the digital era 

and the fourth industrial revolution.  Business model innovation is about reimagining 

and reinventing the value given to the customers and consequently the sustainability of 

the organization.  The model innovation can make the organization relevant and 

sustainable.  The innovation can also deliver stability, super growth, and profits 

(CioIndex, 2019c). 

The Relevance of Business Model Innovation (BMI) 

Business Model Innovation is paramount in times of business volatility. BMI may 

provide unique, rare, and non-imitable products and services. During disruption, 

business rivals congregate, and sustained advantage is elusive. The innovations ward 

off competitors. 

Managers can adopt eight sequential but iterative phases or steps that can spawn 

innovation. The steps are: 

1. Ideation: Ideas are generated. 

2. Concept design: First concept. 

3. Virtual prototyping: Refining, defining prototypes and benchmarking with 

other parties. 

4. Experimenting: The variables are tested in labs and field research is 

conducted via randomized controlled tests. 

5. Detail design: A detailed examination is performed. 

6. Piloting: Running a part of the model in a subdivision of the target market. 

7. Launch: The model is implemented in the business units and the target 

market. 

8. Adjustment: The business model is reviewed according to plans, potential, 

and the objectives of the organization. Based on this assessment, 

modifications and variations are made (Christensen, McDonald, Altman, & 

Palmer, 2016). 
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Figure 19: IDC's Maturity Scape 

Source: (Itworldcanada, 2019). 

IT managers can use the budget on innovation. IT managers can take charge as part of a 

long-term strategy to shift budgets to innovation. Digital transformation is about 

foundational change and changing social norms. IT should be looking to shift seven to 

fifteen per cent of spending to reinvest in innovation (Itworldcanada, 2019). 

IT managers need to reskill the workforce. The traditional infrastructures jobs are 

disappearing to the cloud and IoT. IT infrastructure is increasingly giving way to the 

cloud. The days of server-certifications, Microsoft domain expertise, and IT-only 

certifications and training are long gone. IT managers will have to support applications, 

not equipment. IT staff   may be flexible, adaptable, and inclusive. There will be a 

cross-pollination between development and IT operations. The IT operations teams 

becoming much more application and developer savvy, and development teams 

understanding the impacts of development choices on operations (Infoworld, 2019). 

Managers commit to redefine customer engagement through intelligent chatbots and 

automation. Managers can improve the customer experience by leveraging automation. 

Managers can leverage augmented intelligence to streamline business processes. 

Digital transformations and innovation are the critical drivers of economic growth.  The 

top countries including USA, Singapore, Switzerland, Denmark, Germany, Israel, and 

Japan lead in innovations in digital transformation. Human capital, innovation, 

resilience, and agility are key drivers of growth. Technology can be leveraged for 

economic leapfrogging (WEF, 2019). 
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Figure 20: levers for digital transformation 

Source: Berger (2022) 

According to Berger (2022) the levers for digital transformation are the Digital data, 

Automation, Digital Customer Access, and Connectivity. 

 

Figure 21: seven rules for Business Value of IT 

Source: Gartner (2022) 
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Gartner (2022) listed the seven rules for Business Value of IT.  These are: 

1. Value is always determined by the business stakeholders. 

2. Not all outcomes are equally valued. 

3. Build two value narratives. One of change and one for run. 

4. Measure IT’s Impact on business stakeholder objectives and not on the IT effort 

expended. 

5. Align IT costs to the business services that they enable. 

6. Communicate IT value in the language of the business stakeholder. 

7. Those funding IT   may understand the value and impact of IT to business 

stakeholder objectives. 

The above model resonates with other strategic alignment models in the sense of 

generating the IT strategy from the business strategy. The mandate of the IT 

organization is derived from the business strategy. 
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2.19 Review of the IT Strategic Maturity Models and Frameworks 

The Strategic Alignment Maturity Model (SAMM) 

Luftman i(2000) ideveloped ia imaturity iassessment imodel ibased ion ithe i12 

elements iof ibusiness iand iIT ialignment i(BITA). iThe icomponents iof ithis imodel 

form ithe ibuilding iblocks ifor ithe istrategic ialignment imaturity iassessment imodel. 

i 

This imodel ican ibe iused iin ia istudy ito iassess iwhere ia icompany istands regarding 

maturity iand ionce ithis imaturity iis iunderstood, iit ican iprovide ithe iorganization 

with ia iroadmap ithat iidentifies iopportunities ifor ienhancing ithe iharmonious 

relationship iof ibusiness iand iIT i(Luftman, i2000). iThe imodel iconsists iof i6 

alignment ivariables. iEach iarea ihas imultiple iattributes. iFor ieach ivariable ithere 

are iclearly idefined imaturity ilevels. iAll ithe icriteria ishould ibe igiven iattention ito 

mature ithe ialignment ibetween ibusiness iand iIT. 

Strategic iAlignment iMaturity iModel iStrengths 

One iof ithe istrengths iof ithe imodel iis ithat iit iprovides iorganizations iwith 

iinsights ion ihow ito iachieve ithe ibusiness iand iIT iharmony. iIt iis ivery iuseful iin 

idefining iimprovement iareas iand iit ifacilitates ian iopen idiscussion iwith 

iexecutives ifrom ibusiness iand iIT i(Luftman, iDorociak, iKempaiah, i& iRigoni, 

i2008). iThe isix imaturity icriteria icover ithe ielements ithat iattention ishould ibe 

igiven. iThe imain icontribution iof iSAM iis ithat iit icombines idescriptive iand 

iprescriptive iaspects iof ialignment. iThis iunique icombination igenerates ia iroadmap 

ithat ipractitioners iand iconsultants ican ifollow ito iattain ihigher ilevels iof iIT 

ieffectiveness iwhich ican iresult iin igreater ibusiness iperformance. 

Another istrength iis ithat ithe imodel iallows isupport iof ibusiness ipractices ifor 

iefficiency iand ieffectiveness. iLuftman iet ial., i(2008) inoted ithat ithe imodel 

iconsists iof i41 ifactors i(business ipractices) iaggregated iin ithe isix icomponents iof 

icommunications, ivalue imeasurement, itechnology iscope, ipartnership, igovernance, 

iand iskills. iParticipants irated itheir iorganization’s ibehavior iin ieach iof ithese 

iareas iusing ia ione ito ifive iLikert iscale, iwhere i“1” idenoted ivery iineffective iand 

i“5” idenoted ivery ieffective ior imature. 
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Another istrength iis ithat ithe imodel ican ihelp iorganizations iimprove ithe 

iunderstanding iof iIT ialignment iand ithe iimpact ion ibusiness iperformance. iByrd 

iet ial. i(2006) inoted ithat ithe imodel ican ibe ileveraged ito ihelp ipredict ithe 

irelationship iwith ibusiness ioutcomes iand iperformance. iMarchand, iKettinger, iand 

iRollins i(2001) ialso iobserved ithat ithe imodel ican ibe iapplied iwhen iseeking ifor 

ia ilink ito ibusiness iperformance. iLuftman, iLyytinen, iand iZvi i(2017) imade ithe 

isame iobservation. iThe imodel ican ienhance ithe imeasurement iof ialignment 

imaturity iand iits iinfluence ion icompany iperformance. i 

SAMM ihas ithe iadditional istrength iof isupporting iother istrategic imanagement 

itools ilike ithe ibalance iscore icard. iHu iand iHuang i(2005) iutilized ithe iSAMM 

itogether iwith ithe ibalance iscorecard isystem ito imeasure ithe ieffect iof istrategic 

itools ion ifirm ioutcomes. 

Another istrength iof iSAMM iis ithat iit ican ibe iadopted iand iadapted iby 

imanagement ito idesign ithe ioptimal ireporting istructure ifor ithe iIT imanager ior 

iCIO. iBanker, iHu, iPavlou, iand iLuftman i(2011) iobserved ithat ithe imodel ican ibe 

iapplied ito iachieve ioptimal iIT iorganization istructure iand iCIO ireporting iline ifor 

ibetter istrategic ipositioning. 

SAMM ican ibe iapplied iby ifuture iresearchers iwhen iit icomes ito ifirming ithe 

idefinition iof ialignment. i iAlignment ihas imany isynonyms iincluding ifusion, ifit, 

iintegration, iand iconnection. iThis ican ilead ito iambiguity. iBergeron, iRaymond, 

iand iRivard i(2004) iobserved ithat ithe imodel ican ibe iapplied ito iprovide istructure 

iand imeaning ito ithe iphenomenon iof ialignment. i iIt iprovided iideal ipatterns iof 

istrategic ialignment. 

Another istrength iof ithe iSAMM imodel iis ithat iit ican ibe iapplied iin ideveloping 

icountries. i iMost imaturity imodels ihave ibeen iapplied iin ithe icontext iof 

ideveloped icountries iand iindustries. iSAMM iis iversatile iand ipervasive. iLi, 

iHuang, iLuftman, iand iSha i(2010) iobserved ithe iapplication iof ithe imodel ifrom 

ithe iperspective iof ia ideveloping icountry. 

 

Strategic iAlignment iMaturity iModel iWeaknesses 

The iSAMM ifocusses ionly ion ithe istrategic iview iof ithe iorganization iand ithat iis 

ilimiting. iBenbya iand iMcKelvey i(2006) iconsidered ithe ilimitation iof ithe iSAMM 
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istrategic iview iand icame iup iwith ia imodel iwhich ihighlights ithe irelevance iof 

ianalyzing ithe irelationship ibetween iBusiness iand iIT i(Horizontal iAlignment) ibut 

ialso ithe ineed ito ireconcile ithe iviews iat idifferent ilevels iof ianalysis i(Vertical 

iAlignment). iThey iredefined ialignment ias ia icontinuous icoevolutionary iprocess 

ithat ireconciles itop-down i‘rational idesigns’ iand ibottom-up i‘emergent iprocesses’ 

iof iconsciously iand icoherently iinterrelating iall icomponents iof iBusiness/IS 

irelationships iat ithree ilevels iof ianalysis i(strategic, ioperational iand iindividual) iin 

iorder ito icontribute ito ian iorganization’s iperformance iover itime. 

The iSAMM idoes inot ifully isupport ithe iIT iimplementation itasks. iGutierrez iet ial. 

i(2008) ireviewed ithe iattributes iof iSAMM iand idetected ia ishortcoming iin iterms 

iof isupport ifor iIT iprojects. iThey iconfirmed ithe ineed ifor iexpanding iresearch ito 

ithe itactical iand ioperational ilevel. iThey ialso inoted ithat ialignment ineeds ito 

isupport ithe iIT iproject iimplementation. 

Another ilimitation iis ithat iSAMM ilacks ithe iattributes ito isupport istakeholder 

iengagement. iThe ireal iissue iis iabout isynchronization, imaking isure ieveryone 

istays ion ithe isame ipage ifrom iday itwo ionwards. iThere iis ithe ineed ito iconsider 

iother itypes iof ilags inamely ithe iexecution iand iresults ilag i(Fonstad, i2005). i 

SAMM ilacks isupport ifor ientrenching igovernance iduring iexecution iof iprojects. 

iThe iexecution, iresults iand ioutcomes iare idriving ialignment ieven imore iand ineed 

ito ibe iconsidered iby inew imodels i(Fonstad i& iRobertson, i2006). 

SAMM iis ipegged iat ithe istrategic ilevel iand iis ilimited iat ithe itactical ilevels. i 

iThe iexecution iof ia istrategy iis ialmost ialways irealized ivia ithe itactical iand 

ioperational ilevels iof ian iorganization. iThis imeans, ithat ialignment i  may ibe 

irealized, inot ionly ihorizontally, ibut ialso ivertically i(Hinssen, i2009). 

SAMM ilacks ithe iattributes iand icriteria ito isupport istakeholder igovernance iand 

iaid iproject imanagement i(Haes i& iVan, i2009). iIT ilacks isupport ifor ivertical iand 

ihorizontal ialignment. iVertical ialignment irefers ito ithe iconfiguration iof istrategies, 

iobjectives, iaction iplans, iand idecisions ithroughout ithe ivarious ilevels iof ithe 

iorganization. iHorizontal ialignment irefers ito icoordination iof iefforts iacross ithe 

iorganization iand iis iprimarily irelevant ito ithe ilower ilevels iin ithe istrategy 

ihierarchy. iWhile iIT-business ialignment iat ithe istrategic ilevel ihas ibeen 

iextensively istudied, ithere ihas ibeen ilittle istudy iof ihow iIT iand ibusiness ican 
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ialign iat ithe itactical ilevel. iThis iconcept iof ivertical iand ihorizontal ialignment iis 

imissing iin iSAMM i(Fonstad i& iRobertson, i2006). 

The iSAMM ilacks ithe itactical iIT-business ialignment ithat iis inecessary ifor 

imaking isure ithat iIT iprojects iare iimplemented ion itime iand ithe iimplemented 

iapplications ideliver ithe iplanned iand idesired ibusiness ibenefits. iAlignment iat ithe 

ioperational ior itactical ilevel iis irequired ifor iensuring ithat iplanned iapplications 

iare isuccessfully iimplemented, imaintained, iand iused, ithat iapplications iand 

isystems iirrelevant ito ithe ibusiness iplan iare inot iimplemented, iand ithat 

iimplemented iIT idelivers ienvisaged ibusiness ibenefits i(Fonstad, i2006). 

The iSAMM ilacks ithe ifocus ion ithe ibusiness iperformance iincluding ithe ivertical 

ialignment ithat iis iprimarily idriven iby irepeatedly icommunicating ian iintegrated 

iBusiness iand iIT istrategy idown iinto ithe iorganization iand itranslating iit iat ieach 

iorganizational ilayer iinto ithe ilanguage, iresponsibilities, ivalues, iand ichallenges iat 

ithat ilevel. iHorizontal ialignment iis iprimarily idriven iby icooperation ibetween 

iBusiness iand iIT ion iintegrating ithe istrategy, ion ideveloping iand iagreeing ion 

iperformance imeasures iand ion isharing iresponsibilities i(Fonstad, i2006) 

SAMM ilacks ithe ifocus ion ithe ivolatility iand iuncertainty iof ithe ibusiness 

ienvironment. iBusiness istrategy ikeeps ishifting idue ito ithe ivolatility iand 

iuncertainty iin ithe ibusiness ienvironment iand iSAMM idoes inot iadapt ito ithis 

iexternal ichanges i(Chan i& iReich, i2007). iSAMM ialso ilacks ithe ifocus ito 

ibusiness ifusion. iThe ihigher ithe ifusion iof ibusiness iand iIT ithe ibetter ithe 

iperformance i(Haes i& iVan, i2009). i 

Another ilimitation iof ithe iSAMM imodel iis idue ito ithe ifocus ion ia istructured 

istrategy iprocess. iIn ian iera iwhere iuncertainty iand iflexibility ipredominate iand 

ithe iarticulation iof ithe istrategic iformulation iit iis idifficult ito iapply iSAMM 

i(Avison iet ial, i2004). 

SAMM ilacks imetrics ito iachieve inew igoals ifor ibusiness iprocess iexecution. i 

iNew imetrics ineed ito ibe ideveloped ito icapture ithe iaspects iof isoftware ichanges 

ithat iimpact ibusiness iprocesses. iMethodologies iand itools iare ineeded ifor ikeeping 

ia ibusiness iprocess ialigned iwith ithe isupporting isoftware isystems i(Aversano, 

iGrasso, i& iTortorella, i2013). i 
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Due ito iSAMM ilacking ithe iabove ifocus ia inew imodel imay ihighlight ithe 

irelevance iof ianalyzing ithe irelationship ibetween ibusiness iand iIT i(Horizontal 

iAlignment) ibut ialso ithe ineed ito ireconcile ithe iviews iat idifferent ilevels iof 

ianalysis i(Vertical iAlignment). i 

The iSAMM ilacks ithe icontinuous icoevolutionary iapproach. iHinssen i(2009) inoted 

ithat ialignment iis ia icontinuous icoevolutionary iprocess ithat ireconciles itop-down 

i‘rational idesigns’ iand ibottom-up i‘emergent iprocesses’ iof iconsciously iand 

icoherently iinterrelating iall icomponents iof ibusiness/IT irelationships iat ithree 

ilevels iof ianalysis i(strategic, ioperational iand iindividual) iin iorder ito icontribute 

ito ian iorganization’s iperformance iover itime. 

SAMM ilacks ithe icapability ito iexpand ithe iresearch ito ithe itactical iand 

ioperational ilevels. iHinssen i(2009) inoted ithat ithere iis ithe ineed ifor iexpanding 

iresearch ito ithe itactical iand ioperational ilevel. i iThis iis ibecause ithe ibusiness-IT 

ialignment iand iassessment iapproaches iare imainly ifocused ion ithe istrategic ilevel. 

Another weakness is there iis ia ilack iof iconnection ibetween istrategies iand iIT 

projects iimplementation. iThere iis ithe ineed ito ifocus ion ithe ifusion iof iIT iand 

business iespecially ithe iimpact ito ithe ibusiness iperformance 

The iSAMM ileaves iout ithe iother iexternal ifactor iof ialignment iin iterms iof 

icustomer iexperience. i iCX ihelps ibusiness ibuild iaspiration iand ipurpose. 

iCompanies ithen itranslate iaspirations iinto iexpected ibusiness ivalue iby idefining 

ithe ispecific ichanges iin icustomer. ibehavior ithey iexpect ito isee i(Weiss i& 

iAnderson, i2004). 

Another ilimitation iof i|SAMM iis ilacking ithe iguidance ion ihow ito imeasure ithe 

isuccess iof ibusiness iprocess imanagement i(BPM) iprojects. iBPM iis ia icritical 

idriver iof ibusiness isuccess. iThere iis ithe ineed ifor ia ibusiness iprocess 

imanagement imaturity imodel iwith ithe iappropriate iattributes i(Rosemann i& iDe 

iBruin, i2005). iThe isix icore iconcepts iand iattributes ineed ito ibe iconsidered ifor 

iBPM isuccess i(Rosemann i& iBrocke, i2015). 

The iSAMM ilacks ithe iattributes ithat imay ihelp ipropagate ithe igame itheory 

iattributes iin ibusinesses. i iGame itheory iis iincreasingly ibeing iapplied iin ithe 

ibusiness icontext ito ihelp iwith idefining iand iimplementing idefensive icompetitive 
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iadvantage istrategies. i iThere iis ithe ineed ito idevelop ia imodel ithat iconsiders ithe 

igame itheory iconstructs i(Campbell, i2019). i 

The iSAMM ilack ithe iattributes iand icriterions ifor iassessing ithe istrategic 

ialignment icompetency. i iThe istrategic icompetency iis ia igreat itrait ifor ibusiness 

isuccess. iA inew imodel ineeds ito ibe ideveloped ito iachieve ithis ialignment i(Baker, 

iJones, iCao, i& iSong, i2011). i 

COBIT 

COBIT Strengths 

COBIT iis ian iIT igovernance iframework ithat iaids ibusinesses iin ideveloping, 

imanaging, iand iimplementing itheir iIT istrategies. iCOBIT iensures ithe iquality iand 

ireliability iof iinformation isystems. iOne iof ithe istrengths iof iCOBIT iis irisk 

imanagement. iCOBIT iis ia itime-tested iframework icomes ithat ihelps icompanies ito 

ireduce iservice iand iinfrastructure irisks. iRubino i(2018) iobserved ihow iCOBIT 

ican ihelp iovercome irisk iand ivulnerabilities iin iinformation isystems iand iin ithe 

iwhole iorganization. iAljabari (2018) iobserved ihow iCOBIT ihelped iorganizations 

ientrench iIT igovernance iin ithe iICT isector. 

Another istrength iof iCOBIT iframework iis ithat iit iassists iorganizations ito icomply 

iwith iindustry iregulations. iThe iincreasing ieffect iof itechnology ion ipersonal idata 

ithroughout ithe iworld ihas iinfluenced ithe irole iof iregulation. iThe iCOBIT 

iframework iallows iproper icompliance iand imakes iit imuch ieasier ifor ithe 

icompany ito ishow ithat iit ifulfilled ithe irequirements. iWilkin, iCampbell, iMoore, 

iand iVan iGrembergen i(2013) iobserved ithat iCOBIT ican iensure icompliance iwith 

iregulations ion ithe ipublic isector iservice ienvironment. 

The iadditional istrength iof iCOBIT iis isize iindependence. iWith ithe ihelp iof iits 

itools iand itechniques, iCOBIT iprinciples iimprove iefficiency iand ieffectiveness. iIt 

iis iapplicable iin ievery iindustry iand iregardless iof ibusiness isize ior igrowth 

itrajectory. iWilkin, iCampbell, iMoore, iand iVan iGrembergen, i(2013) iapplied ithe 

iCOBIT iframework iin ithe ipublic isector. iAl iOmari i(2016) iadopted iand iadapted 

ithe iCOBIT iframework iin ithe ipublic isector ifor igood igovernance iand 

icompliance ipractices. 
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Another istrength iof iCOBIT iis ithat iit ican iensure iefficiency iand iproductivity. 

iCOBIT imodels iand iprinciples iare iinternationally irecognized. iIt ihelps iin 

iaddressing istakeholders iconcerns, idefining itheir iroles, iachieving istrategic igoals, 

iand irealizing ibusiness ibenefits, ithus iresulting iin ienhanced iproductivity iand 

iefficiency iin ithe iorganization. iAjami iand iAl-Qirim i(2013) iobserved ihow 

iCOBIT ican iensure iefficiency iand ieffectiveness iin ian iinstitution iof ihigher 

ilearning iand ito ientrench igovernance. 

The iadditional istrength iof iCOBIT iis ithat iit ican iensure iGovernance. iThe ikey 

ibenefit iof iCOBIT iis iimplementing ian iIT igovernance istandard iacross ithe 

ienterprise. iIt iensures ithat irisks iassociated iwith iIT iare imitigated iand ieffective 

icontrols iare iput iin iplace ito iensure ithat iall iprocesses iare imonitored. iRubino 

i(2018) iobserved ithe iapplication iof iCOBIT iin iorganizations ito ientrench isound 

igovernance. iAndry i(2016) inoted ithat iit ican ienable iIT imanagers ito iroll iout 

iinformation isystems ieffectively ifor iimproved ibusiness iperformance. iZhang, ile 

iFever, iand ile iZhang i(2013 iobserved ithat iCOBIT ican ibe iapplied iin ia ipractical 

ienvironment ito iachieve irobust igovernance. iCOBIT ienables ithe imutual 

iadaptation ibetween ibusiness iprocess iand iIT imanagement ifunctions ito isupport 

istrategic iand ioperational iprocess iand iIT idecision imaking i(Rahimi, iMøller, & 

iHvam, ,2014). 
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COBIT iWeaknesses 

One iof ithe iweaknesses iof ithe iCOBIT iframework iis ithat iit iis inot ieasy ito 

iimplement. iMany iorganizations iavoid iimplementing iCOBIT ias iit ineeds ia ilot iof 

iskills iand iknowledge ito ibe iused ias ia itool ito ioffer iIT igovernance isupport ior 

iassess iIT idepartment iperformance iin ian iorganization. iBetz, iC. iT. i(2011) 

iobserved ithat iIT imanagers ifaced ienormous ichallenges iin iimplementing iCOBIT 

idue ito ithe ilack iof iskills iamong ithe iIT istaff. 

The iother iweakness iof iCOBIT iis ithe ilack iof iexperienced ianalysts ito ihelp iwith 

ithe iimplementation. iThe imaturity imodel ioffers ia igeneric ianalysis iof iany igiven 

isituation, iand iit ineeds ia iseasoned ianalyst ito iconduct ia icredible imaturity 

iassessment iof ian iIT iorganization. iZhang, ile iFever, iand ile iZhang i(2013) 

iobserved ithat iacquiring ia iseasoned ianalyst ito ihelp iimplement iCOBIT iis ia 

iherculean itask ias ithese ianalysts ia irare iand itake itime ito itrain. iWalters, iL. iE. 

iM., iScott, iR. iE., i& iMars, iM. i(2018) iobserved ithe ilack iof iskills iin iCOBIT iin 

iIT istaff iof ithe ihealth iservices iindustry. 

Another iweakness iof ithe iCOBIT iframework iis ithe ilack iof ispecifications ifor 

iconnections ito idata ianalytics iand iAI. iThe iframework ilacks ispecifications 

irelated ito iits iconnections ibetween ithe ibenefits iof ithe iactivity iand ihow iit iis 

ishown iin ithe ifeatured imaturity imodel. i iIt ialso ilacks ithe isupport ifor idata 

ianalytics iand iartificial iintelligence i(Razzaque, i2021). 

ITIL 

ITIL Strengths 

ITIL iis ia iservice imanagement imodel. i iA ikey istrength iof ithe imodel iis ithat 

iITIL isupports ithe iKnowledge-Based iView iof ithe ifirm. i iThis iprovides ian 

iunderstanding iof iwhy iorganizations ican icreate iknowledge iwhen iimplementing 

ithe iframeworks. iIT iService iManagement iframeworks ican ihelp iin ithe 

iknowledge iintegration iprocess i(Marrone, i2010). iITIL ican isupport iknowledge 

itransfer iin iIT iservice iorganizations ithrough iinformation isystems i(Krigsman & 

iZahirovic, i2019). 
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Another istrength iof iITIL iis ithat iit ican ibe ileveraged ifor ientrenching iIT 

igovernance iand ibusiness iawareness idiagnostic. iIT ican ihelp iIT imanagers ialign 

ithe iIT igovernance iand ithe icorporate igovernance. i iIt ican ibe iused ito iassess 

icurrent istate iof iIT icapability iand idevelop ian iimprovement iroadmap ifor ifuture 

icapability iin irelation ito ithe ibusiness iobjectives i(Özturan, iOral, iKasap i& 

iBozkaya, i2008). iThe imodel ican ibe iused ito iassess ithe icompliance iwith ithe 

iSarbanes iOxley iact. iMoeller i(2008) inoted ithat ithe imodel ican iused ifor 

iimplementing ithe iSarbanes-Oxley iinternal icontrols. iCater-Steel i(2009) iobserved 

ihow iITIL ican ibe iused ifor ienabling iICT igovernance, istrategic ialignment, iand 

iservice imanagement. 

The iITIL imodel ican ibe iapplied ito iaid iin ioutsourcing istrategies iand ienabling 

ismart icities. iNehme, iPersson iand iLahiji i(2009) iobserved ihow iITIL ican ibe 

iapplied ito iinfluence iIT ioutsourcing. iRomanovská, i(2021) iobserved ihow iITIL 

ican ibe iadapted ifor iSmart iCity iimplementation. iSmart icities iallow ithe 

icommunities ito ienjoy iaugmented iservices iand iutilities. 

Another istrength iis ithe isupport ifor iIT iservice imanagement isystem i(ITSM). iThe 

iITIL imodel ican ibe ileveraged ifor iimplementing ithe iIT iservice imanagement 

isystem iand idesign ian iITSM imodel i(Sebaaoui, iLamrini, iBouayad, i& iEl iAbbadi, 

i(2019). iMiller i(2017) inoted ithat ithe iITIL imodel ican ibe iused ito idetermine ithe 

iimplementation ipriority iof ithe iITSM iframework ibased ion ia iProcess iSequencing 

iModel. iMarrone, iGacenga, iCater-Steel, iand iKolbe i(2014) iobserved ihow iITIL 

ican ibe iadopted iby iprivate iand ipublic iinstitutions ifor ienabling iIT iservice 

imanagement. 
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ITIL iWeaknesses 

One iof ithe iweaknesses iof iITIL iis ithat iit icannot isolve ithe ipeople iproblems. iIt 

iis ia itechnology iframework… imanagers istill ineed ito ibe igreat ileaders iif ithey 

iare igoing ito ilead igreat iteams ieven iin ian iITIL iframework i(Bailey, i2015). iIt iis 

ia itechnology iframework iand imanagers istill ineed ito ibe igreat ileaders iif ithey iare 

igoing ito ilead iteams ito iimplement ithe iframework i(Shaw, i2020). i 

Another iweakness iis ithat iITIL iis inot iscientific ias iit ihas inot iincluded ithe 

iscience imanagement iof iDeming iof iPlan, iDo, iCheck iand iAct. iIt idoes inot igive 

ithe istatistical imethodology ito iinterpret ithe iinformation igiven iby ithe irelevant 

idashboards i(Betz, i2011). i 

The iother iweakness iis ithat iITIL iis iheavy iin itheory ithat inot isufficient 

iinformation iis igiven ias ito ihow ito ido iit ior ihow ito iapply iit ior ieven iwhich 

iprocess ishould ibe iimplemented ias ia ipriority i(Miller, i2017). iManagers ineed ito 

iknow iwhich iprocess ito istart iand iend iwith i(Shaw, i2020). iITIL idoes inot ihelp 

iwith ithe iproblem iof iknowledge ihoarding iespecially ibecause iit iis itoo 

itheoretical. iThere iare inot imany iinstitutions ithat ican ioffer ithe iprofessional 

icertifications ito iprove iproficiency i(Trusson, iHislop, i& iDoherty, i(2017). 

 

ISO 38500 

ISO/IEC i38500:2015 iprovides iguiding iprinciples ifor imembers iof igoverning ibodies 

iof iorganizations i(which ican icomprise iowners, idirectors, ipartners, iexecutive 

imanagers, ior isimilar) ion ithe ieffective, iefficient, iand iacceptable iuse iof iinformation 

itechnology i(IT) iwithin itheir iorganizations. iIt ialso iprovides iguidance ito ithose 

iadvising, iinforming, ior iassisting igoverning ibodies. 

ISO/IEC i38500:2015 iapplies ito ithe igovernance iof ithe iorganization's icurrent iand 

ifuture iuse iof iIT iincluding imanagement iprocesses iand idecisions irelated ito ithe 

icurrent iand ifuture iuse iof iIT. iThese iprocesses ican ibe icontrolled iby iIT ispecialists 

iwithin ithe iorganization, iexternal iservice iproviders, ior ibusiness iunits iwithin ithe 

iorganization. 

ISO/IEC i38500:2015 idefines ithe igovernance iof iIT ias ia isubset ior idomain iof 

iorganizational igovernance, ior iin ithe icase iof ia icorporation, icorporate igovernance. 
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iISO/IEC i38500:2015 iis iapplicable ito iall iorganizations, iincluding ipublic iand 

iprivate icompanies, igovernment ientities, iand inot-for-profit iorganizations. iISO/IEC 

i38500:2015 iis iapplicable ito iorganizations iof iall isizes ifrom ithe ismallest ito ithe 

ilargest, iregardless iof ithe iextent iof itheir iuse iof iIT. 

The ipurpose iof iISO/IEC i38500:20015 iis ito ipromote ieffective, iefficient, iand 

iacceptable iuse iof iIT iin iall iorganizations iby: iassuring istakeholders ithat ithey ican 

ihave iconfidence iin ithe iorganization's igovernance iof iIT, iinforming iand iguiding 

igoverning ibodies iin igoverning ithe iuse iof iIT iin itheir iorganization, iand 

iestablishing ia ivocabulary ifor ithe igovernance iof iIT. 

ISO i38500 iStrengths 

One iof ithe istrengths iof iISO i38500 iis ithat iit ienables iIT ito ibetter isupport ithe 

iorganization's istrategy iand igoals i(Mayer, iBarafort, iPicard, i& iCortina, i2015). 

iJuiz, iGómez, iand iColomo-Palacios i(2019) inoted ithat ithe istandard ihelped ithe 

iboard imembers iimprove iaccountability ion iIT igovernance iimplementations. i 

Another istrength iof ithe istandard iis ithat iit ifacilitates iinformed idecision-making ithat 

ipositively iimpacts ibusiness ivalue i(Calder, i2019). iHeredia iand iMerchán i(2019) 

iobserved ithat ithe istandard iensured ithe imaturity iof ithe iinformation isecurity 

igovernance ifor iinstitutions iof ihigher ieducation iand ienabled ithe iharmonization 

iof istandards. 

Another istrength iof ithe istandard iis ithat iit ifacilitates iefficient iuse iof iinvestments 

iwith itrackable iand imeasurable iresults i(Visitsilp i& iBhumpenpein, i2021). iThe 

istandard iprovided iguidelines ifor iInformation iTechnology iinvestments ibased ion 

ithe iintegrated iISO i38500 iand iCOBIT i2019. 

Another istrength iof ithe istandard iis ithat iit ihelps iconvert istrategic igoals iinto iIT 

iprojects. iThis ihelps ito ialign ithe ibusiness istrategic iand iIT iobjectives i(PMP, 

i2015). iQuezada-Sarmiento, iet ial. i(2017) inoted ithat ithe istandard ican ibe iapplied 

iin igovernments ifor ichanneling istrategic igoals ito irelevant iIT iproject. 

Another istrength iof ithe istandard iis ithat iit ihelp idefines iroles iand iresponsibilities, 

iprocesses, ipolicies, iand icriteria ito ifoster iaccountability i(ISO, i2015). iISO/IEC 
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i(2015) idetailed ihow ithe istandard ican ibe ileveraged ito ihelp idefine irole-based 

iaccess icontrols iprofiles iand iuser imatrices ifor ibetter iaccountability. 

Another istrength iof ithe istandard iis ithat iit iassists iin iIT irisk imanagement iand iaids 

iin iachieving iregulatory icompliance i(Anoruo, i2019). iJuiz iand iColomo-Palacios 

i(2020) iobserved ithat iit ican iaid iin irisk imanagement iduring ithe isoftware 

idevelopment iprocess. 

ISO i38500 iWeaknesses 

One iof ithe iweaknesses iof ithe istandard iis ithat iit iintroduces ibureaucracy iand 

icomplexity. iIt irequires iextensive idocumentation i(Almaawi, iAlsaggaf, i& 

iFasihuddin, i2020). iSerrano, iA., iGómez, iB., i& iJuiz, iC. i(2017, iSeptember) 

inoted ithat icomplexity iis iintroduced iby ithe istandard ibecause iproject 

imanagement icannot ibe iseparated ifrom ithe igovernance iof ithe iIT istandard. 

Another iweakness iof ithe istandard iis ithat iit ican iintroduce istress iand ilethargy 

ifor ithe iemployees iinvolved iin ithe iimplantation iand ithis ican ireduce iproductivity 

iin ithe ishort iterm. i iZaydi, iM., i& iNassereddine, iB. i(2018, iOctober). iObserved 

ithat iit iis iprudent ito iintegrate ithe iinformation isecurity ifunctions ito ithe iones iof 

iIT igovernance, irisk iand icompliance ito ireduce ithe istress iand icomplexity. i 

Another iweakness iis ithat iit ilacks ithe ifunctionality ifor isecure iintegration 

ibetween iprivacy iand isecurity i(Lee, iEpiphaniou, iAl-Khateeb, i& iMaple, i2018). 

iThis ican iintroduce iregulatory ichallenges. iMayer iand iDe iSmet i(2017) iobserved 

ithe iintegration igaps iin ithe istandard iduring ia isystematic iliterature ireview iand 

inoted ithe ineed ito iintegrate isecurity iand iprivacy iin ithe iage iof ipersonal idata 

iregulations. 

 

  

https://www.itjones.com/blogs/2022/3/22/what-is-it-risk-management-a-quick-guide-for-businesses
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CMMI 

The iCapability iMaturity iModel iIntegration i(CMMI) ihelps iorganizations 

istreamline iprocess iimprovement, iencouraging ia iproductive, iefficient iculture ithat 

idecreases irisks iin isoftware, iproduct, iand iservice idevelopment i(Team, i2002a). 

The iCMMI imodel ibreaks idown iorganizational imaturity iinto ifive ilevels. iFor 

ibusinesses ithat iembrace iCMMI, ithe igoal iis ito iraise ithe iorganization iup ito 

iLevel i5, ithe i“optimizing” imaturity ilevel. iOnce ibusinesses ireach ithis ilevel, ithey 

iare inot idone iwith ithe iCMMI. iInstead, ithey ifocus ion imaintenance iand iregular 

iimprovements i(Team, i2002b). 

CMMI’s iMaturity iLevels iare: 

 Maturity iLevel i0 i– iIncomplete: iAt ithis istage iwork i“may ior imay 

inot iget icompleted.” iGoals ihave inot ibeen iestablished iat ithis ipoint 

iand iprocesses iare ionly ipartly iformed ior ido inot imeet ithe 

iorganizational ineeds. 

 Maturity iLevel i1 i– iInitial: iProcesses iare iviewed ias iunpredictable 

iand ireactive. iAt ithis istage, i“work igets icompleted ibut iit’s ioften 

idelayed iand iover ibudget.” iThis iis ithe iworst istage ia ibusiness ican 

ifind iitself iin. iThis iis ian iunpredictable ienvironment ithat iincreases 

irisk iand iinefficiency. 

 Maturity iLevel i2 i– iManaged: iThere’s ia ilevel iof iproject 

imanagement iachieved. iProjects iare i“planned, iperformed, imeasured 

iand icontrolled” iat ithis ilevel, ibut ithere iare istill ia ilot iof iissues ito 

iaddress. 

 Maturity iLevel i3 i– iDefined: iAt ithis istage, iorganizations iare imore 

iproactive ithan ireactive. iThere’s ia iset iof i“organization-wide 

istandards” ito i“provide iguidance iacross iprojects, iprograms iand 

iportfolios.” iBusinesses iunderstand itheir ishortcomings, ihow ito 

iaddress ithem iand iwhat ithe igoal iis ifor iimprovement. 
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 Maturity iLevel i4 i– iQuantitatively imanaged: iThis istage iis imore 

imeasured iand icontrolled. iThe iorganization iis iworking ioff 

iquantitative idata ito idetermine ipredictable iprocesses ithat ialign iwith 

istakeholder ineeds. iThe ibusiness iis iahead iof irisks, iwith imore idata-

driven iinsight iinto iprocess ideficiencies. 

 Maturity iLevel i5 i– iOptimizing: iHere, ian iorganization’s iprocesses 

iare istable iand iflexible. iAt ithis ifinal istage, ian iorganization iwill ibe 

iin iconstant istate iof iimproving iand iresponding ito ichanges ior iother 

iopportunities. iThe iorganization iis istable, iwhich iallows ifor imore 

iagility iand iinnovation iin ia ipredictable ienvironment i(Team, i2006). 

The icapability ilevels iare: 

 Capability iLevel i0 i– iIncomplete: iInconsistent iperformance iand ian 

i“incomplete iapproach ito imeeting ithe iintent iof ithe ipractice iarea.” 

 Capability iLevel i1 i– iInitial: iThe iphase iwhere iorganizations istart ito 

iaddress iperformance iissues iin ia ispecific ipractice iarea, ibut ithere iis inot ia 

icomplete iset iof ipractices iin iplace. 

 Capability iLevel i2 i– iManaged: iProgress iis istarting ito ishow iand ithere 

iis ia ifull iset iof ipractices iin iplace ithat ispecifically iaddress iimprovement 

iin ithe ipractice iarea. 

 Capability iLevel i3 i– iDefined: iThere’s ia ifocus ion iachieving iproject iand 

iorganizational iperformance iobjectives iand ithere iare iclear iorganizational 

istandards iin iplace ifor iaddressing iprojects iin ithat ipractice iarea i(Team, 

i2006). 

 CMMI iStrengths 

One iof ithe istrengths iof ithe iCMMI iis ithat iit ihas icapability ilevels ithat iare iused 

ito iappraise ian iorganization’s iperformance iand iprocess iimprovement ias iit 

iapplies ito ian iindividual ipractice iarea ioutlined iin ithe iCMMI imodel i(Ahern, 



 

 85 

iClouse, i& iTurner, i2004). i iChrissis, iKonrad, iand iShrum, i(2011) iobserved ithat 

iCMMI ican ibe iapplied ifor iintegrated iprocess iimprovements ifor idevelopment 

iservice iand iacquisitions. 

Another istrength iof iCMMI iis ithat iit ican ihelp ibring istructure ito iprocess iand 

iperformance iimprovement. iEach imaturity iand icapability ilevel ibuilds ion ithe ilast 

ione i(Dayan i& iEvans, i2006). iGibson, iGoldenson, iand iKost i(2006) inoted ithat 

iCMMI ican ihelp iimprove iprocess iimprovements iin icompanies iof isizes iand iall 

iindustries. 

 

Another istrength iof ithe iCMMI iis ithat iit iis iholistic iand icomprehensive. iIt 

iincludes iproduct iand iservice idevelopment, iservice iestablishment iand iproduct 

iand iservice iacquisition i(Glazer, iDalton, iAnderson, iKonrad, i& iShrum, i2008). 

iGoldenson iand iGibson i(2003) iobserved ithe iholistic inature iof iCMMI iand ihow 

iit ihelps iorganization iwith iproduct iand iservice idevelopments. 

Another istrength iof ithe iCMMI iis ithat iit iis ialso ia ibehavioural imodel. iCMMI 

ican ihelp icreate ia istructure ifor iencouraging iproductive, iefficient ibehaviour 

ithroughout ithe iorganization i(Jakobsen i& iJohnson, i2008). iJakobsen iand 

iSutherland i(2009) iobserved ithat iCMMI ican ihelp iorganization ibehavior ievolve 

ifrom igood ito igreat ileading ito iimproved iproductivity. 

Another istrength iis ithat icompanies ican iuse ithe iCMMI ito itackle ithe ilogistics iof 

iimproving iperformance iby ideveloping imeasurable ibenchmarks i(Kasse, i2008). 

iKulpa iand iJohnson i(2003) inoted ithat iCMMI ican ibe ileveraged iby iorganizations 

ifor iimproved iperformance imeasurements iand ibenchmarks. 

Another istrength iis ithat icompanies ican iuse ithe iCMMI icertifications iare ioffered 

idirectly ithrough ithe iCMMI iInstitute, iwhich icertifies iindividuals, iappraisers, 

iinstructors, iand ipractitioners i(Kasse, i2008). i 

CMMI iWeaknesses 
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One iweakness iof iCMMI iis ithat iit iis itoo iprocess-oriented iand inot igoal-oriented 

ienough. iThat iis iinsufficient ito ibring iIT icloser ito ithe ibusiness iin iterms iof 

ienabling iprofitability i(Marçal, iSoares, ide iFreitas, i& iBelchior, i2007). 

The iother iweakness iof iCMMI iis ithat iit idoes inot iallow ifor iinnovation iappetite. 

iOrganizations ivary iin itheir iinnovation iand itolerance ifor inew itools idepending 

ion itheir iindustry, ithe iculture, iprior iexperience iand ithe iinterest ilevel iof 

imanagement i(Mutafelija i& iStromberg, i2003). i 

The iother iweakness iof iCMMI iis ithe ilack iof ithe iC-level iinvolvement. iThe 

irange iof imaturity icould ispan ia idelegation iimmaturity, iwhere ithe iCEO 

iestablishes ino ior ilow iexpectations iof ithe iCIO i(Silva, iSoares, iPeres, iDe 

iAzevedo, iVasconcelos, iKamei i& ide iLemos iMeira, i2015). 

The iother iweakness iof iCMMI iis ithat iit ilacks ithe istrategic icapability. iSome 

ifirms iwould ihave igreat idifficulty iclarifying ia ilong-term istrategic idirection ifor 

itheir ibusiness iand ia itough itime isustaining iattention ifor ilong-term itechnology 

iprojects i(Staples, iNiazi, iJeffery, iAbrahams, iByatt i& iMurphy, i2007). 

The iother iweakness iof iCMMI iis ithat iit idoes inot ienable ithe ibusiness 

idepartment iengagement. i iAt ithe ilowest ilevel iof imaturity, ifirms iwould ihave 

ijunior ibusiness iusers iparticipate iin irequirements idefinition iand iimplementation 

iof iIT iprojects. iThey iwould iwait iuntil ia iproject iis idone ito iannounce ithat iit 

idid inot imeet itheir ineeds i(Sutherland, iJakobsen, i& iJohnson, i2008). 

The iother iweakness iof iCMMI iis ithat iit ilacks ithe ifocus ifor ichange 

imanagement iskills. iImmature ifirms iwould ihave ilittle iunderstanding iof ihow ito 

imanage ichange iin itheir iorganizations, iwhether ithe itask iis icommunicating, 

imeasuring, ior icompleting iinitiatives ithat iat ione ipoint iseemed ilike ia igood iidea 

i(Yoo, iet ial., i2006). iTurner iand iJain i(2002) iobserved ithe ilack iof ifocus ion 

iculture ichange iin iCMMI iprojects. 

ISO 31000 

The ilong-term isuccess iof ian iorganization irelies ion imany ithings, ifrom 

icontinually iassessing iand iupdating itheir iproducts iand iservices ito ioptimizing 
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itheir iprocesses. iThey ialso ineed ito iaccount ifor ithe iunexpected iin imanaging 

irisk. iThey ican ileverage ithe iISO i31000 ifor irisk imanagement i(Baker, i2011). 

In iaddition ito iaddressing ioperational icontinuity, iISO i31000 iprovides ia ilevel iof 

ireassurance iin iterms iof ieconomic iresilience, iprofessional ireputation, iand 

ienvironmental iand isafety ioutcomes. iIn ia iworld iof iuncertainty, iISO i31000 iis 

itailor-made ifor iany iorganization iseeking iclear iguidance ion irisk imanagement 

i(Baker, i2011). 

 

Strengths iof iISO i31000 

One iof ithe istrengths iof iISO i31000 iis ithat iit iprovides iprinciples, ia iframework, 

iand ia iprocess ifor imanaging irisk. iThe itool ican ibe iused iby iany iorganization 

iregardless iof iits isize, iactivity, ior isector i(Choo i& iGoh, i2015). 

Another istrength iis ithat iusing iISO i31000 ican ihelp iorganizations iincrease ithe 

ilikelihood iof iachieving iobjectives, iimprove ithe iidentification iof iopportunities iand 

ithreats iand ieffectively iallocate iand iuse iresources ifor irisk itreatment i(Curkovic, 

iScannell i& iWagner, i2013). 

Another istrength iof iISO i31000 iis ithat iit iprovides iguidance ifor iinternal ior iexternal 

iaudit iprogrammes. iOrganizations iusing ithe itool ican icompare itheir irisk 

imanagement ipractices iwith ian iinternationally irecognized ibenchmark, iproviding 

isound iprinciples ifor ieffective imanagement iand icorporate igovernance i(Dali i& 

iLajtha, i2012). 

Another istrength iof iISO i31000 iis iproven ieffectiveness. iSince iISO i31000 iis ian 

iinternationally irecognized istandard, iit iis iused iby icountless iorganizations. iThis 

imeans ithat iISO i31000 ihas ibeen ithoroughly ivetted iand iproved ito ibe ieffective i(de 

iOliveira, iMarins, iRocha i& iSalomon, i2017). 

Another istrength iof iISO i31000 iis ithat ithe itool ican ihelp iorganizations ito ireduce 

ilegal iexposure. iBy iidentifying ikey idrivers, iorganizations imay ibe iable ito ireduce 

itheir ilegal iexposure iand idecrease ithe irisks iposed iby ilitigation i(Ernawati i& 

iNugroho, i2012). 
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Another istrength iof iISO i31000 iis ithat ithe itool ican iassist iorganizations ito iaddress 

irisks iin ia istandardized imethod. iWhen iproperly iimplemented, iISO i31000 ican iact 

ias ia itemplate ithat iwill ihelp iorganizations iidentify ikey idrivers iof irisk. iIt 

iestablishes irisk icriteria iand irisk itreatments iin ia istandardized iway i(Frigo i& 

iAnderson, i2014). 

Another istrength iof iISO i31000 iis ithat iit ihelps imanagers ito icreate ia iculture iof 

irisk imitigation. iBy iincorporating irisk imitigation iinto inearly iall ibusiness iprocesses, 

iemployees iwill ibecome iused ito ithe iidea iof iidentifying iand ipotentially imitigating 

irisks i(Gjerdrum i& iPeter, i2011). 

Another istrength iof iISO i31000 iis ithat iit ihelps ito iincrease ithe iorganization's 

iprofitability. iWhen ian iorganization imitigates iunnecessary irisks, iit ialso ireduces ithe 

ipotential ifor ifinancial idamage istemming ifrom ievents itied ito ithat irisk i(Karanja, 

i2017). 

Another istrength iof iISO i31000 iis ithat iit iintegrates ito ithe iothers istandards ithat 

ialready iimplemented. iISO i31000 iis ijust ione iof imany iISO istandards. iThe ivarious 

istandards iare idesigned ito iwork itogether, iwhich imeans ithat iorganizations imay ibe 

iable ito iincorporate ithe iwork ithat ithey ihave ialready idone iinto itheir iISO i31000 

istrategy i(Knight, i2010). 

Another istrength iof iISO i31000 iis ithat iin ican idrive ian iorganization ito ibe imore 

ipre-emptive. iA igood iISO i31000 iimplementation ican ihelp ian iorganization ishift 

ifrom ibeing ireactive ito itaking ia imore iproactive iapproach iat irisk imitigation 

i(Lalonde i& iBoiral, i2012). 

The itool imay ihelp ithe iorganization ito iacquire ifunding imore ieasily. iBanks iand 

iinvestors itend ito ibe irisk iaverse. iIf ian iinvestor iis iconvinced ithat ian iorganization 

iis iserious iabout iidentifying iand imitigating irisks, ithey imay ibe imore ilikely ito 

iapprove ian iinvestment i(Proenca, iEstevens, iJieira i& iBorbinha, i2017). 

Another istrength iof iISO i31000 iis ithat ithe itool ican ialso ihelp iwith imanaging ithe 

irisks iemanating ifrom ienvironmental ipollution iincluding ioil ispills i(Neves, 

iPinardi, iMartins, iJaneiro, iSamaras, iZodiatis i& iDe iDominicis, i2015). 
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iEnvironmental irisks iare ibecoming icommonplace iand ican iundermine ithe 

isustainability idevelopment igoals i(Parviainen, iGoerlandt, iHelle, iHaapasaari i& 

iKuikka, i2021). 

Another istrength iof iISO i31000 ican ibe ileveraged ifor ideveloping ian iIT irisk 

imanagement ibased ion iISO i31000 iand iOWASP iFramework ifor isecure iweb 

iapplications iat ithe iinformation igathering istage i(Wiradarma i& iSasmita, i2019). 

iThis imakes ithe iweb iapplications imore isecure iin iterms iof iconfidentiality, 

iintegrity, iand iavailability. 

Another istrength iof iISO i31000 iis ithat ithe itool ican iused ito idevelop ia irisk 

imanagement iframework ifor ithe iconstruction iand iall iother isectors i(Sousa, iDe 

iAlmeida i& iDias, i2012). iThe istandard iis iindustry iagnostic. i iThe itool ican ialso 

ibe iapplied iin imicro, ismall,and imedium ienterprises. i 

Weaknesses iof iISO i31000 

One iweakness iof iISO i31000 iis ithat iadherence irequires ia icontinuous ieffort. iIf ian 

iorganization ifails ito iincorporate iISO i31000 iconcepts iinto ibusiness iprocesses, ithe 

irisk imitigation iplan ithat iit icreates iwill iquickly ibecome ioutdated iand iwill ilikely 

ibe iignored iby iemployees i(Lalonde i& iBoiral, i2012). 

Another iweakness iof iISO i31000 iis ithe ithat iin ican iintroduce ithe ipotential ifor ia 

ifalse isense iof isecurity. iEven iwith ian ieffective irisk imitigation iplan iin iplace, 

iorganizations i i imay iremember ithat ithere iwill ialways ibe iunidentified irisks 

i(Sanjaya, iSasmita i& iArsa, i2020). iOrganizations ialso ifail ito imanage isupply 

ichain irisks ionce ithey idepend itoo imuch ion iISO i31000 i(Scannell, iCurkovic i& 

iWagner, i2013). 

Another iweakness iof iISO i31000 iis ithat iorganizations ican ibecome irisk iaverse. 

iRisk iaversion ican imake iit idifficult ifor ian iorganization ito icapitalize ion inew 

iopportunities iand iundermines iinnovation i(Tranchard, i2018). iOrganizations ineed ito 

ipursue inew iopportunities ifor iproducts iand iservices. 
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Business iModel ifor iInformation iSecurity i(BMIS) 

The iElements iof ithe imodel iare iOrganization iDesign iand iStrategy, iPeople, 

iProcess, iand iTechnology i(Knapp, iMorris, iMarshall i& iByrd, i2009). iThe 

iDynamic iInterconnections iare iCulture, iArchitecture, iGoverning, iEmergence, 

iEnabling iand iSupport, iHuman iFactors i(Anderson, i2001). 

BMIS ican ibe iviewed ias ia ithree-dimensional iModel ibest ivisualized ias ia 

ipyramid i(Layton, i2016). iAll iaspects iof ithe iModel iinteract iwith ieach iother. iIf 

iany ione ipart iof ithe iModel iis ichanged, inot iaddressed, ior imanaged 

iinappropriately, iit iwill idistort ithe ibalance iof ithe iModel i(Anderson i& iMoore, 

i2006). 

Strengths iof iBMIS 

One istrength iof ithe imodel iand ithat idifferentiates iit ifrom imany iother imodels iis 

ithe iimportance iit iplaces ion iorganizational iculture i(Nazareth i& iChoi, i2015). i 

iCreating ian iintentional isecurity iculture iis ia iprimary iobjective ifor ithe imodel, ias 

iapplied ito iinformation isecurity. iThe iintentional iinformation isecurity iculture 

ifocuses ion ithe ienterprise’s igovernance ineeds. iThis itype iof iculture ihas iseveral 

iimportant icharacteristics: iAlignment iof iinformation isecurity iand ibusiness 

iobjectives; iA irisk-based iapproach; iBalance iamong iorganization, ipeople, iprocess, 

iand itechnology; iAllowance ifor ithe iconvergence iof isecurity istrategies i(Anderson 

i& iMoore, i2007). 

Another istrength iof ithe imodel iis ithat iit itakes ia ibusiness-oriented iapproach ito 

imanaging iinformation isecurity i(Sundt, i2006). iIts iholistic iand idynamic iapproach 

ito iinformation isecurity iwithin ithe icontext iof ibusiness idemonstrates ito ithe 

ienterprise ithat iinformation isecurity ican ibe iboth ipredictive iand iproactive 

i(Behnia, iAbd iRashid i& iChaudhry, i2012). 

Another istrength iof ithe imodel iis ithat ithe itool ican ibe iused iregardless iof ithe 

isize iof ithe ienterprise ior ithe iinformation isecurity iframework ithe ienterprise 

icurrently ihas iin iplace i(Tabor, i2007). iIt iis icompany isize iand isector iagnostic. 

iThe itool ican iintegrate ito iother imodels i(Bojanc i& iJerman-Blažič, i2013). 
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Another istrength iof ithe imodel iis ithat iit iis iindependent iof iany itechnology ior 

itechnological ichanges iover itime i(Vorster i& iLabuschagne, i2005). i iIt iis ifuture 

iproof iand iflexible ito ichanges iin ithe ibusiness ienvironment. iThe itool ican ibe 

iapplied iregardless iof ithe ivolatility iand iuncertainty ithat icomes ifrom ithe iexternal 

imarket iforces i(Brotby i& iHinson, i2013). i 

Another istrength iof ithe imodel iis ithat iit iis iapplicable iacross iindustries, 

igeographies, iand iregulatory iand ilegal isystems i(Zhang, iWuwong, iLi i& iZhang, 

i2010). iSome imodels iare ionly isuitable ifor ideveloped icountries iand itheir 

iregulatory ienvironment, ibut iBMIS iis ia iuniversal istandard i(Cherdantseva i& 

iHilton, i2013). 

Another istrength iof ithe imodel iis ithat iit iincludes inot ionly itraditional 

iinformation isecurity ibut ialso iprivacy, ilinkages ito irisk, iphysical isecurity, iand 

icompliance. iPersonal idata iregulations iare iincreasingly icommonplace iin iboth 

ideveloped iand ideveloping icountries iand ithe imodel ican iassist imanagers ito 

icomply i(Diesch, iPfaff i& iKrcmar, i2020). 

Another istrength iof ithe imodel iis ithat iit isupports ithe isystems ithinking. iSystems 

ithinking iis ia idiscipline ifor iseeing ithe istructures ithat iunderlie icomplex 

isituations. iThe iBMIS imodel iassists imanagers ito iapply ithe isystemic iapproach 

ito isolving iproblems. iThis ibreaks icomplex iproblems iinto imanageable ichunks 

i(Dutta i& iRoy, i2008). 

Another istrength iof ithe imodel iis ithat ithe itool ican ihelp imanagers ito isolve 

iproblems iby iseeing iinter- irelationships irather ithan ilinear icause-effect ichains. 

iMost iproblems icannot ibe isolved ilineally ibut iby iunravelling isequences iof 

icomplex ipatterns i(Dutta i& iRoy, i2008). 

Another istrength iof ithe imodel iis ithat ithe itool ican iplot ithe ireality iin icircles 

iwhereas iother imodels iplot ireality iin istraight ilines. iMost iproblems iin 

iinformation isecurity iare icomplex iand icannot ibe iexplained iin ilinear inarrative 

i(Eloff i& iEloff, i2005). iThis ithinking ihelps iteams iand iindividuals isee ibeyond 

ievents iand iinto ithe iforces ithat ishape ichange i(Han, iKim i& iKim, i2017). 

Weaknesses iof iBMIS 



 

 92 

One iweakness iof iBMIS iis ithat iit iduplicates iwhat iISO i27001 ican ihelp 

iorganizations iaccomplish. iISO ican ihelp iorganizations iharness ithe ipeople, 

iprocess, iand itechnology ielements iof iinformation isecurity ijust ilike iBMIS. iBMIS 

ialso imay ihamper imanagers ifrom ipursuing ientrepreneurship iand iinnovation i(Guo 

i& iYuan, i2012). 

Another iweakness iof iBMIS iis ithe ilack iof iupdate ion ithe ielements iand ithe 

iinterconnections iby iISACA. i iThe ilast iupdate iwas iin i2012. i iLack iof iupdate iof 

ithe imodel imay iundermine ithe ifusion iand iintegration iwith ithe idynamic ibusiness 

ienvironment. iThe ialck iof ifusion iwith ithe ibusiness istrategy imay imake ithe 

imodel iless ieffective iin iassisting iorganizations ito iprotect ithe iinformation iand 

ithe idata iassets i(Hall, iSarkani i& iMazzuchi, i2011). 

NIST iCybersecurity iFramework 

 

 

Figure i22. iSource: i(NIST,2022) 

The iNIST iCybersecurity iFramework i(NIST iCSF) iprovides iguidance ion ihow ito 

imanage iand ireduce iIT iinfrastructure isecurity irisk i(Mesker, iEngineer i& 

iChevron, i2014). iThe iCSF iis imade iup iof istandards, iguidelines iand ipractices 

ithat ican ibe iused ito iprevent, idetect, iand irespond ito icyberattacks i(Almuhammadi 

i& iAlsaleh, i2017). 
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The iNational iInstitute iof iStandards iand iTechnology i(NIST) icreated ithe iCSF ifor 

iprivate isector iorganizations iin ithe iUnited iStates ito icreate ia iroadmap ifor 

icritical iinfrastructure icybersecurity i(Shen, i2014). 

The iCSF iframework ican ibe ibroken idown iinto ithree iparts: ithe icore, 

iimplementation, iand iprofile. iThe iframework icore, ias idescribed iby iNIST, iis ithe 

iset iof icybersecurity iactivities iand idesired ioutcomes icommon iacross iany icritical 

iinfrastructure isector i(Scofield, i2016). 

Strengths iof ithe iNIST iCSF 

One iof ithe istrengths iof ithe iCSF iis ithat ithe itool ican ihelp iidentify iwhich irefers 

ito ideveloping ian iunderstanding iof ihow ito imanage icybersecurity irisks ito 

isystems, iassets, idata, ior iother isources i(Krumay, iBernroider i& iWalser, i2018). 

Another istrength iof ithe iCSF iis ithat ithe itool ican ibe iused ito iprotect ithe iassets, 

iwhich irefers ito ithe isafeguards iput iin iplace ithat iensure icritical iinfrastructure 

iservices iare idelivered iand iare iavailable iwhen ineeded i(Kwon, iAshley, 

iCastleberry, iMckenzie i& iGourisetti, i2020). 

Another istrength iof ithe iCSF iis ithat ithe itool ican ibe iused ito idetect ievents iand 

iidentify ihow iand iwhen ian ievent ioccurred ion ithe inetwork i(Gordon, iLoeb i& 

iZhou, i2020). iThe idetection iis ione ion ithe ifunctions iof ithe isecurity iincident 

iand ievent imanagement itools i(SIEM). 

Another istrength iof ithe iCSF iis ithat ithe itool ican ibe iused ito irespond iand 

idefine iwhat iactions iare itaken iwhen ia icybersecurity ievent iis idetected. iThe 

iappropriate iresponse ican icontain ithe iproblem i(Webb i& iHume, i2018). 

Another istrength iof ithe iCSF iis ithat ithe itool ican ibe iused ito irecover icritical 

ifunctions iof ithe icore ibusiness. i iIt ifocuses ion iresilience, ias iwell ias ioutlines 

irestore icapabilities iof iimpaired iservices i(Teodoro, iGonçalves i& iSerrão, i2015). 

iThe igoal iof ithese ifunctions iis ito iprovide ia istrategic iview iof ithe icybersecurity 

irisks iin ian iorganization i(Shackelford, iProia, iMartell, i& iCraig, i2015). 

Another istrength iof ithe iframework iis ithat iit iallows iorganizations ito ifit iinto 

itiers idepicting ithe ilevel iof imaturity iin ithe iimplementation iof isecurity ifunctions 
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i(Calder, i2018). i iThe itiers iprovide icontext iaround ian iorganization's 

icybersecurity irisks, ias iwell ias iany iprocesses iput iin iplace ito imanage irisks. iThe 

itiers idescribe ihow imuch ian iorganization's icybersecurity irisk imanagement 

ipractices ifollow ithe icharacteristics idefined iin ithe iframework i(Sulistyowati, i 

iHandayani i& iSuryanto, i2020). iA iTier i1 iorganization iis ione ithat's iranked ias 

ipartial, idescribed ias ihaving ilimited iawareness. iThe itier isystem imoves iup ito 

iTier i4, iwhich irefers ito ian iorganization ithat iis iseen ias iadaptive, imeaning ithe 

itool ican ibest ireact ito icybersecurity ithreats i(Roy, i2020). 

Another istrength iof ithe iframework iis ithat ithe itool ican ibe iused ito idescribe ithe 

icurrent istate iof ian iorganization's isecurity iprogram, ias iwell ias icompare ithat 

icurrent istate ito ithe idesired istate. iThis iprocess ican ibe iused ito ireveal iany igaps, 

iwhich ican ibe ilater iaddressed. iThe igoal iof ia iprofile iis ito iaid iorganizations iin 

iestablishing ia iroadmap ifor ireducing icybersecurity irisk i(Ibrahim, iValli, iMcAteer 

i& iChaudhry, i2018). 

One iof ithe istrengths iof ithe iNIST's iCSF iis ithat iit iis idesigned ito ihelp ian 

iorganization ithat ineeds ito iprotect iinfrastructure iit ideems icritical iand ito 

idetermine icurrent ilevels iof iimplemented icybersecurity imeasures iby icreating ia 

iprofile iand itier i(Cockcroft, i2020). 

Another istrength iof ithe iframework iis ithat ithe itool ican ibe iused iidentify inew 

ipotential icybersecurity istandards iand ipolicies; ito icommunicate inew 

irequirements; iand ito icreate ia inew icybersecurity iprogram iand irequirements 

i(Mylrea, iGourisetti i& iNicholls, i2017). 

Weaknesses iof ithe iNIST iCSF 

One iof ithe iweaknesses iof ithe iCSF iis ithat ithe itool ican ibe istatic iin inature. iThe 

ibusiness ienvironment iis iconstantly ichanging, iand ithe iframework idoes inot iadapt 

iin itune iwith ithe ishifting ilandscape i(White i& iSjelin, i2022). 

Another iweakness iof ithe iCSF iis ithat idoes iconsider iemerging iexternal ifactors. i 

iThere iare imany ifactors ioutside ithe icontrol iof ian iorganization ithat ican 
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iundermine ithe isecurity iposture. iThese iexternal ifactors iinclude ithe irecession, ithe 

iepidemic, iand ithe igeopolitics iin ithe iworld i(Dedeke, iA. i(2017). 

Another iweakness iof ithe iCSF iis ithat iit idoes iconsider inot iconsider iculture. 

iCulture iare ithe ibehaviors idepicted iin ithe iorganization iincluding ithe idecision-

making iprocess iand ithe iclimate iin iwhich ithe iemployees ithrive. i iIt iis ithe 

ipersonality iof ithe iorganization i(Hiller i& iRussell, i2017). 

Another iweakness iof ithe iCSF iis ithat iit idoes inot iplan ifor iunpredictable 

isituations. iWe iare iin ia ivolatile iand iuncertain iworld iand imay inot ibe iable ito 

iplan ifor ifuture isituations. i iThe iCSF ilack ithe icapability ito ipredict ithe ifuture 

iusing itools ilike iAI iand imachine ilearning i(Simonova, i2020). 

IDC iMaturityScape iFramework 

Digital iTransformation i(DX) iis ia ispecialized itype iof ibusiness itransformation 

iwhere iIT iplays ia idominant irole. iIn ithe idigital iage, inew ibusiness iopportunities 

iarise, iand ienterprises itransform itheir istrategy, istructure, iculture, iand iprocesses 

iusing ithe ipotential iand ipower iof idigital i(Al-Sai i& iAbdullah, i2019). 

The iIDC iMaturityScape ibenchmark iframework iis ia istrategic imanagement itool 

ithat iis ilike ia ibalanced iscorecard. iThe iframework igoes ifar ibeyond ibeing ia 

iscorecard. iIt ienables iorganizations ito iobtain iclarity iabout iwhat imaturity ilevel 

ian iorganization ihas iin iterms iof ithe ifive idefined iDigital isteps, iwhat imaturity 

ilevel ithey iwish ito iattain, iand ihow ithey iintend ito iachieve ithis i(Chege, 

iNyamboga i& iWanyembi, i2018). i iThe idigital iuse icases ialso ihelp ito idevelop ia 

iclear ipicture iof ithe iprocesses ito ibe ioptimized iand ithe itechnologies ithat ishould 

ibe iused. iA icustomized iplan ito itransform ithe iorganization iinto ia idigital 

icompany ican ibe idefined ias ia iresult i(Jerónimo, i2018). i 

 

The ifive ilevels iare: iAd iHoc idepicting ia iDigital iResister; iOpportunistic 

idepicting ia iDigital iExplorer; iRepeatable idepicting ia iDigital iPlayer; iManager 

idepicting ia iDigital iTransformer iand iOptimized idepicting ia iDigital iDisruptor 

i(Clarke i& iBrooks, i2015). 
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Each ilevel ibuilds ion ithe icapabilities iof ithe ione ibefore iit. iWhat imight ibe 

iconsidered ioptimized ithis iyear iwill ichange iin ithe ifuture ias itechnologies iand 

itheir iuse ibecome imore isophisticated iand itransformative i(Vesset, iet ial., i2013). 

To iview ithe iopportunities iand ichallenges imore iclearly ias iIT imoves ithrough ithe 

ivarious istages iof iDX imaturity, iorganizations ineed ito iunderstand ithe ifollowing 

ifive icritical idimensions i(Vesset, iet ial., i2015). 

Strengths iof ithe iIDC iFramework 

One iof ithe istrengths ithe iIDC iframework iis ithe isupport iof ithe iLeadership iDX: 

iThis iset iof idisciplines ienables ibusinesses ito idevelop ithe ivision ifor idigital 

itransformation iof iproducts, iservices, iand iexperiences ithat iare ioptimized ito 

ideliver ivalue ito ipartners, icustomers, iand iemployees i(Vesset i& iXiong, i2015). 

Another istrength iof ithe iframework iis ithe isupport ifor iOmni-Experience iDX: 

iThis idimension idescribes ian iomnipresent iand imultidimensional iecosystem 

iapproach ito icontinually iamplify iexperience iexcellence ifor iproducts iand/or 

iservices i(Insights, i2016). 

Another istrength iof ithe iframework iis ithe isupport ifor ithe iWorkSource iDX: iThis 

idimension icovers ithe ievolution iof ithe iway ithat ibusinesses iwill iachieve 

ibusiness iobjectives iby ieffective isourcing, ideployment, iand iintegration iof 

iinternal iemployees iand iexternal iresources i(Brien i& iVesset, i2014). 

Another istrength iof ithe iframework iis ithe isupport ifor ithe iOperating iModel iDX: 

iThis idimension idescribes ithe iability ito imake ibusiness ioperations imore 

iresponsive iand ieffective iby ileveraging idigitally iconnected iproducts/services, 

iassets, ipeople, iand itrading ipartners. iOperating iModel iDX idefines ihow iwork 

igets iaccomplished iin iterms iof idigital itransformation i(Kolding, iMéndez-Villamil 

i& ivan iVonno, i2017). 

Another istrength iof ithe iframework iis ithe isupport ifor ithe iInformation iDX: iThis 

idimension iencompasses ithe ifocused iapproach ito iextracting iand ideveloping ithe 

ivalue iand iutility iof iinformation irelative ito icustomers, imarkets, itransactions 

i(Clarke, i2017). 
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Another istrength iof ithe iframework iis ithat ithe iDX iMaturityScape iBenchmark 

ienables iorganizations ito idetermine ihow iDX iwill iaffect ithe iway ithe 

iorganization idoes ibusiness i(Brusakova, i2022). 

Another istrength iof ithe iframework iis ithat ithe iDX iMaturityScape iBenchmark 

ienables iorganizations ito idetermine ithe irole iof iDX iin isupporting ibusiness 

ichange. iShifts iin ithe ibusiness ienvironment iand idynamics icall ifor ia ireliable 

itool ithat ican iguide imanagers ion ithe ihow ito iapply iDX ifor isuccess i(OGAWA, 

i2020). 

Another istrength iof ithe iframework iis ithat ithe iDX iMaturityScape iBenchmark 

ienables iorganizations ito idetermine iwhere ithey iare ion ia imaturity iscale ifor iDX 

icompetencies iin iterms iof iwhat ithe ibusiness ineeds iand icomparing ithemselves 

iwith ithe icompetitors i(Schwer, iHitz, iWyss, iWirz i& iMinonne, i2018). 

Another istrength iof ithe iframework iis ithat ithe iDX iMaturityScape iBenchmark 

ienables iorganizations ito idetermine ithe ipath ito iimprove iand iachieve ithe ilevel 

iof imaturity ithat ithe ibusiness ineeds i(Menukhin, iMandungu, iShahgholian i& 

iMehandjiev, i2019). 

Weaknesses iof ithe iIDC iFramework 

One iweakness iof ithe iframework iis ithat iit iis itoo ispecialized ion iIT ifunction. i iIt 

ileaves iout ithe iinformation isecurity iand icybersecurity ifunction iout iof ithe 

ibenchmark iand ithe iscorecard. iCybersecurity iis ivery icritical ifor ithe isuccess iof 

imodern ienterprises iand iany iframework ithat ileaves iit iout iis inot icomprehensive 

i(Schneider i& iImai, i2017). i 

Another iweakness iof ithe imodel iis ithat iit iconcentrates ithe inovel itopic iof idigital 

itransformation iand ileaves iout ithe ieffects iand iimpact iof itraditional iIT 

itechnologies. i iDisruptive itechnologies ilike iSocial, iMobile, iAnalytics iand iCloud 

iare ithe ifocuses iof ithe iIDC iframework. i iLegacy itechnologies iincluding iERP, 

iCRM iand iHCM iare inot icatered ifor iwell iin ithe iIDC iframework i(Schwer, i 

iHitz, iWyss, iWirz i& iMinonne, i2018). i 
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DevOps i2.0 

DevOps i2.0 itoolkit iallows ithe iintegration iof ithe iIT iDevelopment iand 

iOperations ipractices ithrough ithe ientire iorganization, ibeyond idevelopment iand 

iIT iops. iDevOps i2.0 iaims ito ibreak idown isilos iand ifoster icommunication iand 

icooperation ibetween iall igroups iinvolved iin ithe iconception, iproduction, iand 

imaintenance iof isoftware i(Farcic, i2016a). iA iDevOps i2.0 iprocess iincludes 

idevelopment iand ioperations, iquality iassurance iand isecurity, iHR iand ilegal, iand 

ithrough ithe iwhole iorganization i(Farcic, i2017). 

DevOPs iseeks ito iincrease icollaboration ibetween idevelopers iand iIT ioperations. 

iThat iis ithe ikey ito iremoving iinformation isilos iand iachieving icontinuous 

idelivery i(Di iNitto, iCasale i& iPetcu, i2016). 

Organization ican iadopt ithe iDevOps iapproach ito iAgile isoftware idevelopment. 

iThis iallows ithe iorganization ito ibuild iquality isoftware ifaster ithrough ideveloper 

iand iIT iops icollaboration i(Spinoso, iet ial., i2015). 

The iintegration istarts iwith idevelopers iand iIT iops iand iextends ito ithe iwhole 

iorganization iincluding iHR iand iMarketing. iDevOps iintegrates iall iparts iof ithe 

iorganization iinto ithe isoftware idelivery iprocess i(Hsu, i2018). i 

DevOps ifirst iexpanded ias ia iconcept iwith iBizDevOps, iin iwhich iDevOps iteams 

ibrought ibusiness imanagement iinto itheir icontinuous iintegration iprocess. iWith 

ireal-time ianalytics iand iAPI itools, iexecutives ican imonitor iand iengage iwith 

isoftware ias iit imoves ifrom iidea ito iworking icode i(Eramo, iet ial., i2021). 

DevSecOps ilikewise iexpanded ithe iidea iof iDevOps iby ibringing ithe isecurity 

iteam iinto ithe icollaborative isynergy. iDevOps i2.0 iencompasses ia idigital 

itransformation iin ia ibroader iand imore iholistic isense i(Battina, i2016). iDevOps 

i2.0 imeans iencouraging icontinuous icommunication iand icollaboration iamong iall 

idivisions iin ian iorganization ito ihelp ispeed isoftware idelivery iand iincrease 

isoftware iquality i(Bang, iChung, iChoh i& iDupuis, i2013). 

Strengths iof iDevOps i2.0 i 

One istrength iof ithe iDevOps i2.0 iis ithat iit ibrings iall iteams ionboard iand icreates 

ia iculture iof icontinuous ipartnership. iDevOps irequires iquality icontrol iengineers 

iand iIT isecurity iteams ito ibe ipart iof ithe icontinuous idelivery iprocess i(Farcic, 
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i2018a). i iIn iDevOps i2.0, ia iteam imonitors iIT iinfrastructure ieven iafter iit ihas 

ilaunched ian iapplication. iHR iand ilegal idepartments iare iexpected ito iactively 

isupport iengineers iworking iin ia icontinuous isoftware idevelopment ilifecycle 

i(Farcic, i2016b). 

Another istrength iof ithe iDevOps i2.0 iis ithat iit iencourages ivarious iorganizational 

iunits ito iembrace ithe isame iDevOps itools ifor iuniformity iand icommon ilanguage. 

iThe ialerting iand imonitoring itools ithat iIT iops iuses ito imaintain iinfrastructure 

imight ialso ibe iused iby idevelopers, iso ithey iare iaware iof iapplication iproblems 

ifaster i(KK, i2020). 

Another istrength iof ithe iDevOps i2.0 iis ithat ithe iDevOps iteams iare ion ithe isame 

ipage. iOrganizations ican imake isoftware ithat's imore iflexible ithan iits iwaterfall 

icounterparts iusing ithe imodel. iWith icontainers iand ifeature iflags, iDevOps iteams 

ihave ithe itools ito ilaunch, iupdate iand imonitor iapplications ias idifferent ifeatures 

iare ifunctional iready iinstead iof iin ione itimely iand iexpensive imonolithic 

ioperation i(Liang, i2021). i 

Another istrength iof ithe iDevOps i2.0 iis ithat iit ienables ifaster ideployments iand 

imore iresponsive iteams. iAll ibusinesses iwant ia istable ienvironment, ibut ithey ialso 

iwant ito ibe iable ito irapidly ideploy ichanges i(Buytaert, i2011). iDeployments ithat 

ikeep ithe iUX itight. iWhen idevelopers iand ioperations istaff icooperate, ieveryone 

ican imake iinformed idecisions iBetter-informed istaff, imore icustomer iengagement 

i(Farcic, i2018b). iA ihigh-performing ioperations iteam iwill ihave imastered 

icommunication iwith iend iusers. 

Weaknesses iof iDevOps i2.0 

In iDevOps, ithough, ithere's ialways ian iinitial istrain ion idevelopers, iwho inot ionly 

ihave ito icode iand ibe ifluent iin idifferent ilanguages iand itools ibut ibe iinvolved iin 

iall iaspects iof iproduction. iDevOps iwill istress iIT iops ias iwell, iwho i i imay inow 

ibe ifamiliar iwith icode. iBurnout iis ia ireal ithreat iin iDevOps ienvironments i(Borg, 

i2022). 

DevOps i2.0 irequires ia isignificant iculture ishift ito iwork. iInstead iof ibridging ijust 

ione isilo, iorganizations iadopting iDevOps i2.0 i i imay ibridge iall isilos. iThat 

irequires ilong-term iexecutive ibuy-in iand ileadership iin iwhat iwill ibe ia ilengthy 

itransformation i(Sokolowski, iWeisenburger i& iSalvaneschi, i2022). 

https://www.techtarget.com/searchitoperations/tip/Incident-communication-best-practices-to-avoid-user-frustration
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Industry i4.0 

Industry i4.0, iwhich irefers ito ithe ifourth iindustrial irevolution, iis ithe icyber-

physical itransformation iof imanufacturing. iThe iname iis iinspired iby iGermany's 

iIndustry i4.0, ia igovernment iinitiative ito ipromote iconnected imanufacturing iand ia 

idigital iconvergence ibetween iindustry, ibusinesses, iand iother iprocesses i(Diño i& 

iOng, i2019). 

 

Figure i23 

Technologies idriving iIndustry i4.0 

Industry i4.0 iis idriven iby ithe iconvergence iof itechnologies, iincluding ithe 

ifollowing: iIIoT iand ithe iwidespread iuse iof isensors; ibig idata iand ianalytics; 

iartificial iintelligence iand imachine ilearning; iLPWANs ifor imachine-to-machine 

iand iIoT inetworks; iIT/OT iconvergence; itouch iand ivoice iinterfaces iand 

iaugmented ireality isystems; iadvanced irobotics; iand iadditive imanufacturing i(Oke 

i& iFernandes, i2020). 

The inew iand ideveloping itechnologies icreated ifor ihumans ito icommunicate iwith 

imachines, ifor imachines ito icommunicate iwith ieach iother iand ito iachieve imore 

icomplicated igoals, iand ifor idata ito iinform iand ioptimize iall ithe iprocesses 

irelated ito ithe imanufacturing isector iwill iinterconnect imanufacturing iprocesses 

ifrom idesign ithrough ithe iend iof ithe iproduct ilifecycle i(Chaka, i2020). 

Strengths iof i4IR 
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One istrength iis ithat iIndustry i4.0 iconcepts ican ienable iOEMs ito isee ihow 

icustomers ireally iused ia iproduct iversus ihow iit iwas iexpected iit ito ibe iused. 

iAnother istrength iof i4IR iis ithat isensor idata ican ihelp ian iorganization ito 

imonitor ithe imanufacturing iprocess iin ireal itime. iThis idata ican ithen ibe 

icompared iagainst ia idigital itwin, ia isimulation ithat iruns iat iperfect iefficiency 

iand ito idetermine iwhere ithe iprocess icould ibe iimproved i(Mhlanga i& iMoloi, 

i2020). 

Another istrength iof i4IR iis ithat isome iorganizations ihave iapplied iIndustry i4.0 

iconcepts ito itheir iemployee itraining iprocess. iThese itraining iprograms iuse 

iaugmented ireality ito iteach iemployees ihow ito ioperate imachinery iand ihow ito 

iavoid iunsafe ipractices ibefore ithe iemployee iis iever iallowed ion ithe ifactory 

ifloor. iSome iorganizations ieven iextend iaugmented ireality-based itraining ito iother 

iareas isuch ias ifire isuppression iand ifirst iaid i(Yusuf, iWalters i& iSailin, i2020). 

Another istrength iof iIndustry i4.0 iis ithat iits iprinciples ican ihelp iorganizations 

iavoid ian ioutage ion ithe ifactory ifloor. iPrior ito ithe iadoption iof iIndustry i4.0, 

iindustrial imachinery iwas iserviced ibased ion imanufacturer irecommendations. 

iIndustry i4.0 ihas ienabled imachinery ito ibe iequipped iwith isensors ithat imonitor 

ithe imachinery's ihealth ion ian iongoing ibasis. iThis ienables iorganizations ito 

ianticipate iproblems ibefore ithey ioccur iand iproactively itake icorrective iaction. iIn 

isome icases, ithe imachinery ican ieven iautomatically iplace ian iorder ifor 

ireplacement iparts. iAll ithis itogether ican ihelp ian iorganization iavoid ia icostly 

ioutage ithat idisrupts ithe imanufacturing iprocess i(Kamaruzaman, iHamid, iMutalib 

i& iRasul, i2019). 

One imore istrength iof iapplying iIndustry i4.0 iconcepts iis ithat isince ithe idigital 

itechnology iused ion ithe ifactory ifloor iis itied ito iback-end icorporate idata 

isystems, iit iallows ibig idata ianalytics ito ibe iperformed ion ithe idata ithat iis 

iassociated iwith ithe imanufacturing iprocess. iSuch ianalytics ican ihelp ithe 

iorganization ispot itrends iand igain iinsights ithat imight iultimately ihelp iit ibecome 

imore iprofitable i(Mpofu i& iNicolaides, i2019). 

Weaknesses iof i4IR 
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One iweakness ifor iorganizations iwishing ito iimplement iIndustry i4.0 iwere icost 

iand iinteroperability. iThe imachines iand isensors iused ion ithe ifactory ifloor ioften 

irelied ion idiffering iprotocols, imaking icommunications ibetween iconnected 

idevices idifficult i(Oosthuizen, i2017). 

Another iweakness irelated ito iIndustry i4.0 iis icybersecurity. iIn ithe ipast, ithe 

isystems iused ion ithe ifactory ifloor itended ito ibe iproprietary iin inature, iand iit 

iwas irare ifor isuch isystems ito ibe iconnected ito ione ianother ior ito iback-end iIT 

isystems. iThe ivendors iwho icreated isuch isystems irarely itook ia isecurity-first 

iapproach ito itheir idevelopment iefforts i(Hoosain, iPaul i& iRamakrishna, i2020). 

Another iweakness iis ithat ithe iconnectivity ibetween idevices iand iIT iresources ican 

iexpose ithese idevices ito ithe isame icyber ithreats ithat ihave ilong iplagued 

itraditional iIT idevices. i iA icompromised iIT isystem ican iprovide ian iattacker iwith 

ia ipath ithrough iwhich ito iattack ithe iresources iused ion ithe ifactory ifloor i(Malik, 

iBudhwar i& iSrikanth, i2020). 

IT4IT 

 
Figure i24 

IT4IT iis ia ireference iarchitecture ifor iinformation itechnology i(IT) imanagement. 

iIT iorganizations iand itool ivendors iuse iIT4IT ias ia iframework ito iimprove iand 

iguide iIT icapabilities iby ifocusing ion ivalue ichains. iCreated iby iThe iOpen 

iGroup, iIT4IT iuses ia ivalue ichain iapproach ito iconstruct ia imodel iof ifunctions 

ithat iIT iorganizations ifollow ito icreate ia iproduct ior iservice. iThe iIT4IT istandard 

iis iorganized iaround imultiple ivalue istreams ithat ioutline iwhere ivalue iis iadded 

iin ieach istage iof ithe iIT iprocess i(Tambo i& iFiltenborg, i2019). 

 

IT4IT iStrengths 

https://www.techtarget.com/searchdatacenter/definition/IT
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One iof ithe istrengths iof iimplementing ithe iIT4IT iframework iis ithat iprovides ithe 

istructure ineeded ifor iorganizations ito iorganize itheir iIT imanagement iand 

isupports idigital ienterprises i(Hartmann, iA., i& iAuth, iG. i(2021). 

Another istrength iof ithe iIT4IT imodel iis ithat ithe itool ican ihelp ireduce icost iin 

iIT imanagement iand ienables iIT imanagement ito iwork iacross ithe iwhole ivalue 

ichain; iThis iresults iin icost ireduction iand iefficiencies i(Akershoek, i2016). 

Another istrength iof iIT4IT iis ithat ithe itool ican ihelp ireduce ithe irisk iof ierrors. i 

iThe ierror ireduction ican iresult iin iother ibenefits iinstead iof ireducing irework iand 

iimproving ithe iquality iof ithe iprocesses i(Josey, i2015a). 

Another istrength iof iIT4IT iis ithat iit iintegrates iwell iwith iother iframeworks, isuch 

ias iITIL, iCOBIT iand iISO i27001. i iThe imapping ito iother istandards ienables ithe 

iorganizations ito ireap ithe ibenefits iof ileveraging ion iother ibest ipractices iand 

istandards ifor ia ihigher iperforming iIT iorganization i(Josey, iA. i(2016). 

Another istrength iof iIT4IT iis ithat ithe itool ican ilead ito ifaster ideployment iof 

isoftware. iDelivering ithe iIT isoftware iprojects ion itime, ibudget iand imeeting ithe 

irequirements iof ithe ibusiness iusers iis ia icritical isuccess ifactor i(Josey, i2017). 

Another istrength iof iIT4IT iis ithat iit ithat ithe iThe iOpen iGroup ioffers itwo itypes 

iof icertifications. iThere iis ithe ipopular iThe iOpen iGroup iArchitecture iFramework 

i(TOGAF) iand iknowledge-based icertifications, isuch ias iIT4IT. iThe iattainment 

irelevant iskills iis ione iof ithe icriteria ifor ia imature iIT iorganization ithat iis 

ialigned ito ithe ibusiness igoals iand iobjectives i(Josey, i2015b). 

 

IT4IT iWeaknesses 

One iof ithe iweaknesses iof ithe iIT4IT iframework iis ithat iit irequires imultiple 

icatalogues ifor iconsumers ito inavigate iand irequest iavailable iservices. i iThis ican 

idegrade ithe icustomer iexperience i(Hartmann i& iAuth, i2020). 

Another iweakness iof ithe iIT4IT iframework iis ithat iit ihas ino iservice 

isubscription, iusage, iand ichargeback itraceability. iIt ialso irequires ithe icreation iof 

ifulfillment iincidents, iprojects ior imanpower, iwhich iwill icause idelays, iwhen 

ithere iare itoo imany icustomer iservice irequests. iIt iprovides ia iservice 
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iconsumption iexperience, iwhich iexposes iIT icapabilities iand iresources, ias 

iopposed ito ivalued iservices i(Betz i& iJahn, i2016). 

Zero iTrust iMaturity iModel i(ZTMM) 

 

Figure i25 

The izero-trust isecurity imodel iis ia icybersecurity iapproach ithat idenies iaccess ito 

ian ienterprise's idigital iresources iby idefault iand igrants iauthenticated iusers iand 

idevices itailored, isiloed iaccess ito ionly ithe iapplications, idata, iservices, iand 

isystems ithey ineed ito ido itheir ijobs i(Modderkolk, i2018). 

Enterprises irelied ion ia icastle-and-moat icybersecurity imodel, iin iwhich ianyone 

ioutside ithe icorporate inetwork iperimeter iis isuspect iand ianyone iinside igets ithe 

ibenefit iof ithe idoubt. iThe iassumption ithat iinternal iusers iare iinherently 

itrustworthy, iknown ias iimplicit itrust, ihas iresulted iin imany icostly idata ibreaches, 
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iwith iattackers iable ito imove ilaterally ithroughout ithe inetwork iif ithey imake iit 

ipast ithe iperimeter i(Badhwar, i2021). 

Instead iof ifocusing ion iuser iand idevice ilocations irelative ito ithe iperimeter, 

iinside ior ioutside ithe iprivate inetwork, ithe izero-trust imodel igrants iusers’ iaccess 

ito iinformation ibased ion itheir iidentities iand iroles, iregardless iof iwhether ithey 

iare iat ithe ioffice, iat ihome ior ielsewhere. iIn izero itrust, iauthorization iand 

iauthentication ihappen icontinuously ithroughout ithe inetwork, irather ithan ijust 

ionce iat ithe iperimeter i(Badhwar, i2021). 

Strengths iof ithe iZTMM 

One iof ithe istrengths iof ithe iZTMM iis ithat iit ioffers iprotection iof isensitive idata 

iand isupport ifor icompliance iauditing. iThere iare imany iregulations ithat imandate 

ithe iprotection iof ipersonal idata iand iZTMM ihelps iin ithe icompliance i(Jansen i& 

iTokerud, i2022). i 

Another istrength iof ithe iZTMM iis ithat iit ilowers ibreach irisk iand idetection itime 

iand iprovides ivisibility iinto inetwork itraffic iand iprovides ibetter icontrol iin icloud 

ienvironments. iIt iprovides ianalytics iin ireal-time i(Ali, iHijjawi, iCampbell, 

iGregory i& iLi, i2022). 

Another istrength iof ithe iZTMM iis ithat iit iincludes imicrosegmentation, iwhich iis 

iaa ifundamental iprinciple iof icybersecurity. iMicrosegmentation ienables iIT ito iwall 

ioff inetwork iresources iin idiscrete izones, icontaining ipotential ithreats iand 

ipreventing ithem ifrom ispreading ilaterally ithroughout ithe ienterprise. iWith izero-

trust imicrosegmentation, iorganizations ican iapply igranular, irole-based iaccess 

ipolicies ito isecure isensitive isystems iand idata, ipreventing ian iaccess ifree-for-all 

iand ilimiting ipotential idamage i(Kindervag, i2010). 

Weaknesses iof iZTMM 

One iweakness iof ithe iZTMMM iis ithat ithe ipiecemeal iadoption ican ileave 

isecurity igaps. iBecause iimplicit itrust iis iso iingrained iin ithe itraditional iIT 
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ienvironment, iit iis ivirtually iimpossible ito itransition ito ia izero-trust iframework 

iovernight. iImplementation iis ialmost ialways ipiecemeal, iwhich ican iresult iin 

igrowing ipains iand isecurity igaps i(Mathijssen, iOvereem i& iJansen, i2020). 

Another iweakness iis ithat ithe itool ican icause ifriction iwith ilegacy itech. iZero-

trust itools imay inot ialways iplay inicely iwith ilegacy itechnology, icreating 

itechnical iheadaches iand ipotentially irequiring imajor iarchitectural, ihardware iand 

isoftware ioverhauls i(Sullivan, iRivard, iShin i& iRosen, i2016). 

Another iweakness iis ithat isince izero itrust iis inot ia isingle iproduct ior itechnology, 

ibut iinstead ian ioverarching istrategy iencompassing ithe ientire iIT ienvironment, 

ithere's ino isimple ipath ito ifull iadoption i(Motloung i& iQuak, i2022). 

Another iweakness iis ithat iit iis ionly ias igood ias iits iaccess icontrol. iA izero-trust 

istrategy ihinges ion iidentity iand iaccess icontrol, irequiring inear-constant 

iadministrative iupdates ito iuser iidentities, iroles, iand ipermissions ito ibe ieffective 

i(Masinde i& iGraffi, i2020). 

Another iweakness iis ithat ithe itool ican ihurt iproductivity. iZero itrust's igoal iis ito 

irestrict iuser iaccess ias imuch ias ipossible iwithout iunduly ihindering ithe ibusiness. 

iBut ioverzealous ipolicies ican iblock iusers ifrom iresources ithey ineed, ihampering 

iproductivity i(Smits i& iVan iHillegersberg, i2015). 

NIST iRisk iManagement iFramework i(RMF) 

 

Figure i26 
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The iRisk iManagement iFramework iis ia itemplate iand iguideline iused iby 

icompanies ito iidentify, ieliminate, iand iminimize irisks. iIt iwas ioriginally 

ideveloped iby ithe iNational iInstitute iof iStandards iand iTechnology i(Maclean, 

i2017). 

The iRMF ican ibe ieasily iadopted iby iorganizations ioperating iin ithe iprivate 

isector. iBusinesses icannot iexist iwithout iexposing ithemselves ito irisks isuch ias iIT 

iproblems, ilitigation iand iloss iof icapital. iWhile iit iis iimpossible ito ieliminate iall 

irisks iinvolved iin irunning ia ibusiness, ithey ican ibe iminimized i(Jackson, iRussell 

i& iCowles, i2017). 

RMF istrengths 

The ifirst istrength iis ithat ithe iRMF ihelps iin iimplementing ithe iRisk iManagement 

iFramework iis ito iidentify ithe irisks ithat ithe iorganization ifaces i(Ross, i2010). 

iThese imight iinclude istrategic, ilegal, ioperational iand iprivacy irisks. iThe irisks 

ithat ian iorganization ifaces itend ito ichange iover itime, iso irisk iassessments iwill 

ineed ito ibe iperformed ion ia iperiodic ibasis. iThis iis ithe iidentification icomponent 

i(McCarthy i& iHarnett, i2014). i 

The isecond istrength iis ithat ithe iRMF ihelps iin ithe imeasurement iand iassessment 

icomponent iand ito icreate ia irisk iprofile ifor ieach irisk ithat ihas ibeen iidentified. 

iThis iis ithe imeasurement icomponent i(Ross, iR. i(2007). 

The ithird istrength iis ithat ithe iRMF ihelps iin irisk imitigation. iRisk imitigation 

iinvolves iexamining ithe irisks ithat ihave ibeen iidentified iand idetermining iwhich 

irisks ican iand ishould ibe ieliminated, ias iopposed ito ithe irisks ithat iare ideemed ito 

ibe iacceptable. iPart iof ithis iprocess iinvolves icoming iup iwith imitigation 

istrategies, isuch ias icyber iinsurance. iThis iis ithe irisk imitigation icomponent 

i(Kohnke, iASigler i& iShoemaker, i2016). 

The ifourth istrength iis ithat ithe iRMF ihelps iin irisk ireporting iand imonitoring. 

iThis iessentially imeans iregularly ire-examining ithe irisks ito imake isure ithat ithe 

irisk imitigation istrategies ithe iorganization ihas iadopted iare ihaving ithe idesired 
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ieffect. iThis iis ithe imonitoring icomponent i(Barrett, iHendrycks, iNewman i& 

iNonnecke, i2022). 

The ififth istrength iis ithat ithe iRMF ihelps iin irisk igovernance. iRisk igovernance 

iis ithe iprocess iof imaking isure ithat ithe irisk imitigation itechniques ithat ihave 

ibeen iadopted iare iput iinto iplace iand ithat ithe iemployees iadhere ito ithose 

ipolicies. iAn iRMF ican ihelp ian iorganization ito ireduce iits irisks, ithereby 

iminimizing ilegal iexposure iand ihelping ito imaximize iprofitability. iThis iis ithe 

igovernance icomponent i(Hulitt i& iVaughn, i2010). 

RMF iWeaknesses 

One iweakness iis ithat ithe iRMF iadvocates ifor ia itraditional irisk imanagement 

iapproach. iThe ivarious irisk ifunctions i i imay iwork itogether ito imanage irisks 

ieffectively iin itoday's idynamic ibusiness ienvironment. iAnother iweakness iis ithat 

ithe iRMF imakes ian iorganization irisk iaverse iand iunits ito iwork iin isilos. iA 

isiloed iapproach idoes inot imanage isome itypes iof irisks iwell i(Force, i2018). 

Another iweakness iis ithe isilo-based iapproach iof ithe imodel. iOperating iin isilos 

ialso imeans ithere's ia ilack iof iunderstanding iof ithe ipotential iupstream iand 

idownstream ieffects iof irisk. iA icybersecurity ibreach iis inot ijust ia isecurity 

iproblem ibecause iit icould ialso iinclude icompliance, ifinancial, ioperational, ilegal, 

iand ireputational irisks. i(Ross, i2018). 

ISO i20000 

The iISO istandard ispecifies irequirements ifor ian iorganization ito iestablish, 

iimplement, imaintain iand icontinually iimprove ia iservice imanagement isystem 

i(SMS). iThe irequirements ispecified iin ithe istandard iinclude ithe iplanning, idesign, 

itransition, idelivery, iand iimprovement iof iservices ito imeet ithe iservice irequirements 

iand ideliver ivalue i(Disterer, i2009). 

Strengths iof iISO i20000 

One iof ithe istrengths iof ithe istandard iis ithat ithe itool ican ihelp ia icustomer iseeking 

iservices iand irequiring iassurance iregarding ithe iquality iof ithose iservices. i iThe 
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icustomer iwill ibe iassured ithat ithe iservices idelivered iby ithe iprovider imeet icertain 

irequirements iand ibaselines i(Disterer, i2012). 

Another istrength iof ithe istandard iis ithat ithe itool ican iguide ia icustomer irequiring ia 

iconsistent iapproach ito ithe iservice ilifecycle iby iall iits iservice iproviders, iincluding 

ithose iin ia isupply ichain. iThe istandard ioffers icompetitive idifferentiation iby 

idemonstrating ireliability iand ihigh iquality iof iservice i(Cots i& iCasadesús, i2015). 

Another istrength iof ithe istandard iis ithat ithe itool ican igive iaccess ito ikey imarkets 

iand ibusiness iexpansion ias imany iorganizations iand icustomers iin ithe ipublic 

isector imandate ithat itheir iIT iservice iproviders idemonstrate icompliance iwith iISO 

i20000 i(Cots, iCasadesús i& iMarimon, i2016). 

Another istrength iof ithe istandard iis ithat ithe itool ican ienforce ia imeasurable ilevel 

iof ieffectiveness iand ia iculture iof icontinual iimprovement iby ienabling iservice 

iproviders ito imonitor, imeasure iand ireview itheir iservice imanagement iprocesses 

iand iservices i(Cots i& iCasadesús, i2013). 

Another istrength iof ithe istandard iis ithat ithe itool ican idrive idown ithe icosts iof 

iconformance ito imany ilaws iand istandards, iincluding ithe iPCI iDSS i(Payment 

iCard iIndustry iData iSecurity iStandard), ithe iSarbanes-Oxley iAct iand ithe iData 

iProtection iAct. iThe itool ihelps ileverage iITIL ipractices ito ioptimize iresources 

iand iprocesses i(Ahmad, iRabbany i& iAli, i2019). i 

Weaknesses iof iISO i20000 

One iof ithe iweaknesses iof iISO icertification iis ithat iit iis ian iexpensive iand 

iinvolving iproject. iSome ismall ibusinesses imay ilack ithe imeans iand ibudget ito 

ibecome iISO icertified i(Park i& iKim, i2012). 

Another iweakness iis ithat iin isome icompanies, iISO icertification ibecomes ithe 

igoal iinstead iof ia imeans ito ian ieffective iand iefficient iorganization. i iThe ifocus 

ishould ibe ion iachieving ibusiness igoals ithrough iISO icertification i(Pardo, iPino i& 

iGarcia, i2016). 

Another iweakness iis ithat imanagement ifails ito iunderstand ithe icomplexity iof 

iISO i20000 istandard iand icannot iimplement iit isuccessfully. iThe iattainment iof 
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irelevant iskills iand itraining ion ithe istandard iis ia icritical isuccess ifactor 

i(Aurachman, iUtama i& iHabibie, i2021). 

 

Microsoft iOperations iFramework i(MOF) 

Microsoft iOperations iFramework i(MOF) iis ia imodel ithat iguides iIT iprofessionals 

ithrough ithe iprocesses iof icreating, iimplementing, iand imanaging iefficient iand 

icost-effective iservices i(Pultorak, i2005). i iMOF iis ian ialternative iframework ito 

ithe iInformation iTechnology iInfrastructure iLibrary i(ITIL). iLike iITIL, iMOF 

iincludes iguidelines ifor ithe ientire ilifecycle iof ian iIT iservice, ifrom iconcept ito 

iretirement ior ireplacement i(Pultorak i& iHenry, i2008). i 

Strengths iof iMOF 

One iof ithe istrengths iof ithe iframework iis ithat ithe iplan iphase iensures ialignment 

iwith ibusiness iand iIT iobjectives, ipolicy icompliance, ifinancial imanagement iand 

ireliability i(Henry, iLeenards i& iPultorak, i2008). 

Another istrength iof ithe iframework iis ithat ithe ideliver iphase ienables ienvisioning, 

iplanning, ibuilding, istabilizing, iand ideploying ithe iservice i(Simmons, i2008). 

Another istrength iof ithe iframework iis ithat ithe ideliver iThe ioperate iphase ikeeps 

ioperations, iservice imonitoring iand icontrol iservice, icustomer iservice iand 

iproblem imanagement iin iline iwith iservice ilevel iagreement i(SLA) igoals i(Meyler, 

iFuller i& iAmaris, i2006). i 

Another istrength iof ithe iframework iis ithat ithe imanage ilayer ihelps iIT 

iprofessionals imanage igovernance, irisk, iand icompliance i(GRC); ichange iand 

iconfiguration; iand iteam iservice i(Scannell, i2003). 

Another istrength iof ithe iframework iis ithat ithe ialignment iwith iITIL iallows iIT 

imanagers ito iavoid iretraining istaff imembers ion ithe iessentials iof iMOF iif ithey 

iare ifamiliar iwith iITIL i(Simmons, i2008). 

https://www.techtarget.com/searchitchannel/definition/service-level-agreement
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Weaknesses iof iMOF 

One iof ithe iweaknesses iof ithe iframework iis ithat ithe iadoption itime, ibuy iin 

ifrom iusers, iand iframework ilongevity iseems ito ibe ia icause iof iconcern i(Shapiro 

i& iSpence, i1997). 

 

Another iweakness iof ithe iframework iis ithat ithere iare ino iupdates ifrom 

iMicrosoft ion ithis iframework. i iThis iwas ijust ianother iduplication iof iITIL 

i(Pultorak, i2002). 

Federated iIT iService iManagement i(FITSM) 

FitSM iis ia ilightweight istandard iaimed iat isupporting ithe iimplementation iof iIT 

iservice imanagement i(ITSM). iThe idevelopment iof iFitSM i(Federated iIT iService 

iManagement) iis ibased ion ithe isame itime-tested iprinciples ithat iare iin iother 

iservice imanagement iframeworks iand istandards, isuch ias iITIL iand iISO i20000 

i(Radecki, iSzymocha, iSzepieniec, i& iRóżańska, i2014). 

Strengths iof iFITSM 

One iof ithe istrengths ithat isets iit iapart ifrom iother iframeworks iis ithat iFitSM 

iaims ito ifocus ion ithe iessentials iand iprovide ia iclear, ipragmatic, ilightweight iand 

iachievable istandard ithat iallows ifor ieffective iIT iservice imanagement i(ITSM) 

i(Mora, iMarx-Gomez, iWang i& iDiaz, i2021). 

In iaddition ito irequirements ifor ia iservice imanagement isystem i(SMS), iFitSM 

iincludes iguidance ithat iorganizations ican iadapt ito itheir ispecific ineeds, ias iwell 

ias iimplementation iadvice iand ia imaturity iassessment ischeme i(Feversani, iDe 

iCastro, iMarcos, iPiattini i& iMartín-Peña, i2022). 

FitSM iis ifree ito iuse. iThe iFitSM istandard iand irelated imaterial iis ipublished iby 

ithe iFitSM iworking igroup iand ilicensed iunder ia iCreative iCommons iInternational 

iLicense. iThis imakes iFITSM iwidely iaccessible ilike iopen-source isoftware iand iis 

iaffordable ito ismall iand imedium ienterprises i(Jean-Laurent, i2015). 

FitSM iis ibased ion ithe isame ikey iideas ithat iunderpin iITIL. i iThe iFitSM 

iterminology iis iclosely ialigned iwith ithe iITIL. iThe iFitSM iis ia imore ireduced 

iand ilightweight iset iof iprocesses ithat ican ibe iconsidered ia ivalid ifirst istep 
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itowards iimplementing ithe ifull iset iof iprocesses irecommended iby iother 

iframeworks isuch ias iITIL i(Hilmer, i2019). 

FitSM iwas idesigned ito ibe icompatible iwith iISO i20000 iand iis ibased ion ithe 

isame ikey iideas iand iprinciples. iAs ia ilightweight istandard, iFitSM iis imore 

icompact iand iputs ian iemphasis ion ikeeping ithings isimple i(Mishev, iFiliposka, 

iPrnjat i& iLiabotis, i2018). 

For iorganizations ilooking ito iget icertified iagainst iISO i20000, iFitSM iis ia igood 

istarting ipoint, ias iit idefines iminimum irequirements ifor ia isound iplatform iof 

igood iservice imanagement ipractices. iThis iapproach ican ibe iexpanded iif iand ias 

irequired ito imeet ithe ifull iset iof iISO i20000 irequirements i(Chunpir i& 

iIsmailzadeh, i2019). 

 

FitSM iprovides idocuments iwith irequirements iand isupporting iguidance iand 

iYaSM iprovides ia iready-to-use iprocess imodel iin ipopular iformats i(EGI i& 

iPapadopoulou, i2018). iBoth iFitSM iand iYaSM iaim ito iprovide iclear iand 

ipragmatic iadvice iand ihave itheir iroots iin ithe itraditional iservice imanagement 

iframeworks isuch ias iITIL, ithere iis ia igood imatch ibetween iFitSM iand iYaSM 

i(Barbot, iet ial., i2021). i 

The iFitSM iprocess imodel iincludes ia icomplete iset iof itemplates ifor iservice 

imanagement iprocesses iand idocuments. iWith ithese itemplates, iorganizations ithat 

ineed ito idesign itheir iservice imanagement iprocesses isave itime iand ieffort, ias 

ithey iadapt iexisting icontent iand ido inot ihave ito istart ifrom inothing i(Demeester, 

iVan iDaele, iWauters i& iHrasnica, i2022). 

Weaknesses iof iFITSM 

One iof ithe iweaknesses iof iFitSM iis ithat iit iis inot ipublished iby ian iestablished 

istandardization iorganization isuch ias iISO. iThis imeans iit ilacks ithe icapability ito 

iscale ibeyond iits ioriginal ilocale iand icommunities i(Sipos, iLa iRocca, iScardaci i& 

iSolagna, i2019). 

VeriSM 

VeriSM iis ia iservice imanagement iapproach ifrom ithe iorganizational ilevel, 

ilooking iat ithe iend-to-end iview irather ithan ifocusing ion ia isingle idepartment. 
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iThe iacronym iVeriSM istands ifor iValue-driven, iEvolving, iResponsive, iIntegrated, 

iService iManagement i(Cooper, i2018). 

Strengths iof iVeriSM 

One iof ithe istrengths iis ithat iVeriSM irecognizes ithat iservice imanagement iis ino 

ilonger ijust ifor iIT, isince ithe idelivery iof iservices ito icustomers itends ito iinvolve 

imany iparts iof ithe iorganization, isuch ias ifinance, imarketing, imanufacturing, 

isales, ilegal, iand ilogistics i(Brissaud, i iSakao, iRiel i& iErkoyuncu, i2022). 

VeriSM idiscusses ithe iimpact iof idigital itransformation ion iservice iproviders iand 

iservices. iNew ibusiness imodels iand iadvanced itechnologies imean iincreased 

icompetitive ichallenges ifor iservice iproviders, ibut ialso iopportunities ito igain ia 

icompetitive iedge. iTechnology iis ioften iat ithe iheart iof ithese inew ibusiness 

imodels iand ipermeates ievery ipart iof ithe iorganization, iwhich ileads ito ithe 

irecognition ithat iservice imanagement i i imay ibe ian iorganizational icapability, inot 

ian iIT icapability i(Agutter, i2018). 

VeriSM ihighlights iwhat iis inecessary ifor iorganizations iin iterms iof icompetencies 

iand iteams, itouching ion itopics isuch ias igeneric icompetencies, iemotional 

iintelligence, iethics, iteam ibuilding iand ilearning ipaths. iVeriSM ihelps imanagers 

ito idiscuss icommon iservice iprovider ichallenges, isuch ias irelation imanagement, 

icommunication, iand iorganizational ichange imanagement i(Agutter, ivan iHove, 

iSteinberg i& iEngland, i2017). i 

VeriSM, igovernance iis ia isystem iby iwhich iorganizations iare idirected iand 

icontrolled. iOrganizations iare iadvised ito iestablish ia igovernance iframework ithat 

iincludes, iamong iothers, iprinciples, ipolicies, iprocesses, iplans iand imetrics. 

iVeriSM iprinciples iare itypically idrawn iup ifor iseveral iareas isuch ias isecurity, 

irisk, iquality, ietc., iand ithen icommunicated ito iall istaff iwho iare iinvolved iin ithe 

idevelopment iand ioperation iof iproducts iand iservices. iOnce ithe iorganizational 

iprinciples iare iset, ipolicies, iprocesses, iplans iand imetrics ishould ibe idefined ito 

itranslate ithe iprinciples iinto idetailed iguidance i(Mora, iMarx-Gomez, iWang i& 

iDiaz, i2021). 

According ito iVeriSM, igovernance iis ia isystem iby iwhich iorganizations iare 

idirected iand icontrolled. iVerism ihelps iorganizations ito iestablish ia igovernance 
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iframework ithat iincludes, iamong iothers, iprinciples, ipolicies, iprocesses, iplans iand 

imetrics i(Kopcha, iNeumann, iOttenbreit-Leftwich i& iPitman, i2020). 

VeriSM iprinciples iare itypically idrawn iup ifor iseveral iareas isuch ias isecurity, 

irisk, iquality, iand ithen icommunicated ito iall istaff iwho iare iinvolved iin ithe 

idevelopment iand ioperation iof iproducts iand iservices. iVeriSM iensures ithat ionce 

ithe iorganizational iprinciples iare iset, ipolicies, iprocesses, iplans iand imetrics 

ishould ibe idefined ito itranslate ithe iprinciples iinto idetailed iguidance i(Grönroos, 

i1997). 

VeriSM istarts iwith ithe iconsumer, iwho iprovides ithe irequirements ifor ithe 

iservices ito ibe idelivered. iConsumers iare iat ithe iend iof ithe iVeriSM imodel, 

iwhere ithey ireceive iservices iand iprovide ifeedback. iVeriSM idescribes ithe 

irelationship iwith ithe icustomer ias ia icritical iaspect iand iprovides isome 

irecommendations ifor ithe igathering iof iservice irequirements i(Kerzner i& iSaladis, 

i2011). i 

VeriSM iintroduces ithe imanagement imesh iby iproviding ithe iflexibility ito imanage 

iand iuse ivarious iframeworks, istandards, imethodologies, imanagement iprinciples, 

iand iphilosophies. iThe imanagement imesh ican ibe iadapted ias inecessary ifor ia 

iparticular iproduct ior iservice; iit iincludes ithe iresources, ienvironment, itools, 

iprocesses, itechnologies, iand imanagement ipractices iused iin ithe iorganization. 

iBuilding ithe imesh iessentially imeans iselecting ithe iright iresources, iprocesses, 

itechnologies, imanagement ipractices ietc., iin iline iwith ithe irequirements iof ithe 

iorganization iand ithe iservices ioffered i(Cravens, iPiercy i& iBaldauf, i2009). 

VeriSM idefines ifour ihigh-level istages ifor iservices: iDefine, iProduce, iProvide 

iand iRespond. iFor ieach istage, iVeriSM idescribes iits ipurpose, ithe iaspects ito ibe 

iconsidered, ithe itypical ihigh-level iactivities ias iwell ias ithe ikey iinputs iand 

ioutputs. iTo ibring ithe istage iconcept ito ilife, iorganizations iare iadvised ito iapply 

itheir iunique imanagement imesh iand idefine itailor-made iprocesses ifor ieach istage, 

ias irequired i(Wu, iFan, iYang i& iHe, i2021). 

VeriSM ipresents ia iselection iof iprogressive imanagement ipractices iand iemerging 

itechnologies ithat ioften ihave itheir iroots iin iother iareas isuch ias imanufacturing 

iand isoftware idevelopment iand iare iincreasingly iapplied iin ithe ifield iof iservice 

imanagement. iVeriSM iencourages iorganizations ito iexplore ivarious ipractices, iand 
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ito iadopt iwhatever imethods ihelp ithem iserve itheir icustomers ibetter i(Feversani, 

iDe iCastro, iMarcos, iPiattini i& iMartín-Peña, i2022). 

Weaknesses iof iVeriSM 

One iof ithe iweaknesses iis ithat isince iVeriSM iis inot ian iofficial istandard, ithere 

iare ino icertifications ifor ibusinesses iand iother iorganizations. iService iproviders 

ithat iwish ito idemonstrate iexcellence iand igood igovernance iin iservice 

imanagement imay ichoose ito iget icertified iagainst iISO i20000 i(Mora, iMarx 

iGomez, iReyes-Delgado i& iAdelakun, i2022). 

Service iIntegration iand iManagement i(SIAM) 

SIAM iis ia imanagement imethodology ithat ican ibe iapplied iin ian ienvironment 

ithat iincludes iservices isourced ifrom iseveral iservice iproviders. iThe iacronym 

iSIAM istands ifor iService iIntegration iand iManagement i(Holland, i2015). 

Strengths iof iSIAM 

One iof ithe istrengths iof iSIAM iis ithat iit iis ian iadaptation iand ievolution iof 

iITIL. iMany iprocesses iin ia iSIAM iecosystem iare ifamiliar iprocesses ilike 

iincident imanagement iand ibusiness irelationship imanagement, iand ithe iSIAM 

iapproach ishould ibe icombined iwith ithe iITIL iservice ilifecycle iapproach. iSIAM 

iprovides iguidance ifor ienhancing iand iadapting ithese ipractices iand iprocesses ifor 

imulti-sourced iservice idelivery imodels. iPhilosophies ilike iLean, iAgile iand 

iDevOps ihave ibeen igaining itraction, ihelping iorganizations ito ibuild imore 

iefficient iSIAM imodels i(Armes, iEngelhart, iMcKenzie i& iWiggers, i2015). i 

At ithe ihighest ilevel, iSIAM iis ipresented ias ian iecosystem iconsisting iof ithree 

ilayers: iThe icustomer iorganization, ithe iservice iintegrator, iand ithe iservice 

iprovider(s). iThe iservice iintegrator ilayer iis iSIAM's iunique iconcept ito iensure 

iappropriate igovernance iacross iall iservice iproviders i(Virri, i2017). 

The iSIAM iroadmap iis ia ihigh-level iplan ifor ithe iimplementation iof iSIAM ias 

ipart iof ian iorganization's ioperating imodel. iThe iroadmap iconsists iof ifour istages: 

iDiscovery i& istrategy, iPlan i& ibuild, iImplement, iRun i& iimprove i(Virtanen, 

i2015). i 
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The iSIAM iroadmap iincludes iactivities ifor irunning iand iimproving ithe 

iorganization's iservice imodel, iso iit's inot ithe idescription iof ia ione-time iinitiative 

ibut iof ian iongoing ieffort ito iadopt iand imaintain ithe iSIAM iecosystem. iThe 

iSIAM iroadmap iis ilike ithe iservice ilifecycle iconcept iknown ifrom iother iservice 

imanagement ipractices i(Goldberg, iSatzger i& iKieninger, i2015). 

There iare ivarious ioptions ifor isetting iup ithe iservice iintegrator ilayer. iSIAM 

idescribes ifour icommon istructures. i iExternally isourced iwhere ian iexternal iparty 

itakes ithe irole iof ithe iservice iintegrator. iInternally isourced iwhere ia iservice 

iintegration icapability iis iprovided iwith ithe iorganization's iinternal iresources. 

iHybrid iwhere ithe iorganization icollaborates iwith ian iexternal iparty ito iprovide 

ithe iservice iintegration icapability. iLead isupplier iwhere ithe irole iof iservice 

iintegrator iis itaken iby ian iexternal iparty ithat iis ialso ian iexternal iservice 

iprovider i(Clifford, i2016). i 

Organizations ithat iwish ito iadopt ithe iSIAM iapproach iface ispecific icultural 

ichallenges, iand iSIAM iincludes iguidance ifor ithree icultural iaspects ithat ishould 

ibe iconsidered: iCultural ichange, iCollaboration iand icooperation, iCross-service 

iprovider iorganization i(Auth i& iNägele, i2018). 

Weaknesses iof iSIAM 

One iof ithe iweaknesses iof iSIAM iis ithat iit iis inot ia iprocess, iand iit idoes inot 

idefine ia iset iof iprocesses ithat iorganizations ishould iintroduce. iSIAM 

iacknowledges ithat iprocesses iare ia ikey ielement iof ithe iSIAM imodels iadopted 

iby iindividual iorganizations, iand iadvises ithat iorganizations iuse iother iprocesses, 

iwhich iare ioften ifamiliar iones ifrom iother iservice imanagement ipractices ilike 

iITIL iand iISO i20000 i(Lehtonen, i2017). 

Another iweakness iof iSIAM iis ithat iit iis inot ian iinternational istandard. iIt iis inot 

ideveloped ior isupported iby ian iinternational ibody ilike the iISO. iThis imeans ithat 

iSIAM icannot iscale iwidely ilike iISO i20000 ior iITIL iand ican ionly ibe iapplied iin 

ilocal iregions iand icommunities i(Goldberg i& iSatzger, i2015 

Yet ianother iService iManagement iModel i(YaSM) 
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The iYet ianother iService iManagement iModel idescribes ia istraightforward iset iof 

iprocesses ithat ienables iorganizations ito ilearn iby iexample iand ibridge ithe igap 

ibetween itheory iand ipractice i(Kempter i& iKempter, i2010). 

Strengths iof iYaSM 

One iof ithe istrengths iof ithe iYaSM iservice imanagement imodel iis istreamlined 

iand ihas iperfectly iclear istructure ithat imakes iit ieasy ito iunderstand ithe ipurpose 

iof ieach iprocess. iFor ieach iprocess, iYaSM iprovides ia idetailed itemplate, 

idescribing ithe iactivities ito ibe iperformed, ithe irequired iinputs iand ithe iresulting 

ioutputs, ias iwell ias ithe iresponsibilities i(Hilmer, i2019). 

The imain iproduct iin ithe iYaSM iproduct ifamily iis ithe iYaSM iProcess iMap. iFor 

ieach iprocess iand isub-process, ithe iservice imanagement iprocess imodel idefines iin 

ithe iform iof ia idiagram ithe iactivities ito ibe iperformed, ithe irequired iinputs iand 

ithe iresulting ioutputs. iIt ialso icontains ia ifull iset iof idetailed idocument itemplates 

ifor ithe idocuments iand irecords iproduced iby ithe iYaSM iprocesses i(Paradice, 

i2009). i 

The iYaSM iProcess iMap iis icurrently iavailable ifor itwo iplatforms, iMicrosoft 

iVisio, iand iARIS iand iin iBPMN iXML iformat. iAll idiagrams iand idocuments iare 

icompletely ieditable, iwhich imakes ithe iprocess imodel ithe iideal istarting ipoint ifor 

ideveloping ia iset iof iprocesses itailored ito ithe ineeds iof ispecific iorganizations 

i(Reiter i& iMiklosik, i2020). 

The iYaSM iand iISO i20000 iBridge irelates ithe iYaSM iprocesses ito ithe iISO 

i20000 irequirements iand ispecifically iaddresses ithe ineeds iof iorganizations ithat 

iwish ito iachieve icertification iagainst iISO i20000. iIt iis ithe iperfect icompanion ias 

iorganizations iget iready ifor ithe iISO i20000 iaudit. iYASM iprovides ia istreamlined 

iprocess imodel ithat iis ieasier ito iunderstand, ihas ia iperfectly iclear iand ipragmatic 

istructure, iand iis isupported iby ia ifull iset iof iready-to-use itemplates. iYASM iis ia 

imodel ithat ican ibe iused ifor ibusiness iservice imanagement iand ienterprise iservice 

imanagement i(Miklošík, i2020). 

Weaknesses iof iYaSM 

One iof ithe iweaknesses iof iYaSM iis ithat iit iis inot ian iinternational istandard. iIt 

iis inot ideveloped ior isupported iby ian iinternational ibody ilike iISO. iThis imeans 
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ithat iSIAM icannot iscale iwidely ilike iISO i20000 ior iITIL iand ican ionly ibe 

iapplied iin ilocal iregions iand icommunities i(GBR, i2016). 

Universal iService iManagement iBody iof iKnowledge i(USMBOK) 

USMBOK iincludes ia iset iof igenerally iaccepted iterms, imethods, iconcepts, iand 

ibest ipractices ifor iservice imanagement. iUSMBOK iintroduces ioutside-in ior 

icustomer icentric ithinking ito ithe itraditional iITSM ithinking iwhile isharing imany 

iof iits iunderlying iprinciples iwith iother iservice imanagement iframeworks iand 

istandards isuch ias iITIL iand iISO/IEC i20000 i(Clayton, i2008a). i 

Strengths iof iUSMBOK 

One iof ithe istrengths iof ithe iUSMBOK iis ithat iit iincludes ia idescription iof ithe 

iservice ilifecycle, irepresenting isignificant iservice istages ifrom iidentification iof ian 

iopportunity ito iprovide iservice iretirement. iFor ieach ilifecycle istage, iit idescribes 

iseveral ielements iPrimary iinputs, iPrimary ioutputs, iMajor iinfluences ifrom ithe 

icustomer iperspective, iMajor iinfluences ifrom ithe iservice iprovider iperspective 

iand iMajor iactivities iperformed iduring ithe istage i(Walsh i& iO’Brien, i2017). 

The iUSMBOK iknowledge idomain iareas irelate ito iseveral iprocesses iincluding 

iService iCustomer imanagement, iService iFulfillment iManagement, iService 

iQuality iManagement, iService iDelivery iManagement, iService iOperations 

iManagement, iService iInfrastructure iManagement, iand iService iValue 

iManagement i(Delener, i2012). i 

The iUSMBOK iorganizes, idistils, iand iprovides ia iready ireference ito ia icore ibody 

iof iknowledge ifor iservice imanagement iuniversally iapplicable ito iany iservice 

iprovider iorganization. iThe iGuide iprovides ia isingular, icoherent, iand iconsistent 

iapproach ito ithe idevelopment iof ia iservice imanagement isystem, iand ia 

idescription iof ithe ivital iroles irequired ito isuccessfully iestablish iand istaff ia 

iservice iorganization i(Sansbury, iBrewster, iLawes i& iGriffiths, i2016). 

The iUSMBOK icodifies iand iconnects ithe inumerous ielements iof ia iservice 

imanagement isystem iand iservice iorganization iinto ian ioperational iservice imodel 

iand ienables ithe ileveraging iand iexploitation iof imany idisparate iinformation 

isources, istandards, iand iindustry iframeworks i(Fielt, iBohmann, iKorthaus, iConger 

i& iGable, i2013). 
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Weaknesses iof iUSMBOK 

One iof ithe iweaknesses iof iUSMBOK iis ithat iit iis inot ian iinternational istandard 

ilike iISO i20000. iISO i20000 iis ithe ionly iinternationally iaccepted istandard ifor 

iITSM. i iThis imeans iUSMBOK icannot iscale iinternationally i(Ordóñez ide iPablos, 

i2013). 
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2.20.1 Research Gaps 

Kenya is only starting to realize the benefits of IT and digital transformation.  Kenya 

and Africa have been lagging the rest on the world in digital transformation and 

Internet penetration.  The topic on alignment resonates well in Europe, the United 

States, Asia, and other developed nations. However, this is the opportune time for 

Kenya and Africa to rise and embark in efforts to attain IT strategic alignment and roll 

out digital transformation initiatives to remain competitive. 

There is also the need to go beyond alignment in the research.  There is need for 

enterprises to move beyond alignment to system thinking (Jensen-Waud & J. Gøtze,, 

2012).  Some IT leaders lack the business communication skills (Jensen-Waud & J. 

Gøtze, 2013). Managers do not understand or are not well trained to merge the business 

and IT. Aligning an immature IT department to the right business goals will not get the 

organization effective and successful. This is called the alignment trap (Shpilberg et al., 

2007). The time lapses between business and IT budgeting processes lead to failed 

alignment efforts. The pace of change is high. Due to the delays, once an IT plan is 

enacted, the technology is already obsolete (Chan & Reich, 2007). 

The IT strategic alignment maturity literature has not taken the disruptive innovation 

and third platform technologies into consideration. The third platform technologies can 

enable business that are not already aligned to leapfrog the aligned ones.  Internet of 

Things (IoT) technology will support the sensor generated big data processing for smart 

cities (Farhan, Kharel, Kaiwartya, Hammoudeh, & Adebisi, 2018). According to the 

World Economic Forum future information technology (IT) skills that will be needed 

are AI.  Analytics, big data and cybersecurity.  The current skills even for aligned 

organizations may not be adequate. There are delays in addressing cyber risk for cloud, 

internet of things (IoT) and mobility (Evans, 2016). 

There is evidence that technostress activates a stress response, which often has long-

term health implications even in aligned organizations (Atanasoff & Venable, 2017). 

There is the need to ensure environmentally friendly computing that is not catered for 

in aligned organizations (Emmanuel, Sanjay, Rytis, Robertas, & Luis, 2017).  

The SAMM leaves out the criteria on customer experience which is critical for success 

of organizations. The SAMM lacks the focus on the business performance which is an 

outcome that all alignment efforts should work towards (Fonstad, i2006). 
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L’Écuyer and Raymond (2020) noted there was a gap in the literature failing to 

consider the HR function of industrial SMEs through the strategic alignment of e-

HRM. 

Jorfi, Jorfi, Yaccob and Shah (2011) noted that previous researchers failed to study the 

relationships among strategic management, strategic behaviors, emotional intelligence, 

IT-business strategic alignment, motivation, and communication effectiveness.  

Avison, Jones, Powell, and Wilson (2004) observed that previous researchers had not 

applied and validated the strategic alignment model.  

Yayla and Hu (2012) observed that previous researchers had not studied the impact of 

IT-business strategic alignment on firm performance in a developing country setting 

using the moderating roles of environmental uncertainty and strategic orientation. 

 

Table 3: Research Gaps 

Authors Strategic Alignment 

Literature inclination 

Research Gaps 

Henderson and 

Venkatraman (1999).  

The allocation of IT 

budgets for optimal 

business support. 

Leveraging information 

technology for 

transforming 

organizations.  

The lack of focus on 

business outcomes 

including customer 

experience and business 

performance. 

Broadbent and Weill 

(1997).  

How business and IT 

managers can create IT 

infrastructures. Strategic 

congruence. 

The lack of focus on 

business outcomes 

including customer 

experience and business 

performance. 

Reich and Benbasat (2000).  Factors that influence the 

social dimension of 

alignment between 

business and information 

The lack of focus on 

business outcomes 

including customer 

experience and business 
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technology objectives.  performance. 

Chan, Sabherwal, and 

Thatcher (2006).  

Antecedents and outcomes 

of strategic IS alignment: 

an empirical investigation.  

The lack of focus on 

business outcomes 

including customer 

experience and business 

performance. 

Maes (1999).   A generic framework for 

information management. 

A continuous process to 

contribute to the 

organization’s objectives. 

The lack of focus on 

business outcomes 

including customer 

experience and business 

performance. The lack of 

insights into the impact of 

disruptive innovation and 

technologies. 

Duffy (2004). Moving upward together: 

Creating strategic 

alignment to sustain 

systemic school 

improvement  

The lack of insights into 

the impact of disruptive 

innovation and 

technologies. The lack of 

focus on business 

performance. 

Luftman, Ben-Zvi, 

Dwivedi, and Rigoni 

(2010).  

IT Governance: An 

alignment maturity 

perspective. Five levels of 

maturity. Six criteria of 

maturity namely Skills, 

Value, Architecture, 

Partnership, Governance 

and Communication. 

The lack of insights into 

the impact of disruptive 

innovation and 

technologies. The lack of 

focus on business 

performance. 

Senn (2003).  The Influence of Wireless 

Networks on Information 

Technology Strategy. 

The lack of insights into 

the impact of disruptive 

innovation and 

technologies. The lack of 
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Building shareholder value. focus on business 

performance. 

 

 

 

Figure 27: Alignment Trap 

Source: (Shpilberg et al., 2007) 

2.20.2 Critique of Alignment 

Due to the rate of the changes, the strategy is not always clear. The goal posts keep 

shifting.  Alignment is not possible at that rate (Chan & Reich, 2007). The business 

strategy is hazy and blurred. The IT management needs an existing strategy. Fluidity, 

versatility, and agility are new normal in terms of businesses environment and 

managers are adaptable and flexible (Chen, 2010). 

Alignment is not always beneficial. Managers need to pursue fusion and systems 

thinking and not just alignment. Managers need convergence of the whole ecosystem 

and not just the synchronization of two parties comprised of the IT and business 

departments (Shpilberg et al., 2007). 

The constant and innovative growth of technology makes it hard to align IT with the 

strategic business objectives.  The rate of change of the disruptive and innovation 

technologies is faster than the rate of change of the organizational processes. This 

causes a gap in the business processes and functions. It is like drawing a line in the 
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sand.  Managers can focus on a few technologies that derive the maximum business 

value (Belalcàzar, Diaz, & Molinari, 2016). The CEO–CIO partnership and 

collaboration are critical for alignment (Benlian & Haffke, 2016).  

There are some companies in which IT was aligned but not effective. Their spend on IT 

investments was higher than other non-aligned and more effective companies.  These 

enterprises were in the "alignment trap” (Bain, 2018). 

 

Figure 28: Alignment Trap 

Source: (Bain & Company, 2019). 
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2.21.1 Dependent Variables 

The dependent variable represents the organizational performance ratio. The 

organizational performance measures from the balanced scorecard assess financial or 

non-financial performance. The financial performance used for this study is the Return 

on Assets. The study found out that organizational performance depends on the 

maturity level of the IT strategic alignment. The variable is the Return on Assets 

(ROA). 

2.21.2 Independent variables 

The independent variables measure the levels of maturity. These variables are six 

namely, Communication, Value, IT Governance, Partnership, Architecture and Skills 

maturity levels. 

How competency/value measurement maturity, governance maturity, partnership 

maturity, communications maturity, scope/architecture maturity, partnership 

maturity and skills maturity were identified as contributors of business 

performance 

The classic process of construct validity involves defining the construct, developing a 

measure, collecting data, and evaluating the measure's relationships with other 

measures and external criteria. The researchers consider other forms of validity, such as 

content validity, criterion validity, and concurrent validity, to establish the construct 

validity of a measure. After reviewing the literature, the relationship between various 

aspects of organizational maturity and business performance was confirmed. Some of 

the aspects of maturity that have been identified as potential predictors of business 

performance include competency/value measurement maturity, governance maturity, 

partnership maturity, communications maturity, scope & architecture maturity, and 

skills maturity (Luftman, Ben-Zvi, Dwivedi, & Rigoni, 2010). 
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These aspects of maturity are part of the Strategic Alignment Maturity Model (SAMM) 

Criteria, which is a model that helps organizations assess their alignment between 

business and IT strategies (Adaba, Rusu & El-Mekawy, 2010). The SAMM is the 

theoretical framework for this study. Specifically, the six business-IT alignment criteria 

of the SAM model include communications maturity, governance maturity, partnership 

maturity, scope and architecture maturity, skills maturity, and competency/value 

measurements maturity. The literature suggests that they are important for achieving 

alignment between business and IT strategies (Henderson & Venkatraman, 1999). 

Competency/value measurement maturity involves measuring the contribution of IT to 

the achievement of business goals. Governance maturity, which is the extent to which 

the power to make decisions on IT is defined and shared among management, is 

focused on helping organizations reduce risk and improve compliance effectiveness by 

implementing a framework for compliance and risk management. Partnership maturity 

is about developing partnerships with various stakeholders, while communications 

maturity involves using clear and effective communication channels. Scope and 

architecture maturity, on the other hand, focuses on standardizing and simplifying IT 

systems, and skills maturity involves minimizing the changes that come with the 

deployment of new IT systems (Broadbent & Weill, 1997). 

These maturity measures were identified as contributors of business performance. By 

improving competency/value measurement maturity, governance maturity, partnership 

maturity, communications maturity, scope & architecture maturity, and skills maturity, 

organizations can enhance their IT systems and align them with business goals to 

achieve better business performance (Luftman, Ben-Zvi, Dwivedi, & Rigoni, 2010). 

Importance of communication maturity between IT and Business 
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Effective communication is essential for improving the relationship between IT and 

business, as well as any other groups or individuals. there is a relationship between 

communication maturity and business performance. Effective communication can lead 

to a substantive and enduring impact on an organization's workforce, and mature 

communication practices can lead to optimized performance management processes 

and better business performance. Organizational communication can affect workers' 

performance, which directly affects an organization's output and performance 

(Henderson & Venkatraman, 1999). 

Importance of IT value maturity from IT investments 

Driving value from IT investments is crucial for businesses to realize the objectives and 

goals of their investment decisions. The IT value maturity can drive value from IT 

investments to optimize their potential impact on business functions and enhance the 

business's overall performance. The appropriate IT investments brings value can help 

improve a firm's business performance and that the positive effect of the interaction 

between IT and RD investments on firm performance increases with the extent of 

environmental turbulence in the firm's industry (Broadbent & Weill, 1997). 

Importance of IT governance maturity in organizations 

Effective IT governance is crucial for organizations to optimize risk and manage 

resources to support the organization's mission, goals, and objectives. IT governance is 

a formal framework that ensures IT investments align with business needs. IT 

governance plays a crucial role in ensuring that IT investments are aligned with 

business objectives, contributing to improved business performance. By establishing 

accountability, measuring performance, and identifying underlying issues, IT 

governance can help organizations achieve their business goals and drive value through 

their IT investments (Reich & Benbasat, 2000). 
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Importance of partnership maturity between IT and the business 

Effective partnership between IT and the business is crucial for success in 

organizations. Partnership involves increased collaboration and communication 

between the IT department and business partners. The success of IT partnerships 

requires a clear foundation for the business relationship and a focus on accountability 

and success metrics. The other important KPIs include measures of cost savings, 

productivity gains, customer satisfaction, and service levels (Chan, Sabherwal, & 

Thatcher, 2006). 

Importance of IT architecture maturity (EA) 

Enterprise architecture is a formal, comprehensive approach to aligning an 

organization's IT infrastructure and operations with its business objectives, strategies, 

and goals. Effective enterprise architecture can bring several benefits, including 

improved productivity, agility, timeliness of products and services, revenue growth, 

and cost reduction. The relationship between IT architecture and business performance 

is significant. Properly designed and implemented IT architecture, integrated with a 

well-designed business architecture, can help improve organizational performance and 

contribute to increased competitiveness, innovation, and overall success (Maes, 1999).  

Importance of relevant IT skills maturity 

Having relevant IT skills is essential for a successful career as the demand for 

technology professionals continues to grow. The most important IT skills for success 

include areas such as cloud computing, cybersecurity, AI, data analytics, and software 

development. An increase in employee skills and proficiency and the use of a maturity 

model and maturity assessments can lead to better business performance. As an 

organization progresses through the levels of organizational maturity, it can also 

enhance its overall maturity and ultimately improve its business performance (Duffy, 

2004). 
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2.21.3 Moderating variables 

The moderating variable is the organization reporting structure. The organizational 

reporting structure is critical for ensuring that employees stay organized, work 

productively, and coordinate to achieve the overall mission of the business. The 

structure provides clarity to employees regarding who they should approach for help, 

key decisions, and to whom they should report. A good organizational reporting 

structure is essential for organizations to execute their mission, goals, and business 

strategy. The structure can lead to increased employee engagement, clearer levels of 

responsibility and authority, employee specialization, and camaraderie amongst 

employees at the same level. 
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2.21.4 Conceptual Framework 

Independent Variables Moderating Variables  Dependent Variables 

 

Figure 29: Conceptual Framework 

Source: (Study, 2022). 

The conceptual framework shows the relationship between the independent and 

dependent variables.  The moderating variables are also highlighted. The dependent 

variable is the Return on Assets. The independent variables are the value, skills, 

architecture or scope, communications, governance, and partnerships maturity. 
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2.22 Summary 

The Strategic Alignment Maturity Model (SAMM) proposes six criteria that can be 

used to measure alignment maturity. These six criteria are communication, 

competency, governance, partnership, scope, and value. By evaluating an organization's 

performance against these six criteria, SAMM can help measure the IT strategic 

alignment maturity. SAMM provides sample attributes for each of the six criteria that 

are relevant to the measurement. SAMM's six criteria can help organizations plan and 

implement practices to ensure their strategies support their objectives, and in turn, 

achieve long-term company goals. By using SAMM, organizations can evaluate their 

level of strategic alignment maturity and identify areas for improvement, which can 

lead to improved business performance (Luftman, Ben-Zvi, Dwivedi, & Rigoni, 2010). 

Each of these six criteria plays a significant role in influencing organizational 

performance performance (Luftman, Ben-Zvi, Dwivedi, & Rigoni, 2010). 

Communication: Communication is a key factor in any organization, and it plays a 

crucial role in aligning IT and business objectives. Effective communication between 

the IT and business teams ensures that both parties understand the organization's goals 

and objectives, which in turn leads to better performance performance (Luftman, Ben-

Zvi, Dwivedi, & Rigoni, 2010). 

Competency/skills: Competency refers to the skills and knowledge of the employees 

working in an organization. A high level of competency in both IT and business teams 

helps to ensure that the organization can achieve its objectives effectively and 

efficiently performance (Luftman, Ben-Zvi, Dwivedi, & Rigoni, 2010). 

Governance: Governance refers to the processes, policies, and procedures that an 

organization uses to manage its operations. Effective governance helps to ensure that IT 

and business objectives are aligned and that the organization can achieve its goals and 

objectives performance (Luftman, Ben-Zvi, Dwivedi, & Rigoni, 2010). 

Partnership: Partnership refers to the relationship between the IT and business teams. A 

strong partnership between these two teams helps to ensure that they are working 

together effectively and efficiently, which can lead to better performance performance 

(Luftman, Ben-Zvi, Dwivedi, & Rigoni, 2010). 
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Scope/value: Scope refers to the breadth of an organization's IT and business 

operations. A clear understanding of the scope of the organization's operations helps to 

ensure that IT and business objectives are aligned and that the organization can achieve 

its goals and objectives performance (Luftman, Ben-Zvi, Dwivedi, & Rigoni, 2010). 

 

Architecture: Architecture refers to the organization's IT infrastructure and how it 

supports the organization's goals and objectives. A well-designed and well-maintained 

IT architecture can help to ensure that the organization is able to achieve its goals and 

objectives effectively and efficiently performance (Luftman, Ben-Zvi, Dwivedi, & 

Rigoni, 2010). 

Overall, the six criteria proposed by SAMM are interconnected and are essential for 

organizations to achieve alignment maturity between IT and business. Achieving a high 

level of alignment maturity can help to improve organizational performance by 

ensuring that IT and business objectives are aligned and that the organization is able to 

achieve its goals and objectives effectively and efficiently (Chan, Sabherwal, & 

Thatcher, 2006). 

IT governance frameworks are essential for organizations to implement, manage, and 

report on IT governance. COBIT is the most popular framework. The Information 

Technology Infrastructure Library (ITIL) is another framework that emphasizes IT 

service management and provides a structured approach to IT service management that 

focuses on aligning IT services with business needs (Duffy, 2004).. Frameworks are 

also used to define and prioritize tasks required to manage enterprise security and 

prepare for compliance and other IT audits. The frameworks include the Payment Card 

Industry Data Security Standard (PCI DSS), International Organization for 

Standardization (ISO) 27001 and 27002 standards. The NIST Cybersecurity 

Framework helps organizations identify, assess, and manage cybersecurity risks. The 

NIST CSF provides a common language for cybersecurity and can help align 

cybersecurity efforts with business objectives (Maes, 1999).  

COBIT is designed to help align business objectives with IT goals, processes, and 

practices.  ITIL emphasizes a robust service management culture. These frameworks 

and models complementary to strategic alignment maturity models as they provide a 

structured approach to aligning IT services with business needs. IT governance 
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frameworks like COBIT and ITIL are complementary to strategic alignment maturity 

models and help organizations achieve their business objectives. 

The basic strategic planning models can be useful for establishing an organization's 

vision, mission, business objectives, and values. A model can help outline the specific 

steps needed to reach goals, monitor progress, and address issues as they arise (Senn, 

2003). 

The relationship between the organizational reporting structure and business 

performance can be complex and multi-faceted. While the reporting structure itself may 

not necessarily determine business performance, it can play a role in shaping the 

company's culture, communication flow, decision-making processes, and overall 

efficiency.  Different organizational reporting structures are available, such as flat, 

product, line-and-staff, and network organization structures, among others. Each 

reporting structure can have its own advantages and disadvantages, and organizations 

should choose a structure that complements their growth stage and cycle.  Companies 

can carefully evaluate and design their reporting structures to ensure that they align 

with the company's goals, culture, and operations, which in turn can impact business 

performance (Reich & Benbasat, 2000). 

A direct reporting line to the CEO can be the optimal reporting structure for strategic 

technology leaders like CIOs, which may indicate a potential positive relationship 

between the IT reporting structure and business performance. Implementing a cyber 

security dashboard can help fortify businesses from potential breaches or attacks, which 

could positively impact business performance (Broadbent & Weill, 1997). 

Customer experience is the perception customers have of their interactions with a 

business. It is hugely important for any business as it directly impacts its performance. 

Delivering a great customer experience can increase customer loyalty and reduce the 

friction of customer complaints and returns. This can result in more repeat business and 

positive reviews for the company. Businesses that prioritize delivering great customer 

experiences tend to have better performance and stronger customer loyalty. An 

effective IT organization can augment and enable a great customer experience 

(Henderson & Venkatraman, 1999). 
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CHAPTER THREE 

RESEARCH METHODOLOGY 

3.1 Introduction 

Researchers chose the method that can address the research question. Each research has 

its characteristics and distinctiveness (Yin, 2002). The research method can be 

qualitative, quantitative, or mixed.  Quantitative method researchers can employ the 

correlation experimental, non-experimental, and quasi experiment designs. In this case, 

the research method incorporated the qualitative and quantitative methods. The study 

employed the quantitative correlation design. Quantitative method uses descriptive and 

inferential statistics to describe the population and project the sample results to the 

population (Orcher, 2016). 

3.2 Research Design 

Mugenda (2008) observed that research design can be defined as the process in which 

an investigator goes through from the initialization to the completion of a research 

study. This study employed the quantitative correlational design. Correlational research 

is a method of investigating the relationship between two or more variables. It involves 

observing these variables without controlling or manipulating them. The aim of 

correlational research is to identify variables that have some sort of relationship and to 

understand the extent to which a change in one variable creates a change in the other. 

Correlational research is used to establish a statistical relationship between two 

variables and the strength of this relationship is measured by correlation coefficient, 

which varies between -1 and 1. A positive correlation coefficient indicates that two 

variables increase or decrease together, while a negative correlation coefficient 

indicates that as one variable increases, the other decreases. Some advantages of a 
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correlational research study are that neither variable goes through a manipulative 

process, which is a distinctive feature of this method. The correlational research design 

investigates relationships between variables without the researcher controlling or 

manipulating any of them. A correlation reflects the strength and/or direction of the 

relationship between two (or more) variables, it can be either positive or negative. 

However, there are also some limitations to this research design. The inability to draw 

causal inferences from correlational research, as it is not possible to determine if one 

variable cause another, only that they are related. The correlation does not imply 

causation. Just because two variables are correlated does not mean that one causes the 

other. The choice of design is informed by the research questions. It is good practice to 

integrate two methods within a single study (Creswell, 1994). Selecting the method is 

paramount in the planning and conducting of the study (Saunders, Lewis & Thornhill, 

2009).   

3.3 Research Steps 

The study employed the mixed method for the research. 

● Analyse qualitative data first 

● Then quantitative data 

● Consider CBK banks Tiers. 

● Employed multistage sampling 

● The 9 Tier banks are the in the sample 

● The CIOs as the participants 

● Utilize the Correlation Design (Multiple Regression) 

The design can be quantitative correlation or qualitative case study.  In this case the 

study applied both the quantitative correlation and the qualitative case study design. 

The case study design allows a study to concentrate on single subject and come up with 

themes and codes. Yin (2002) observed that researchers who employ the case study 
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design complete the study in short time compared to the other qualitative designs.  The 

case study design allows one to focus on one company or industry (Kothari, 2004). 

3.4 Target Population 

The population refers to the whole list of people or organizations involved in a research 

study. The population comprised the 39 banks in Kenya as per the Central Bank of 

Kenya supervision report during the study. 

3.5 Sampling Technique and Sample Size 

According to the Central Bank of Kenya supervision report of 2020, the 39 banks are 

categorized into 3 clusters.  The clusters are Large, Medium, and Small.  The Large 

cluster has 9 banks. The Medium cluster has 9 banks. The Small cluster has 21 banks. 

The researcher used the cluster sampling method. This is a method where the 

population is divided into clusters and a sample of clusters is selected. Then all 

members of the selected clusters or cluster are included in the sample. The cluster 

sample banks were the nine banks in the Large cluster or Tier one. The Large cluster 

banks make up approximately 70 % of the Kenyan banking industry market size.  This 

means the results are representative of all the banks in Kenya. The Large cluster banks 

include ABSA Group, Equity, Kenya Commercial Bank, Co-operative Bank, Standard 

Chartered, CFC Stanbic, DTB, NCBA, and I&M. 

 

3.6 Data collection methods 

The researcher used primary and secondary data. The researcher has more control of 

the primary data than the secondary data obtained from public sources. Semi-structured 

questionnaires were administered to the respondents for data collection. The primary 

sources of data were gathered via questionnaires and interviews with respondents. The 
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BITA maturity level was determined using a validated questionnaire instrument based 

on the SAMM framework. Information from secondary sources was gathered from 

investment analysts and the central bank reports. 

3.6.1 Quantitative Method 

The quantitative method traces the association of independent variable on the 

dependent variable numerically (Bryman, 2015). The study used the quantitative 

questionnaire (Mugenda, 2008).  

3.6.2 Qualitative Method 

Qualitative method is employed where the data can be represented in terms of themes 

and codes.  The data is in narrative form and numbers may not be applicable (Bryman 

& Bell, 2015). Researchers get data or stories about the subject by exploring feelings, 

behaviours, and discernments. The study used a survey. The interviewer guided the 

discussions by using member checking and transcript review. Researchers can start 

with transcript review and follow up with member checking to reach saturation 

(Bryman, 2015). 

3.7 Data Collection Methods 

The researcher used primary and secondary data. The researcher has more control of 

the primary data than the secondary data obtained from public sources. 

3.8 Research Tools 

The study utilized various tools namely scales, indexes, survey quetionnaires, 

interviews, and informal observations (Saunders, 2011). 
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3.9 Quality Standards for Research Tool 

The study conducted the quality assurance of the research instruments. These included 

pilot study, reliability, and validity tests.  These tests ensured that the participants 

respond to the instruments with clarity and conciseness. 

3.9.1. Pilot Study 

For the pilot, the study targeted 10% of the target respondents who were not involved 

in the final research. Cooper, Schindler, and Sun (2003) recommended that a sample of 

between 10% to 50% is adequate and significant for a pilot test of a research 

instrument. The pilot test enabled the study to prepare for the final research work. The 

study selected co-operative bank for the pilot study in 2019. 

3.9.1.1 Reliability 

Dependability is related to reliability. The study left the transferability of the findings 

to the reader and future researchers to determine (Sullivan, 2011).  The study conducted 

a reliability analysis to test how reliable the research instrument will be; for this the 

study utilized the Cronbach Alpha test. Cronbach's Alpha = (Number of items / 

(Number of items - 1)) * (1 - (Sum of variances of all items / Variance of total score)) 

The constructs have a different number of items each. The constructs are 

communication, architecture, skills, partnership, value, and governance. The number of 

items for each construct is 5, 5, 5, 5, 5, and 5, respectively. The overall score consists 

of all items from each construct. Cronbach's alpha is a measure of internal consistency 

for a questionnaire or survey. A score of 0.7 or higher is generally accepted as 

indicating good internal consistency, while a score below 0.6 is often considered to 

indicate poor consistency. The Cronbach's Alpha for the given data is 0.803, indicating 

good internal consistency of the items (Cronbach, 1951). 



 

 139 

3.9.1.2 Validity of Research Instruments 

Transferability, Credibility and Confirmability are related to Validity. To measure the 

validity the study utilized both face and content validity (Cooper, Schindler, & Sun, 

2003). For content validity the study pursued the judgement of experts in the field. The 

study undertook face validity that involved going through the research instrument and 

ensuring that all the questions are in line with the research variables. There is no single, 

definitive test of construct validity, nor is it typically established in a single study. The 

SEM method of confirmatory analysis is a valuable tool for evaluating construct 

validity. 

 

3.10 Data Analysis Tools 

For qualitative data, the study used the appropriate methodological triangulation. The 

key themes were coded with literature and the conceptual framework. For quantitative 

data, the study used the SPSS v24 tool for running the regression analysis. 

3.10 The Data Analysis Process 

The study found out how the participants felt about the questionnaire. The study 

utilized both descriptive and inferential statistics. The study undertook diagnostics tests 

to ensure accuracy and fitness of the research data. The study obtained the average 

maturity for each of the six criteria.  

The study collected ROA and PAT data for the nine Tier 1 banks from the Central 

Bank of Kenya (CBK) reports.  Data for year 2019 was used. The study used the above 

data to derive the correlation co-efficient for the maturity and the corresponding 

financial results. 

The study used the following linear regression equation. 
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Dependent variable (Y) = Constant + Slope multiplied by the independent variable 

(X) + Error € 

Y = Dependent Variable (ROA or PAT)   

X is the independent variable: 

X1 is communication criteria  

X2 1is competency/value criteria 

X3 is governance criteria 

X4 is partnership criteria 

X5 is scope/architecture criteria 

X6 is skills criteria 

α = the constant or alpha 

є = error term 

The regression results should be as close to +1 to be considered as positive association. 

Steps in Linear Regression 

1. Affirm the hypothesis.  

2. Affirm the null hypothesis  

3. Gather the data.  

4. Run the regression equation  

5. Examine tests of statistically significant and measures of association  

6. Relate statistical findings to the hypothesis. Accept or reject the null hypothesis.  

7. Reject, accept or revise the original hypothesis. Make suggestions for research 

design and management aspects of the problem. 

3.11 Ethical Considerations 

The researcher sought the clearance of the university and NACOSTI. The researcher 

sought consent and maintained the participants data confidentiality.  The study utilized 

the data for the sole academic purpose. The information collected during the study was 

not utilized for any other purpose other than for the research on BITA maturity and the 

relationship to organizational performance.  The names of participants remained 

confidential. The study pursued the participants’ informed consent including the 
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provision of withdrawal during the process. The study only included the participants 

that have attained the legal age of an adult. 
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CHAPTER FOUR 

RESEARCH FINDINGS AND DISCUSSIONS 

4.1 Introduction 

The chapter is presented in line with the study objectives. The analyzed research data 

was presented in three main sections, the summary of the descriptive results, 

hypotheses testing using t-tests and summary regression analysis to establish how 

Business-Information Technology Strategic Alignment Maturity relates to 

Organizational performance. 

Pilot Study Findings 

Co-operative bank was selected for the pilot study as it is representative of the IT 

department structure as compared to the other Tier one banks.  

There are three primary types of IT organizations based on basic attributes of how IT 

serves the business.  

Utility Provider - primary purpose is to provide common infrastructure and information 

management services.  

Process Optimizer – has two primary purposes; provide common infrastructure and 

information management, as well as help optimize business processes and enable 

business-unit-specific objectives.  

Revenue Enabler – has three primary purposes; common information management 

services, business process optimization, as well as enable customer-facing products and 

services.  

Co-operative Bank profile 

The Co-operative bank of Kenya has a process optimizer archetype. 
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Figure 30. Pilot Study for Co-operative bank 

 

The Process Optimizer archetype group has the following attributes: 

• Primary purpose—The primary purpose of IT is to provide a common 

infrastructure and information management, as well as enable business-unit-specific 

objectives.  

• CIO—The CIO most likely reports to the COO or a business unit executive, and 

primary roles of the CIO are operations manager and business manager. IT executives 

collaborate with business unit executives to help set business goals.  

• Competitive position—The IT organization improves the company’s 

competitive position by using IT to achieve cost reduction and efficiency gains, and by 

optimizing business functions.  

• Funding source—Budgets are funded primarily by business unit and 

secondarily by enterprise planning.  
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• Investment justification—A Process Optimizer justifies IT investments 

primarily by cost reduction potential, and secondarily by business unit requirements 

and revenue gains from existing products.  

• IT success—A Process Optimizer measures IT success primarily by business 

unit executive satisfaction and secondarily by meeting operating performance SLAs.  

Alignment challenges for Process Optimizers include: 

• It is balancing standardization and centralization (that is, the Utility Provider 

focus) with meeting unique business requirements.  

• Establishing IT-to-business touch points at the manager and executive levels, 

building IT awareness of key business success factors, and getting IT to think and 

speak in business terms instead of technical terms.  

• Key performance drivers predict improved alignment (from greatest to least 

impact): 

• Actively identifies opportunities to use emerging technology to meet objectives.  

• Develops and enforces enterprise infrastructure standards.  

• Justifies IT investments primarily by business process optimization that enables 

competitive advantage.  

• Understands business needs, and this understanding is pervasive at the IT 

executive and manager levels.  

The process optimizer level is equivalent to level 3 of the Strategic Alignment Maturity 

Model (SAMM). The characteristic of level3 of the SAMM shows that the IT 

organization is able to communicate its policies and procedures to the business terms 



 

 145 

just like in the process optimizer archetype. The research showed that Coop bank was 

at level 3 of the maturity model. 

Main Study Findings 

Overall SAM Scores 

 

Figure 31. Overall SAM scores 

 

The Central Bank of Kenya (CBK) reported that Kenya has 39 commercial banks. 

There are other deposit taking microfinance institutions (DFI), and Savings and Credit 

Co-operatives (Sacco).  The limits of this research will be on fully fledged commercial 

banks. The study considered; Equity Bank, KCB Bank, ABSA Bank, Co-Op Bank, 

I&M Bank, Standard Chartered, CFC Stanbic, DTB Bank and NCBA Bank.  Tier 1 

banks control almost 70% of the Kenyan banking sector market share as of 2020. 
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KCB attained a profit after tax of 25.2bn which was a 4.9% increase from the year 

2017 with balance sheets assets expanding to 898.6bn which translated to a 25.8% 

increase.  The bank attained return on equity of 20.7% in 2019 as compared to a ROA 

of 3.1%.  

Equity bank recorded an improved profit after tax to 22.6bn which translated to a 

13.8% increase from the year 2018. Further, the bank achieved a growth in the 

operating income by 12.6% to 75.8bn in the year 2019. The bank attained an average 

return on assets of 3.6% in the year 2019. The banks balance sheet expanded to 

636.7bn in the year 2019. 

Co-operative bank attained an expansion of the total assets to 457bn which was a 

10.5% improvement from the year 2018. The bank also recorded a profit after tax 

growth of 12.4% to record a 14.3bn PAT. The bank recorded a ROA of 3.3% which 

was an improvement from 3.2% recorded in the year ending 2018. The customer 

deposits within the bank stood at 332.8bn within the year 2019.  

NCBA bank recorded a profit after tax of 9.8bn which was an improvement on 8.9bn 

attained in the year 2018. The institution also recorded an increase in total assets to 

494.8bn which was a 9.1% increase from preceding year. In the year ending 2019 the 

bank had a ROA of 1.7% and ROE of 11.8%.  

Standard Chartered Bank of Kenya had an asset base of 302.1 billion in 2019 with 

profit after tax increasing to 8.2billion in the same period. The bank held customer 

deposits of 228.4 billion in the year 2019 and achieved a ROA of 2.8%.  

Diamond Trust Bank (DTB) had a growth in profit after tax of 2.7% to 7.3 billion with 

total operating expenses declining by 8/7% to 13.2billion in the year 2019. The bank 
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had a total asset increase of 2.3% from 377.7bn to 386.2bn. The bank attained a ROA 

of 1.9% in the year 2019 as compared to a ROE of 13.9%. 

Absa Bank Kenya recorded a profit after tax of 9.0bn in the year 2019 with operating 

income rising by 6.5% to 33.8 billion. The total assets with the bank increased by 

15.1% to Kshs 374.0 bn, from Kshs 324.8 bn in FY’2018. The bank also recorded 

operating expenses rose by 2.1% to Kshs 21.5 bn from Kshs 21.1 bn, with ROA of 

2.1% within the year 2019 from 2.7% in 2018.  

CFC Stanbic Bank recorded an improvement in the profit after tax by 1.6% to 6.4 

billion owing to decrease in the effective tax rate to 17.2%. The bank recorded an 

expansion in their assets holding to 303.6bn from 290.6 billion recorded in the year 

2018. In terms of financial performance, the bank recorded a ROA of 2.1% in 2019 and 

ROE of 13.6%.  

I&M holdings had a profit after tax of 10.8bn which was an improvement from 8.5bn 

in the year 2018. The bank also achieved a decline in the banks operating expenses by 

17.8% to Kshs 10.1 bn from Kshs 12.3 bn in FY’2018. The assets for the firm grew by 

9.3% to Kshs 315.4 bn, from Kshs 288.5 bn in FY’2018. Within the year 2019, the 

bank recorded a ROA of 3.4% in 2019 as compared to 3% in the year 2018 (Cytonn, 

2020). 

4.2 Summary of Descriptive Analysis 

The study applied descriptive analysis in evaluating how strategic alignment maturity 

impacts Tier 1 banks’ financial results in Kenya. The study considered; Equity bank, 

KCB bank, ABSA bank, Co-Op bank, I&M bank, Standard Chartered, CFC Stanbic, 

DTB bank and NCBA Bank. The research applied descriptive tests such as mean, sum, 

mode, standard deviation, skewness, and kurtosis in the examination. 
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Table 4: Summary of Descriptive Results 

 

Communicatio

n criteria 

Value of 

IT/Competency 

criteria 

Governance 

criteria 

Partnershi

p criteria 

Scope/architecture 

criteria 

Skills 

criteri

a 

Total 

Assets ROA 

N Valid 9 9 9 9 9 9 9 9 

Mean 3.1000 3.0911 3.2000 3.1922 3.1922 3.031

1 

11.6989 2.700

0 

Mode 3.00 3.00 3.00 3.00 3.00 3.00 11.48a 2.10a 

Std. 

Deviation 

.00000 .33333 .44096 .44096 .44096 .3333

3 

.17822 .7416

2 

Std. Error 

of 

Skewness 

.717 .717 .717 .717 .717 .717 .717 .717 

Std. Error 

of Kurtosis 

1.400 1.400 1.400 1.400 1.400 1.400 1.400 1.400 

Minimum 3.00 3.00 3.00 3.00 3.00 3.00 11.48 1.70 

Maximum 3.00 4.00 4.00 4.00 4.00 4.00 11.95 3.70 

Sum 27.00 28.00 29.00 29.00 29.00 28.00 105.29 24.30 

Skewness  3.000 1.620 1.620 1.620 3.000 .328 -.151 

Kurtosis  9.000 .735 .735 .735 9.000 -1.124 -1.933 

a. Multiple modes exist. The smallest value is shown 

Source: Research Data 



 

 

The findings suggested that the average level of communication criteria maturity 

among the commercial banks was 3.10, which indicated a modest level of 

organizational compatibility across all of the commercial banks. Additionally, the 

findings demonstrated an average value for the IT/competency criterion (3.09), 

governance criteria (3.20), and partnership criteria (3.19). This was an indicator that 

most of the main commercial banks had maturity levels that were successful to a 

modest degree across all three criteria. In addition, the research discovered that the 

scope/architecture criterion and the skills criteria each had an average mean score of 

3.19 and 3.03 respectively, which indicated a match that was reasonable among the 

commercial banks. According to the findings of the analysis of the financial indicators, 

the log of total assets was 11.699, and the average return on assets (ROA) was 2.7 

percent.  

In addition to this, the study looked at the skewness and kurtosis of the research 

observations, which played an important role in determining whether the variables 

followed a normal distribution. According to Field's (2009) interpretation, the 

acceptable range for kurtosis should be somewhere between -2 and 2, while the 

acceptable range for skewness should be somewhere between -2 and 0. According to 

the findings of the research, there was an excessive amount of kurtosis on the variable 

competence criterion and the Skills criteria. This was shown by the fact that the 

kurtosis value was 9.00, and the skewness values were 3.00, both of which showed 

normal distribution excesses. 

4.3 Inferential Analysis 

The inferential statistics were adopted in determining the efficacy of the relationship 

and significance between the study variables. The research applied t-tests in the 

examination and the findings are presented in line with the hypotheses of the research. 



 

 

4.3.1 Hypotheses Testing 

Table 5: Research Data 

 Co-op 

bank 

Roa 

Equity 

roa 

KCB 

roa 

Stanbi

c 

roa 

DT

B 

roa 

Stanch

art 

roa 

Abs

a 

roa 

I&M 

roa 

NC

BA 

roa 

Skills 

maturity 

(3.0,2.

9) 

(3.3,3.

3) 

(3.1,3.

0) 

(3.0, 

2.2) 

(2.7 

1.9) 

(3.1,3.

0) 

(3.0

, 

2.4) 

(3.3,3.

5) 

(3.0, 

1.9) 

communicati

on maturity 

(3.1,2.

9) 

(3.4,3.

3) 

(3.2,3.

0) 

(3.1, 

2.2) 
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 Research Data.  Source:  Study 

The study adopted correlational analysis to determine the relationship between 

independent and dependent variables. The results findings are presented in line with the 

research hypotheses. 

Communications Criteria and Return on Assets 

The first hypothesis was that there is no relationship between communications maturity 

criteria and business performance. 

Communications maturity and ROA 

Using the provided data, we calculated the correlation coefficient between maturity and 

ROA for the 9 banks by entering the formula "=CORREL(A1:A9,B1:B9)" into an 

empty cell, assuming that column A contains the maturity values and column B 

contains the ROA values. The resulting correlation coefficient was approximately 

0.693, indicating a positive correlation between communications maturity and ROA. 

Alaceva and Rusu (2015) in their study established that poor communication and 

cooperation within the organization affected commitment levels and was a barrier to 

achieving alignment in the firm. Hall and Liedtka (2007) in their study noted that IT 

has been the foundation for improving flow of information and internal business 

communication which was vital to expanding decision making and meeting market 

demands within the firm.  

  



 

 

Value/Competency Criteria and Return on Assets 

The second hypothesis was that there is no relationship between Value maturity criteria 

and business performance. 

Value maturity and ROA 

To perform a correlation analysis to derive the relationship between maturity and return 

on assets (ROA) for 9 banks given the provided data, we used the Pearson correlation 

coefficient (r). The Pearson correlation coefficient measures the strength and direction 

of the linear relationship between two variables, with values ranging from -1 to +1. A 

value of -1 indicates a perfect negative correlation, 0 indicates no correlation, and +1 

indicates a perfect positive correlation. 

Value maturity and ROA are both quantitative variables. We calculated the correlation 

coefficient using the formula: 

r = (nΣXY - ΣXΣY) / sqrt((nΣX^2 - (ΣX)^2)(nΣY^2 - (ΣY)^2)) 

where n is the sample size, X and Y are the variables of interest, Σ represents the sum 

of the values, and sqrt is the square root function. 

Using the provided data, we calculated the correlation coefficient between maturity and 

ROA for the 9 banks. After performing the calculations, the correlation coefficient 

between maturity and ROA is r = 0.589. Since the value of r is positive and greater than 

0.5, we concluded that there is a moderate positive linear relationship between value 

maturity and ROA for the 9 banks. The alternative hypothesis was accepted showing 

that value competency criteria maturity relates banks’ business performance. 

  



 

 

Governance Criteria and Return on Assets 

The third hypothesis was that there is no relationship between governance maturity 

criteria and the business performance. 

Governance maturity and ROA 

Return on assets (ROA) is a measure of a company's profitability and efficiency, 

indicating the amount of money earned per dollar of assets. Maturity refers to the level 

of alignment between IT and business strategies regarding the governance of IT. 

To calculate the Pearson correlation coefficient, we need to use the formula: 

r = (nΣXY - ΣXΣY) / sqrt[(nΣX^2 - (ΣX)^2)(nΣY^2 - (ΣY)^2)] 

where 

• r is the Pearson correlation coefficient 

• n is the number of data points 

• X and Y are the two variables (in this case, maturity and ROA) 

• ΣXY is the sum of the products of X and Y 

• ΣX and ΣY are the sums of X and Y, respectively 

• ΣX^2 and ΣY^2 are the sums of the squares of X and Y, respectively. 

The results of the calculations show that the Pearson correlation coefficient is 0.925, 

which indicates a strong positive linear relationship between governance maturity and 

ROA for the given banks. This suggests that banks with higher IT governance maturity 

tend to have higher ROAs. There is indeed significant evidence affirming the 

alternative hypothesis that governance maturity criteria has a relationship with business 

performance. The results agree with previous literature by Robinson (2005) who 



 

 

indicated that with effective governance within the firm, businesses can enhance their 

utilization of IT which can lead to more successful business ventures. Willson and 

Pollard (2009) in their research also established that organizations with better 

governance practices were able to achieve better return on assets. 

Partnership Criteria and Return on Assets 

The fourth hypothesis was that that there is no relationship between partnership 

maturity criteria and the business performance Kenya’s banking industry. To calculate 

the correlation coefficient between partnership maturity and ROA, we used the 

formula: 

r = (nΣxy - ΣxΣy) / sqrt[(nΣx^2 - (Σx)^2)(nΣy^2 - (Σy)^2)] 

where n is the number of observations, Σxy is the sum of the product of x and y values, 

Σx is the sum of x values, Σy is the sum of y values, Σx^2 is the sum of squared x 

values, and Σy^2 is the sum of squared y values. 

Using the given data, we calculated the correlation coefficient between maturity and 

ROA for the 9 banks. r = 0.469. This shows a positive relationship between maturity 

and ROA. The alternative hypothesis was accepted indicating that partnership maturity 

criteria has a positive relationship with business performance. Bodilly (2005) noted that 

improving the relationship between the business, clients and suppliers can be integral to 

driving accountability and service delivery. Bruno-Britz (2008) study also showed that 

creating good partnerships between the business and IT environment is key to 

enhancing the competitiveness of commercial banks. 

Scope/Architecture Criteria and Return on Assets 

The fifth hypothesis was that there is no relationship between the scope/architecture 

maturity criteria and business performance in Kenya’s banking industry. To derive the 



 

 

relationship between maturity and return on assets (ROA) for the 9 banks, we can 

perform a correlation analysis using the Pearson correlation coefficient (r). The Pearson 

correlation coefficient measures the strength and direction of a linear relationship 

between two variables. 

Using the data provided, organized the information into two arrays: one for maturity 

and one for ROA. We used the CORREL() function in Excel to calculate the 

correlation coefficient. 

The data can be organized into the following arrays: 

Architecture maturity: (3.0, 3.3, 3.1, 3.0, 2.7, 3.1, 3.0, 3.3, 3.0) 

ROA: (2.9, 3.3, 3.0, 2.2, 1.9, 3.0, 2.4, 3.5, 1.9) 

The Pearson correlation coefficient between maturity and ROA for the 9 banks is 

0.278, which suggests a weak positive relationship between the two variables. The null 

hypothesis was rejected showing that architecture maturity criteria has a positive 

relationship with business performance. Bruno-Britz (2008) in their study also 

suggested that improving investment in systems-wide architecture within banks will be 

essential to improving the competitive edge of the banks and expanding leadership in 

technology. 

Skills Criteria and Return on Assets 

The sixth hypothesis was that there is no relationship between the skills maturity 

criteria and the business performance of Kenya’s banking industry. 

The formula for correlation coefficient, r, is shown below: 

r = (nΣxy - ΣxΣy) / √[(nΣx^2 - (Σx)^2) * (nΣy^2 - (Σy)^2)] 



 

 

where n refers to the number of data pairs, Σ refers to sum, x and y refer to maturity 

and roa, respectively, and xy refers to the product of the deviation of x and y from their 

respective means. This formula can be calculated using technology such as Excel or 

statistical analysis programs like R. 

The data provided consists of two variables, maturity, and ROA for 9 banks. We 

calculated the correlation coefficient, r, for these two variables using the formula 

mentioned above. The data can be tabulated as follows: 

Skills maturity: (3.0, 3.3, 3.1, 3.0, 2.7, 3.1, 3.0, 3.3, 3.0) 

ROA: (2.9, 3.3, 3.0, 2.2, 1.9, 3.0, 2.4, 3.5, 1.9) 

Using this data, calculated the correlation coefficient, r, between maturity and roa as 

follows: 

r = ((939.94) - (28.826.1)) / √[(949.01 - 28.8^2)(9*7.89 - 26.1^2)] = 0.803 

Therefore, the correlation coefficient between maturity and roa is 0.803, indicating a 

strong positive linear relationship between the two variables. We accepted the 

alternative hypothesis. Correlation does not imply causation, and other factors may also 

influence the relationship between maturity and roa. Additionally, correlation measures 

only the strength and direction of a linear relationship and does not capture nonlinear 

relationships between variables. Gbangou and Rusu (2016) contended that ability of 

commercial banks to expand the organization skills of their employees is essential to 

improving business performance. 

Overall maturity and ROA 

The seventh hypothesis was that there is no relationship between the overall maturity 

criteria and the business performance of Kenya’s banking industry. 



 

 

 

We calculated the Pearson correlation coefficient between the two variables. The 

CORREL function to calculate the correlation coefficient between the two variables: 

=CORREL(A1:A9,B1:B9) 

where A1:A9 is the range of maturity values and B1:B9 is the range of ROA values. 

This formula returns a correlation coefficient of 0.312, which indicates a positive but 

weak relationship between the overall maturity and ROA. 

4.3.2 Regression Summary 

The study applied ordinary least square regression to estimate the magnitude of the 

relationship between the study variables. The main objective was determining the 

extent of the relationship between maturity level and business performance within 

Kenya’s banking industry. 

Table 6: Regression Model 

Model R 

R 

Square 

Adjusted R 

Square 

Std. Error of 

the Estimate 

Durbin-

Watson 

1 .607a .368 .278 .63019 1.712 

a. Predictors: (Constant), Strategic Alignment in the bank 

b. Dependent Variable: Return on Assets 

Source: Research Data 

Autocorrelation is the problem that exists if the disturbance terms are not equal to zero, 

that is cov (ui,uj) = 0. The presence of autocorrelation could lead to incorrect standard 

errors (Field, 2009). As a rule of thumb, the Durbin-Watson statistics should lie 

between 1.5 – 2.5; thus, from the above results the D-W score was 1.712 showing that 

there was no serial correlation issues within the regression model. 

The study was able to yield a regression coefficient (R2 = .368). The results implied 

that 36.8% of the changes in the business performance of Tier 1 commercial banks 



 

 

were determined by the strategic alignment aspects. The maturity level was measured 

as a composite of communication, competency, governance, partnership, scope and 

skills criteria. This indicated that 63.2% of changes in business performance was 

determined by factors not considered in the linear regression analysis.  

The ANOVA analysis was employed to examine the statistical significance of the 

relationship between the study variables within Kenya’s banking industry. 

Table 7: ANOVA Analysis 

Model 

Sum of 

Squares Df 

Mean 

Square F Sig. 

1 Regression 1.620 1 1.620 4.079 .033b 

Residual 2.780 7 .397   

Total 4.400 8    

a. Dependent Variable: Return on Assets 

b. Predictors: (Constant), Strategic Alignment in the bank 

Source: Research Data 

The research yielded ANOVA results (F-calculated = 4.079>F-critical 2.61. Further, 

the study showed Significance (Sig) value of 0.033 (p < 0.05), proof that the model 

utilized has the statistical ability to significantly predict the outcome variable. Thus, it 

was concluded that Business–IT alignment maturity level and business performance 

related affect each other. 

Table 8: Regression Coefficients 

Model 

Unstandardized 

Coefficients 

Standardized 

Coefficients 

T Sig. B 

Std. 

Error Beta 

1 (Constant) -5.782 4.205 
 

-

1.375 

.212 

Strategic Alignment 

in the bank 

2.727 1.225 .607 2.226 .033 

a. Dependent Variable: Return on Assets 

Source: Research Data 

The 2.727 coefficient and Sig = .033<.05 was obtained indicating that Business–IT 

alignment maturity level significantly impacts business performance within Kenya’s 



 

 

banking industry. Thus, a change in alignment maturity will lead to a 2.727 change in 

the business performance of Kenya’s Tier I commercial banks. Similarly, Alaceva and 

Rusu (2015) also reported that Alignment improves overall performance outcomes 

within organizations. 

 

 
Figure 32. Structural Equation Model Validation 

The six SAM components have approximately equal contribution to form the overall 

SAM score and they are strongly correlated to each other. The regression weight (.34) 

for the prediction of the relationship of SAM and business performance is significant. 

This proves the contribution of strategic alignment maturity to the bank’s business 

performance. This relationship supports the contention that all the six criterial are 

important to achieve alignment. 

 



 

 

 

Figure 33. SEM with Organization and Reporting Structure 

 

The study linked high alignment maturity levels with better business performance 

measures in terms of ROA. 

Achieving significantly higher levels of IT-business alignment across a wider range of 

organisations is a long-term journey. The journey in each organisation begins with a 

complete assessment of how business views IT, and how IT views business. The 

journey continues with how business and IT executives work together to close the gaps 

and improve the performance of the organisation. In pursuing continuous improvement 

within a dynamic global environment, the journey may never end. 

4.4 Customer Experience Framework for Alignment Maturity 

4.4.1 Developed Framework  

The way technology is changing right now means that businesses need to know about 

the different digital components that can help them get ahead of the competition (Isal, 

Pikarti, Hidayanto, & Putra, 2016). A big part of this is that organizations need to be 



 

 

flexible enough to deal with changes in the environment and adapt to how quickly 

things change in the digital world. This requires organizations to dedicated staff, the 

right systems, and processes to guide the change, a good structure and tools, technical 

skills and abilities, a supportive leadership, and good planning (Higgins, 2005). If a 

company does not follow these practices, it will fail to achieve its business and IT 

harmony, which can lead to bad customer experience and, in the end, low profits (Wu, 

Straub, & Liang, 2015). 

Based on the above interpretations, this study designed a framework for the top banks 

in Kenya to use to make them more profitable. The framework is shown below. 

 

Figure 34: Developed Framework for Alignment Maturity 

Source: Researcher 

The IT strategy part is about the organization's plans, strategies, and guiding principles 

for integrating technology into the way the business works. The systems and processes 

are focused on making sure that the firm has the right infrastructure to use the 

technologies that are available. To help organizations put their strategies into action, 

they need to put a lot of money into digital transformation. Structure is about making 

things official, giving roles and responsibilities, deciding who has authority, and setting 



 

 

up chains of command within the company. The staff component looks at the team's 

talent, technical skills, and other skills that are needed to put IT strategies into place in 

the company. The style part is about how good the leadership is and how well they 

know how to run the business and get people to work together within the business 

(Gerow, Grover, Thatcher, & Roth, 2014; Higgins, 2005). 

4.4.2 Framework Validation Results 

The proposed framework was validated by Chief Information Officers drawn from the 

9 largest Kenyan commercial banks. The aim of the validation was to establish if the 

selected components while controlling for customer experience can lead to better 

profitability within the commercial banks in Kenya. 

4.4.3 Descriptive Results 

The various components proposed in the framework were tested among the participants 

using a 5-point Likert scale examining their fit within their organization. The results are 

presented in summary (means and standard deviation). The frequency results of the 

validation are presented in Appendix IV of this report. 

  



 

 

Table 9: Validation Results 

 

N Sum Mean Std. Deviation 

Statistic Statistic Statistic Statistic 

IT Strategy 9 29.00 3.2222 .44096 

Style/Leadership 9 28.00 3.1111 .33333 

Process/Systems 9 29.00 3.2222 .44096 

Structure 9 30.00 3.3333 .50000 

Staff 9 28.00 3.1111 .33333 

Skills 9 29.00 3.2222 .44096 

Customer experience 9 30.00 3.3333 .50000 

Natural Log Profit 9 211.03 23.4478 .52640 

Valid N (listwise) 9    

Source: Research Data 

The above results indicated the commercial banks were moderately effective in 

developing their IT strategies as indicated by the mean = 3.22 with a deviation of .441 

denoting minimal variation in the responses. The findings also pointed out to moderate 

fit of the organization structure as indicated by mean = 3.333 and deviation = 5.00 

which implied moderate variation in responses. The study also established there was 

organization was moderately effective in building and retaining adequate skills as 

shown by mean = 3.222. The analysis also pointed to moderate fit of the organization 

leadership and staff as shown by a mean value of 3.111 with minimal deviation in the 

test scores as predicted by the deviation of .333. The results finally showed that 

customer experience within the commercial banks was moderately effective as 

indicated by the mean 3.333. From the results its’ evident that all the banks which 

adopted the framework can utilize the framework as means of enhancing their 

profitability.  

4.4.4 Partial Correlation Analysis 

The study further analyzed the interaction between the framework components in 

predicting the profitability of the commercial banks while controlling for the 

moderating variable customer experience. Zero-order partial correlation analysis was 



 

 

adopted as the more suitable approach to establishing the interaction between the 

variables. 

  



 

 

Table 10: Zero-Order Correlation Results 

Control Variables Profitability 

-none-a Profitability Correlation 1.000 

Significance (1-

tailed) 

. 

df 0 

Alignment Correlation .861 

Significance (1-

tailed) 

.001 

df 7 

Customer 

Experience 

Correlation .739 

Significance (1-

tailed) 

.011 

df 7 

Customer 

Experience 

Profitability Correlation 1.000 

Significance (1-

tailed) 

. 

df 0 

Alignment Correlation .691 

Significance (1-

tailed) 

.029 

df 6 

a. Cells contain zero-order (Pearson) correlations. 

Source: Research Data 

The findings indicate that information system organization (IT strategy, skill, style, 

staff, structure, system) all significantly improve commercial bank’s profitability (P= 

.861, Sig = .001<.05). The results also show that customer experience significantly 

improve commercial banks’ profitability (P= .739, Sig = .011<.05) testing at 95% 

confidence level. 

The zero-order correlations showed that controlling for the customer experience, 

Alignment is strongly associated with a bank’s profitability in Kenya (P= .691, Sig = 

.029<.05).  

4.4.5 Sustainability and Profitability 

Digital maturity within financial institutions has been associated with a wide range of 

benefits that are non-financial in nature. Some of these benefits include improved 



 

 

product quality and customer satisfaction. These have been associated with business 

growth and improved financial performance. Other benefits such as impact on 

environmental conservation and improving workforce diversity and inclusion are some 

of the emerging social responsibility benefits stakeholders expect from companies in 

the modern business environment.  

To realize these benefits, banks do more than implement new technologies into their 

operations. Successful digital transformation is the result of a coordinated effort to 

integrate technology- related assets and capabilities as pivots for in organizational 

operations. It is paramount that these pivots correspond with the proposed framework 

that include Process, IT strategy, Structure, Style, Skills, Staff, the IT organization, and 

Customer experience. Banks with high levels of digital maturity are often industry 

leaders in terms of revenue generation/profit margins and growth in terms of market 

share. 

  



 

 

4.4.6 Previous Research on SAM and Business Performance 

Previous SAM investigations include the banking industry (Dorociak, 2007), small 

industry (Rigoni, 2006), pharmaceutical industry (Nash, 2005), government 

(Sledgianowski, 2004), international chemical manufacturers (Sledgianowski & 

Luftman, 2005) and IT services (Kempaiah, 2008). 

Nash (2005), employing the results of 145 business and IT executives from 9 

pharmaceutical companies, demonstrated a positive correlation between strategic 

alignment maturity and higher levels of firm-level sales, higher levels of firm-level 

productivity and profitability (Total Factor Productivity, Net Profit Margin, Return on 

Equity, and Enterprise Value/Sales). Nash’s study provided empirical evidence for the 

use of the strategic alignment maturity model as an appropriate tool for assessing the 

maturity of IT-business alignment in the pharmaceutical industry. 

Dorociak (2007), employing the results from 27 banking industry companies, found 

that the alignment between banking industry’s IT and business strategies positively 

affected business performance. The banking industry displayed a significant positive 

correlation between performance and alignment supporting his conclusion that 

performance and maturity generally increases together. 

Sledgianowski and Luftman (2005) study of a large chemical manufacturing company 

demonstrated that identifying and implementing the best practices of IT and business 

alignment, organizational efficiency was increased by streamlining and simplifying 

business processes worldwide. By determining the maturity of the organization’s 

practices, strategic choices, and alignment relationship, they were able to determine 

specific opportunities for improvement. SAM provided management with a tool to 

assess their maturity and then to improve it by implementing specific best practices. 



 

 

Kempaiah (2008) study employing the results of 90 executives from 14 Indian IT 

service companies demonstrated a positive correlation between strategic alignment 

maturity and organizational performance measurements such as ROI, ROA, and NPM. 

This research was extended to include 5 U.S. service banks and the correlation of SAM 

to firm performance was again demonstrated (.826). 

Regardless of culture, geographic location, or industry, higher firm performance has 

repeatedly been demonstrated to accompany higher alignment maturity. This is further 

validated by the strong correlation (.55) between SAM and Return on Assets (ROA) 

and Return on Investment (ROI) performance for the 138 organizations in the SAM 

repository where this data was available. 

Each of the studies substantiated that higher SAM maturity corresponded to increased 

organizational performance. That increased organizational performance raises the 

businesses’ bottom line. To IT and business executives this means that the firm should 

be actively pursuing activities with the goal of increasing alignment. The cost benefit of 

SAM alignment seems highly favorable. The results of our Structural Equation 

Modeling further demonstrate the contribution of SAM. 

Kefi and Kalika (2005) SEM alignment research consists of a model adapted from 

Henderson and Venkatraman (1993) strategic alignment model and supports 

conclusions that organizational performance benefits from IT alignment in the presence 

of four conditions. Those conditions include IT strategy receiving top management 

support, the business perceiving that IT increases competitive advantage, the presence 

of a cooperative relationships between the business and its strategic partners that use IT 

tools and linkages and having IT supporting intra and inter firm processes. Chan et al’s 

(2006) SEM investigation supplements Chan’s (1992) alignment model. Both models 

are derived from the Strategic Alignment Model. Chan et al’s SEM model determined 



 

 

relationships between shared domain knowledge, planning sophistication, prior IT 

success, organizational size, and environmental uncertainty. Chan et al determined that 

the company’s business sector should be considered while linking antecedents (like 

size) to alignment, and consequently alignment to performance. 

 

  



 

 

CHAPTER FIVE  

SUMMARY, CONCLUSIONS AND RECOMMENDATIONS 

5.1 Introduction 

The researcher presents the summary of findings, conclusions, and recommendations in 

this chapter.  

5.2 Summary of the Findings 

Strategic alignment refers to the degree to which an organization's people and resources 

are focused on achieving common strategic goals. Organizations that are well-aligned 

can generate better results, while those that are not aligned may struggle with decision-

making and conflicts. Business-IT alignment refers to the application of IT in a way 

that is appropriate and timely, and in harmony with business strategies, goals, and 

needs. This has been a concern for business and IT executives since the 1970s and it 

involves how IT is aligned with the business. Strategic alignment maturity refers to the 

degree to which an organization's people and resources are focused on the strategy. The 

opposite of alignment is misalignment, which can lead to poor performance. Evidence 

for the degree of strategic thinking can be found in the organization's strategic planning 

documents. Strategic alignment is essential for organizations to achieve common 

strategic goals and generate better results. Business-IT alignment is crucial for 

organizations to apply IT in a way that is appropriate and timely, and in harmony with 

business strategies, goals, and needs. Strategic alignment maturity is an important 

factor in determining the degree to which an organization's people and resources are 

focused on the strategy and can be used as a measure of an organization's performance. 

Organizations should regularly review and assess their level of strategic alignment and 

adjust as necessary to ensure alignment with strategic goals. Organizations should 



 

 

establish a clear process for aligning IT with business strategies, goals, and needs to 

ensure effective use of IT resources. Organizations should regularly assess their 

strategic alignment maturity and use this information to make adjustments and 

improvements to their strategy and performance.  

The Communication criteria had a maturity level of 3.10. The communication maturity 

criteria assess the organization's ability to effectively communicate and collaborate 

across IT and business functions. Examples of communication maturity include the use 

of common language, effective communication channels, and regular communication 

between IT and business teams. 

The Governance criteria had a maturity level of 3.2. IT governance helps organizations 

align their IT activities with their overall business objectives. It enables organizations 

to track risks, meet legal and regulatory obligations, and assure stakeholders that IT 

services are being managed effectively.  

The Scope/Architecture criteria had a maturity level of 3.19. IT architecture can 

provide benefits such as better alignment of IT systems with business processes and 

needs, improved efficiency and adaptability, and cost reduction and complexity 

reduction. 

The Value/Competency criteria had a maturity level of 3.09. Competency/Value 

criteria is used to evaluate the organization's ability to measure the value and 

competency of IT investments in relation to the organization's overall business 

objectives. 

The Partnership criteria had a maturity level of 3.19. Partnership maturity assesses the 

level of collaboration and cooperation between IT and business units in the 

organization. Partnership maturity can be evaluated in each level by assessing the 



 

 

collaboration and cooperation that exist between IT and business units in the 

organization. At level 1, Initial/Ad Hoc Process, there may be little or no partnership 

maturity, while at level 5, Integrated Process, there may be a high level of partnership 

maturity as IT and business strategies are fully integrated. 

The Skills criteria had a maturity level of 3.03. The Skills Maturity criteria would 

evaluate the alignment of skills and competencies of the IT and business teams, and 

how well those skills and competencies support the organization's overall strategy and 

goals. 

The overall maturity level was 3.13. The maturity level is typically measured on a scale 

of 1 to 5, with level 1 being the lowest maturity level and level 5 being the highest 

maturity level. The five possible alignment maturity levels are defined as follows: 

Level 1: Initial or Ad Hoc Process: Business and ICT are not aligned or harmonized. 

Level 2: Committed Process: The organization has committed to becoming aligned. 

Level 3: Managed Process: The organization has implemented formal IT governance 

processes and is managing IT-business alignment. 

Level 4: Measured Process: The organization is measuring the performance of IT-

business alignment and using the results to improve alignment. 

Level 5: Optimized Process: The organization has fully optimized IT-business 

alignment and is achieving strategic goals. 

 

The maturity level of an organization is determined by the management practices and 

strategic IT decisions within an organization. The model denotes the organizations IT-

business alignment maturity, with Level 1 indicating the lowest maturity and Level 5 



 

 

indicating exemplar maturity. Business-IT alignment refers to applying Information 

Technology (IT) in an appropriate and timely way, in harmony with business strategies, 

goals, and needs. 

5.3 Conclusions and Discussion 

There is a positive relationship between the strategic alignment maturity and the 

business performance in the Kenyan banking industry. The results indicated that 36.8% 

of changes in the business performance can be attributed to the maturity level in the 

communication, competency, governance, partnership, scope and skills criteria. Adaba, 

Rusu, and  El-Mekawy (2010) also observed the same finding. 

The relationship between strategic alignment maturity and return on investment is a 

well-established one, with the research showing that there is a strong correlation 

between the two. Strategic alignment maturity, also known as the Strategic Alignment 

Maturity (SAM) model, refers to the degree to which an organization's people and 

resources are focused on its strategy. The SAM model includes six dimensions: 

communications, competency/value measurement, governance, performance 

measurement, planning, and budgeting. The research found that organizations with a 

higher level of strategic alignment maturity are more likely to generate better results, as 

their people and teams are working towards achieving common strategic goals. 

Henderson and Venkatraman (1999) also confirmed the same in their study. 

In terms of return on investment, organizations with a higher level of strategic 

alignment maturity are also more likely to achieve a higher return on investment. This 

is because they can make more effective decisions, prioritize their efforts, and avoid 

conflicts. Broadbent and Weill (1997) also confirmed the same in their study. 



 

 

Organizations that have a higher level of strategic alignment maturity are more likely to 

achieve better business performance and a higher return on investment. Duffy (2004) 

observed the same. Organizations should continuously monitor, review, and update 

their strategic alignment maturity levels in today's environment of disruption and 

constant change. Reich and Benbasat (2000) also confirmed the same in their study. 

According to the SAM model involves five conceptual levels of strategic alignment 

maturity: Initial/Ad Hoc Process, Committed Process, Managed Process, Integrated 

Process, and Optimized Process. Each level represents a different degree of alignment 

between business and IT, with the highest level, Optimized Process, representing the 

most mature level of alignment. Luftman, Ben-Zvi, Dwivedi, and Rigoni (2010) 

confirmed the same in their study. 

The research shows that organizations with a high level of strategic alignment often 

perform better than those with a low level of alignment. Eighty percent of the 

differences in organizational performance can be explained by the level of strategic 

alignment. Strategic alignment allows organizations to leverage value, which could 

result in a higher ROA. Strategic alignment maturity can have a significant impact on 

organizational performance, and thus may be reflected in ROA. Luftman, Ben-Zvi, 

Dwivedi, and Rigoni (2010) confirmed the same in their study. 

Strategic alignment is essential for success in high performance organizations and can 

lead to outstanding results in terms of profitability. Senn (2003) concluded the same. 

When the four elements of strategic alignment (business purpose, goals, actions, and 

employee education) are in sync, it increases the likelihood for outstanding 

performance and profitability. Strategic alignment is a wise business strategy that helps 

improve an organizations efficiency, effectiveness, and profitability. Reich and 

Benbasat (2000) confirmed the same findings in their study. 



 

 

The relationship between strategic alignment and profitability is complex and may 

depend on various factors such as the industry, the size of the organization, and the 

level of environmental uncertainty. The study results are based on the banking industry 

and may not apply to all organizations. Chan, Sabherwal, and Thatcher (2006) 

concluded the same in their study. 

This is study provided the statistical substantiation of the relationship between SAM 

and business performance (covariance of .55). This showed a statistical significance, 

giving empirical support to a previously established theoretical background. Luftman, 

Ben-Zvi, Dwivedi, and Rigoni (2010) concluded the same in their study. 

Valid SAM assessments may be conducted using a reduced question sets. The benefits 

of question reduction should prove beneficial to scholars and practitioners. Among 

those benefits are faster analyses, less prone to error, and easier explanation of variable 

interactions. Of value was the SEM path determination that depicts mutual support for 

SAM components. That support is significant because it explains the reason that the 

SAM provides such a reliable performance determinant. Luftman, Ben-Zvi, Dwivedi, 

and Rigoni (2010) concluded the same in their study. 

Practitioners may, with increased assurance, decide the most opportune correction 

points for SAM determined weaknesses. This enhances the application of SAM as a 

prescriptive tool. Luftman, Ben-Zvi, Dwivedi, and Rigoni (2010) concluded the same 

in their study. 

To scholars this study adds more evidence concerning SAMs impact on business 

performance. To IT and business practitioners and consultants this SAM validation 

delivers empirical evidence for using the SAM model as an instrument to better 



 

 

leverage IT. Luftman, Ben-Zvi, Dwivedi, and Rigoni (2010) concluded the same in 

their study. 

The relationship between strategic alignment maturity and business performance in the 

banking industry is an area of ongoing research. Strategic alignment initiatives 

typically are intangible, soft, and difficult to measure; the business value of strategic 

alignment can and should be measured by the same financial standard as any hard asset. 

Strategic alignment is an intangible and difficult to measure, but it can be measured by 

financial standard. Maes (1999) concluded the same. 

5.4 Recommendations 

The study recommends that commercial banks should develop internal policies geared 

towards improvement in understanding of information technology within the banking 

personnel. This will lead to better awareness of emerging technologies and awareness 

of emerging business processes that can stimulate better performance within the banks. 

The study recommends that the management should expand the command-and-control 

mechanisms in place which will improve information sharing which can be vital to 

better decision making in the banks. Banks should conduct regular meetings and 

bonding activities among the personnel which can expand communication processes 

which could be vital to bank performance.  The research also recommends that banks 

should put in place programs to expand the technical competency of the staff which can 

improve efficiency and cost-effectiveness which could drive bank performance. 

Through improvement in the skills of the personnel at all functional level’s banks can 

be able to foster service delivery and development of products and services that are 

customer focused. This will be key to improving enterprise-wide success through better 

attainment across all business units. The study recommends that the top management 



 

 

teams within the banks should develop strategic plans that are focused on the various 

functional levels within the banks. This will help expand inter-organizational 

collaboration and improve tactical implementation of strategic plans which would be 

central to better firm performance. The commercial banks should increase the number 

of collaborations and strategic alliances with service providers which can help stimulate 

better value for the banks.   

The research also recommends that the management team within commercial banks can 

enhance the continuous improvement through setting of new standards, enhancing 

product and service innovation which can enhance the commercial banks value. Banks 

should put in place practical solutions to expand IT inclusion in the daily business 

processes which will help improve banks execution of business-IT strategies. The 

research also recommends that commercial banks should invest in emerging 

technologies and apply new technological management tools which can reduce 

business risks and expand functional organizational effectiveness. The study also 

recommends that commercial banks should regularly review the value attained from IT 

investments to ensure the new enterprise and governance frameworks put in place are 

supportive of better performance within the commercial banks. Lastly, with 

advancements in Internet of Things and other disruptive technologies such as 

blockchain there is need for commercial banks to expand the internal competencies and 

capabilities to leverage on these new solutions which can be vital to strengthened bank 

performance. 

Banks can leverage digital transformation in several ways: Banks can combine the 

strengths of multiple channels such as branches and digital platforms to improve 

customer engagement. Banks rethink the branch experience in an increasingly digital 

world. Banks may not scale without the brick-and-mortar element and suggest that 



 

 

banks take a similar approach and consider the need for physical branches. The digital 

strategy initiatives by banks can result in elimination of paperwork, less time spent 

servicing clients, conducting transactions and settlements, and increased productivity. 

The study suggests that banks should focus on their customer needs and tailor their 

services accordingly. 

 

Overall, it is suggested that banks should consider utilizing a combination of digital and 

physical channels, focus on customer needs and tailor their services accordingly, and 

implement digital strategies to increase efficiency and productivity. 

5.5 Suggestions for Further Research 

The research was only focused on the large commercial banks, hence further empirical 

studies can be conducted focusing on other banking institutions in the country. A study 

can be conducted on alignment in other financial sector banks such as Saccos and 

Insurance companies. It may be good to incorporate non-financial metrics of 

performance within the banking industry to expand available empirical literature. 

Another suggestion for further research in strategic alignment and business 

performance could be to examine the effectiveness of different strategic-performance-

management systems in different industries or organizations. Strategic-performance-

management systems can take many forms and can be used to track major strategic 

initiatives that have the greatest impact on an organization's financial and strategic 

goals. A study could be conducted to compare the effectiveness of different types of 

strategic-performance-management systems in different industries or organizations and 

identify best practices for implementing these systems. 



 

 

Another suggestion for further research could be to investigate the relationship between 

different levels of strategic alignment and business performance. Achieving strategic 

alignment is an important step in achieving an organization's long-term goals and 

objectives. A study could be conducted to examine the relationship between different 

levels of strategic alignment and business performance metrics such as profitability, 

sales growth, and employee productivity. 

 

Lastly, A research can also be conducted to investigate the impact of environmental 

uncertainty and strategic orientation on the relationship between IT-Business strategic 

alignment and firm performance. As stated in strategic alignment is the arrangement of 

internal and external elements of an organization to best support the achievement of its 

long-term goals and purpose. This study could provide valuable insights into how 

organizations can adapt and align their strategies to effectively navigate uncertain 

environments and improve their performance. 
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APPENDICES 

Appendix I: Consent Form 

My name is Stanley Mwangi Chege, a PhD student at the School of Computing and 

Informatics of the Mount Kenya University, Thika, Kenya. I invite you to participate in 

a research study on “Determining the relationship between the IT strategic alignment 

maturity and the business performance of the banking industry in Kenya”.   

Purpose 

The purpose of the study is to gauge your views on how IT strategic alignment maturity 

can  relate to organizational performance.  

Risks and Benefits of the Study 

There are no risks. The results of the study lead to improved profitability, market share, 

sustainability, and growth. 

Privacy 

We shall main the data subject’s privacy. 

Contact and Questions 

The contact person is the MKU IERC  

(The Chairman. MKU IERC, P.O Box 342-01000). 

You may also contact me on Stanley.mwangichege@gmail.com.  

Statement of Consent 

I understand and agree that to the terms described. 

Date of Consent:_______________________ 

Participant’s Signature:__________________ 

  



 

 

Appendix II: Interview Schedule 

1. What is the maturity level for the Communication criteria in the bank? 

2. What is the maturity level for the Value of IT/Competency criteria for the bank? 

3. What is the maturity level for the Governance criteria for the bank? 

4. What is the maturity level for the Partnership criteria for the bank? 

5. What is the maturity level for the Scope/architecture criteria for the bank? 

6. What is the maturity level for the Skills criteria for the bank? 

7. What is the overall maturity for the IT business alignment in the bank? 

8. What are the main challenges you are facing in achieving business and IT 

alignment in the bank? 

9. What was the profit for the current financial year? 

10. What were the totals assets held by the bank during the current financial year? 

11. What return on assets (ROA) for the bank in the current financial year? 

  



 

 

Appendix III: Secondary Banking Data Collected 
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