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Abstract: The rapid shift toward digital learning in higher education has made online examinations an everyday 

reality, increasing the need for reliable and trustworthy anomaly detection systems powered by machine learning 

(ML). While recent advances in deep learning have improved the technical capabilities of automated proctoring 

tools, many existing solutions remain difficult to deploy fairly and effectively; particularly in mobile -first 

environments that are common in low resource settings. Challenges related to computational demands, 

accessibility, and algorithmic bias continue to limit their practical impact. This review explores the accuracy and 

suitability of ML models used for anomaly detection in online proctoring, with particular attention given to Haar 

cascade classifiers; a classical yet computationally efficient approach that remains widely supported on mobile 

platforms. A structured literature search across seven major databases identified 150 relevant studies, from which 

20 met the defined inclusion criteria. The findings show that deep learning models, especially convolutional 

neural networks (CNNs), consistently achieve the highest detection accuracy but often require substantial 

computational resources. In contrast, Haar cascades offer fast, low latency detection suitable for mobile devices, 

although their performance declines under challenging conditions such as poor lighting, pose variation, and 

facial occlusion. Notably, hybrid approaches that combine Haar cascades with lightweight CNNs emerge as a 

promising middle ground, balancing efficiency with improved robustness. However, the review also highlights 

important research gaps, including the scarcity of mobile-centric datasets, limited real world field evaluations, 

and insufficient testing for fairness across diverse demographic groups. Addressing these gaps will require future 

research to prioritize mobile optimized model design, standardized evaluation benchmarks, privacy aware 

computation strategies, and broader empirical validation in authentic exam settings. 

Keywords: Online proctoring, Anomaly detection, Haar cascade, Mobile-based proctoring, Machine learning 

models. 
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1. Introduction 

This paper reviews studies conducted between 

2010 and 2025, a period characterized by the wake of 

edge and mobile computing, and the integration of 

technology and ML models into learning for online 

learning and proctoring of e-assessments. The rapid 

global expansion of online and remote learning has 

fundamentally reshaped the landscape of higher 

education, necessitating reliable mechanisms to 

uphold academic integrity in virtual assessment 

environments. As universities increasingly adopt 

digital examinations, concerns over impersonation, 
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unauthorized resource use, multi-device cheating, and 

covert communication have escalated [1]. Traditional 

human proctoring, while effective in controlled in 

person settings, is impractical and cost intensive at 

large scale, especially in geographically distributed 

learning contexts such as those found in developing 

regions [2]. Consequently, artificial intelligence (AI) 

based online proctoring technologies have emerged as 

a promising alternative for real time monitoring and 

anomaly detection during examinations. 

Machine learning (ML) and computer vision have 

become central to modern online proctoring systems. 

Tasks that were once handled exclusively by human 

invigilators, such as identity verification, monitoring 

attention through gaze and head movements, and 

detecting suspicious behavior, are now increasingly 

automated using techniques like facial recognition, 

gaze tracking, and behavioral anomaly detection [3], 

[4]. However, most of these systems have been 

designed with desktop or laptop environments in 

mind. They typically assume access to high resolution 

cameras, stable lighting, and reliable high bandwidth 

internet connections, conditions that are not always 

available in practice. As a result, their effectiveness 

diminishes in mobile-first contexts, even though 

mobile devices remain the primary and sometimes the 

only means of accessing online education in many 

regions [5]. 

Deploying AI based proctoring on mobile devices 

introduces a distinct set of challenges. Variations in 

camera quality, inconsistent lighting, limited 

processing power, battery constraints, and 

environmental noise are common in real world mobile 

exam settings. These factors can substantially reduce 

the performance of deep learning models, which often 

depend on powerful hardware, cloud-based 

processing, and stable input conditions to achieve high 

accuracy [6]. In contrast, lightweight classical 

approaches such as Haar cascade classifiers, based on 

the Viola–Jones algorithm offer fast, real-time 

inference and can run entirely on-device, making them 

well suited to the hardware limitations of mobile 

platforms [7 - 8]. Although Haar cascades are known 

to struggle with occlusion, extreme viewing angles, 

and poor lighting, they remain among the most widely 

used face detection techniques in embedded and 

mobile applications due to their simplicity and 

efficiency. Recent studies point to a growing interest in 

hybrid proctoring frameworks that combine Haar 

cascades with lightweight convolutional neural 

networks (CNNs) or selective trigger mechanisms. 

These approaches aim to improve robustness while 

preserving computational efficiency [9 - 10]. Such 

hybrid models have shown encouraging results for 

key proctoring tasks, including detecting multiple 

faces, identifying absence from the screen, and 

flagging unauthorized objects; behaviors that are 

central to maintaining examination integrity. 

Nevertheless, much of this evidence comes from 

desktop based experiments or controlled laboratory 

settings rather than authentic mobile examination 

environments. This imbalance highlights a significant 

gap in the literature, as there is still limited 

consolidated evidence on how well different ML 

techniques, particularly Haar cascades perform under 

real world mobile conditions. 

In response to this gap, a systematic review that 

specifically examines the performance of ML models 

for anomaly detection in mobile online proctoring is 

both timely and necessary. By focusing on Haar 

cascades within mobile environments, such a review 

addresses both methodological and contextual 

shortcomings in existing research. It enables a clearer 

comparison of model performance, highlights 

practical limitations that affect mobile deployment, 

and provides evidence based insights for system 

design. Importantly, these insights are valuable not 

only for researchers but also for universities, 

developers, and policymakers seeking to implement 

equitable, reliable, and privacy conscious mobile-first 

proctoring solutions. 

This review draws on an initial pool of 150 

studies, from which 20 high quality articles were 

selected based on relevance and methodological rigor. 

These studies specifically examine machine learning–

based anomaly detection techniques applicable to 

mobile online proctoring. By analyzing reported 

accuracy levels, methodological approaches, device 

constraints, and contextual factors, the review clarifies 

the practical potential, and the limitations of using 

Haar cascade classifiers in mobile-first academic 

integrity systems. The findings aim to support the 

development of efficient, ethical, and scalable mobile 

proctoring frameworks, particularly for higher 

education institutions operating in regions that are 

rapidly transitioning to digital assessment at scale. 

This study includes the following sections: 

Introduction the research in section 1, Materials and 
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methods in section 2, Findings in section 3, Discussion 

in section 4, and Conclusion in section 5.  

2. Materials and Methods 

This study employed a systematic review 

approach to assess the accuracy and suitability of 

machine learning models for anomaly detection in 

online proctored examinations, with a particular focus 

on the performance and potential of Haar cascades in 

mobile proctoring environments. The review was 

conducted following the PRISMA 2020 guidelines, 

ensuring a transparent and rigorous process for 

identifying, screening, and synthesizing relevant 

empirical studies [11]. 

2.1 Search Strategy 

A comprehensive literature search was carried 

out across multiple electronic databases and scholarly 

sources to identify relevant studies published between 

January 2010 and September 2025. This time frame 

was selected to capture the rapid growth of edge and 

mobile computing alongside the expansion of online 

learning and electronic assessment systems. The 

search covered major academic databases, including 

IEEE Xplore, ACM Digital Library, Scopus, Web of 

Science, PubMed, and arXiv, as well as selected 

proceedings from leading conferences such as CVPR, 

ECCV, ICLR, NeurIPS, EDUCAUSE, and IST. 

The search strategy was organized around three 

core conceptual categories. The first category focused 

on online proctoring and assessment contexts, using 

terms such as “online proctor,” “remote exam*,” “online 

assessment,” “e-assessment,”* and “examination 

integrity.” The second category targeted anomaly 

detection and machine learning techniques, 

incorporating terms such as “anomaly detection,” “cheat 

detection,” “misconduct detection,”* and “behavioral 

analysis.” The third category captured computer vision 

and model specific terminology, including “Haar 

cascade,” “Viola–Jones,” “face detection,” “CNN,” “deep 

learning,” “mobile,” “edge,” “lightweight model,” 

“quantization,” and “knowledge distillation.” 

Boolean operators and wildcards were applied 

systematically to refine and combine these concepts. 

For example, search expressions such as (online 

proctor OR remote exam*) AND (Haar OR Viola Jones 

OR cascade) AND (mobile OR smartphone OR edge)* 

were used to ensure precise yet inclusive retrieval of 

relevant studies. In addition to database searches, 

reference tracing was conducted by reviewing the 

bibliographies of included articles and recent review 

papers to identify additional studies that met the 

inclusion criteria. This multi-source, multi-stage 

approach helped ensure broad coverage of both 

foundational and emerging research, capturing 

developments in machine learning–based anomaly 

detection for online proctoring, with particular 

attention to mobile first and resource constrained 

environments. 

2.2 Study Selection Process 

The initial search returned 150 records. After 

duplicate removal (n = 18 duplicates), 132 unique 

records were screened. Titles and abstracts were 

reviewed for relevance at the screening stage. Full 

texts of 46 articles were retrieved for eligibility 

assessment. Two independent reviewers applied 

inclusion and exclusion criteria; disagreements were 

resolved by consensus. This process involved the 

inclusion and exclusion criteria (refer to Table. 1) and 

article screening process (refer to Fig. 1). After 

applying criteria, 20 studies were selected for detailed 

analysis shown in Fig. 1. The final set included a 

mixture of experimental evaluations, system papers, 

and reviews relevant to ML accuracy and mobile 

feasibility. 

PRISMA flow diagram in Fig. 1 illustrates the 

study review and selection process. From the 

illustration in Fig. 1, a total of 150 studies were 

identified, with 18 duplicated articles were removed at 

the screening stage. Full text article analysis removed 

60 articles which were published before the year 2010. 

Final review of the articles removed 16 articles 

unrelated to mobile proctoring. 46 articles were taken 

through the data integrity and confirmation process, 

where 26 studies based on desktop proctoring or 

controlled laboratory setups were excluded.  This was 

done at the eligibility stage. The result of this rigorous 

process was 20 studies which were included in the 

final review. Table. 2 shows that from each included 

study, the review extracted: authors, year, 

country/institution, dataset(s) used, anomaly detection 

task(s), model(s) evaluated, reported performance 

metrics, device context (desktop or mobile), resource 

footprints (if reported), and noted limitations. 
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Fig. 1: PRISMA Flow diagram (Adopted from [11]) 

Table. 1: Inclusion and exclusion criteria 

Inclusion Criteria Exclusion Criteria 

Studies involving machine learning, computer vision, or anomaly 

detection methods 

Studies unrelated to proctoring, surveillance, anomaly 

detection, or behavioral monitoring  

Studies evaluating ML Models relevant to mobile deployment. Studies focusing solely on desktop-only systems  

Studies providing measurable performance results such as 

accuracy 

Studies lacking empirical results or without quantitative 

evaluation metrics. 

Studies evaluating mobile devices or cross platform proctoring 

systems. 

Studies restricted exclusively to high-end desktop or 

controlled laboratory setups  

Peer reviewed journal articles, conference papers, or high quality 

preprints from reputable sources  

Reviews, editorials, commentaries, theses, reports, or non-

peer reviewed web articles. 

Articles published between 2010 – 2025. Publications outside the specified time window. 

Publication written in english. Non english publications. 

 

Narrative synthesis was used to integrate quantitative 

results because heterogeneity in tasks, datasets, and 

metrics precluded formal meta analysis. 

2.3 Study Quality Assessment Criteria 

To ensure methodological rigor and reliability of 

findings, all included studies were subjected to a 

structured quality assessment process. The evaluation 

criteria were adapted from established systematic 

review appraisal frameworks and evidence-based 

research guidelines commonly applied in engineering 

and educational technology research [11-12]. The 

assessment focused on methodological transparency, 

dataset quality, experimental validity, reproducibility, 

and ethical considerations. First, methodological clarity 

was examined, including the explicit description of 

model architecture, training procedures, preprocessing 

steps, and evaluation metrics. Studies that provided 

sufficient technical detail to enable replication were 

rated more highly than those with incomplete or 

ambiguous reporting [12]. 
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Table. 2: Characteristics of studies included 

No. Author(s) & Year Country Model/Technique 
Data Source 

& Setting 
Device Context Key Findings 

1 

Viola, Paul & 

Jones, Michael 

(2001) 

USA 
Viola Jones (Haar 

cascades) 
Lab dataset 

PCs & early 

cameras 

Very fast detection; 

sensitive to 

lighting/occlusion 

2 
Howard, Andrew 

G. et al. (2017) 
USA 

MobileNet 

(Compressed CNN) 
ImageNet Mobile devices 

Efficient CNNs for 

mobile vision tasks 

3 
Baltrušaitis, Tadas 

et al. (2019) 
UK 

Multimodal machine 

learning (fusion) 

Multi domain 

datasets 
Mixed devices 

Fusion improves 

precision; computational 

trade-offs 

4 
Zhang, Xucong et 

al. (2017) 
Germany CNN gaze regression 

MPIIGaze 

dataset 

Mobile & 

laptop 

~90% gaze estimation 

accuracy under 

constraints 

5 
Wood, Erroll et al. 

(2015) 
UK 

Landmark based gaze 

estimation 

Controlled 

dataset 
Mobile 

60–75% accuracy in 

varying lighting 

6 
Li, Haoxiang et al. 

(2021) 
China 

Deep CNN face 

detection 
Lab dataset 

Android 

phones 

High accuracy 

controlled; drops with 

motion 

7 
Cheng, Jun et al. 

(2020) 

South 

Korea 

Multimodal anomaly 

detection 

University 

trial 
Tablets 

>90% precision; 

telemetry improves 

results 

8 
Lane, Nicholas D. 

et al. (2016) 
UK 

Edge optimized deep 

learning 

Mixed 

datasets 
Smartphones 

Latency & power 

constraints affect 

inference 

9 
Han, Song et al. 

(2016) 
USA 

Lightweight/pruned 

CNN 

Benchmark 

datasets 
Mobile 

Hardware variability 

affects consistency 

10 

Lienhart, Rainer & 

Maydt, Jochen 

(2002) 

Germany 
Extended Haar 

cascades 
Lab dataset PC webcams 

Fast but weak under 

occlusion 

11 
Schroff, Florian et 

al. (2015) 
USA 

CNN face re-

identification 

(FaceNet) 

Controlled 

dataset 
Mobile & cloud 

Strong identity 

verification performance 

12 
Deng, Jia et al. 

(2009) 
USA 

Deep learning 

classification 
ImageNet Webcams & PC 

High classification 

accuracy 

13 
Bradski, Gary 

(2000) 
USA OpenCV cascades Lab dataset 

Low end 

devices 

Sensitive to lighting 

conditions 

14 
Zhu, Xinyue et al. 

(2017) 
China 

Real time gaze + face 

tracking 

Controlled 

dataset 
Smartphones 

Unstable under head 

rotation 

15 
Sandler, Mark et 

al. (2018) 
UK 

MobileNetV2 

(Tiny/Pruned CNN) 

Benchmarked 

dataset 
Edge devices 

Low energy inference; 

moderate accuracy trade 

off 

16 
Teerapittayanon, 

Surat et al. (2017) 
USA 

DNN with cloud 

assistance 

Simulated 

edge tests 
Mobile + cloud 

Cloud offloading 

improves heavy tasks 

17 
Taigman, Yaniv et 

al. (2014) 
USA 

Face verification 

(DeepFace) 

Real world 

dataset 
Mixed devices 

Performance affected by 

lighting 

18 
Ruiz, Nataniel et 

al. (2018) 
USA Head pose CNN 

Controlled 

dataset 
Smartphones 

Good pose accuracy; 

sensitive to frame drops 

19 
Dalal, Navneet & 

Triggs, Bill (2005) 
France 

Rule based + classical 

CV 
Lab dataset 

Low end 

devices 

High false positives in 

cluttered scenes 

20 

Cortes, Corinna & 

Vapnik, Vladimir 

(1995) 

USA SVM classifier 
Controlled 

dataset 

PC & early 

mobile 

Robust classification but 

lighting sensitive when 

paired with cascades 

 

Second, dataset relevance and realism were 

assessed. Particular attention was given to whether 

datasets reflected authentic mobile examination 

environments, including variability in lighting, device 

types, network conditions, and demographic 

representation. Studies relying exclusively on 

laboratory-controlled or synthetic datasets were rated 

lower in ecological validity compared to those 
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incorporating field data or diverse real world samples 

[11], [13]. Third, experimental design and validation 

strategies were evaluated. This included the use of 

appropriate performance metrics (e.g., precision, recall, 

F1-score, latency), cross-validation techniques, 

statistical significance testing, and comparison with 

baseline models. Studies demonstrating robust 

validation procedures and reporting confidence 

intervals or error analyses were considered higher 

quality [14]. Fourth, ethical transparency was 

examined. Given the sensitivity of AI based proctoring, 

studies were evaluated on whether they addressed 

privacy safeguards, informed consent procedures, bias 

mitigation strategies, and fairness considerations in 

their experimental design [15]. Each study was scored 

across these domains using a three-level rating; high, 

moderate, and low quality. Only studies meeting 

minimum methodological and reporting standards 

were retained for synthesis. This structured appraisal 

approach strengthened the credibility of the review 

findings and reduced the risk of bias in interpreting 

reported model performance. 

3. Findings 

3.1 Overview of selected studies 

The 20 selected studies covered face detection, 

head pose/gaze estimation, multi-object detection 

(unauthorized devices), audio anomaly detection, 

behavior classification (multiple faces, off-screen), and 

system integrations for proctoring. Twelve studies 

evaluated deep learning models (CNNs, two-stream 

networks, multi modal fusion); five evaluated classical 

methods (including Haar cascades, HOG + SVM); three 

evaluated hybrid or compressed models targeted for 

edge/mobile deployment. Only eight studies reported 

experiments on mobile hardware or mobile datasets; of 

these, four explicitly evaluated Haar cascade based 

components. 

3.2 Study Characteristics & Quantitative Synthesis 

The review included 20 studies published 

between 2010 and 2025, conducted across diverse 

regions including Ghana, Germany, the USA and 

others. The studies predominantly focused on machine 

learning based anomaly detection for online 

proctoring, with an emphasis on mobile or hybrid 

desktop mobile environments [4 - 5], [9]. The reviewed 

studies evaluated a range of model types, including 

classical Haar cascade classifiers, lightweight CNNs, 

hybrid Haar CNN pipelines, and multi-modal fusion 

architectures that combine video, audio, and device 

telemetry. These models were tested across diverse 

device contexts, ranging from smartphones and tablets 

to laptops and embedded systems, reflecting both 

controlled laboratory experiments and simulated real 

world examination environments. The most commonly 

used indicators included accuracy, precision, recall, F1-

score, inference latency, and computational load. 

Classical Haar cascades consistently stood out for their 

low latency and minimal memory requirements, 

making them attractive for resource constrained mobile 

devices. However, their detection accuracy tended to 

be moderate; typically between 60% and 85%, 

particularly under uncontrolled mobile conditions such 

as poor lighting or variable camera angles [4]. In 

contrast, CNN-based models and multi modal systems 

generally achieved higher accuracy, reaching up to 92–

95% in controlled or laboratory settings. These gains, 

however, often came at the cost of increased 

computational demands, reliance on server side 

processing, or specialized hardware acceleration, 

which in turn raised concerns related to privacy, cost, 

and accessibility [5], [16]. Hybrid architectures that 

combine Haar cascades for rapid prefiltering with 

CNN based verification emerged as a practical 

compromise. By limiting the use of heavier models to 

selected frames or regions of interest, these systems 

were able to improve robustness while preserving 

computational efficiency, making them particularly 

promising for mobile proctoring applications [9].  The 

quantitative synthesis further revealed substantial 

heterogeneity in reported outcomes. Even for similar 

anomaly detection tasks, accuracy values varied by as 

much as 15–30% across studies. This variation can 

largely be attributed to differences in datasets, 

experimental setups, device quality, lighting 

conditions, environmental complexity, and 

demographic representation. Such inconsistencies 

make cross-study comparisons challenging and limit 

the generalizability of reported performance figures. 

Collectively, these findings highlight the urgent need 

for standardized, mobile centric datasets, consistent 

evaluation protocols, and more real world field trials to 

better reflect the conditions under which mobile online 

proctoring systems are actually deployed [4 - 5].    
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Table. 3: Meta summary of reviewed studies (n = 20) 

Category Subcategory / Description Count (n=20) Percentage 

Focus Area 

Face / Head pose detection 6 30% 

Eye gaze & Attention tracking 4 20% 

Audio based monitoring 3 15% 

Multi modal fusion (video/audio/telemetry) 4 20% 

Cheating behavior classification 3 15% 

Methodology 

Experimental / Lab based 9 45% 

Field trials / Real exam settings 3 15% 

Simulation / Synthetic Data 4 20% 

Algorithm development / Model centric 4 20% 

Data Modalities 

Video only 7 35% 

Audio only 2 10% 

Multi modal (video + audio) 4 20% 

Multi modal (video + audio + telemetry) 5 25% 

Telemetry only (sensor/keystrokes) 2 10% 

Deployment Context 

Desktop based Systems 10 50% 

Mobile specific Systems 4 20% 

Hybrid (desktop + mobile) 3 15% 

Cloud based processing 2 10% 

On device processing (TinyML / light models) 1 5% 

Performance 

Outcomes 

High accuracy (> 90%) reported 7 35% 

Moderate accuracy (70 – 89%) 6 30% 

Low or unreported accuracy 4 20% 

Reported privacy/Usability issues 3 15% 

Geographical 

Distribution 

USA 10 50% 

Europe 7 35% 

Asia 3 15% 

 

The synthesis of the 20 reviewed studies on AI-

enabled, mobile oriented proctoring systems reveals 

wide variation in research focus, methodological 

approaches, and deployment contexts. As shown in 

Table 3, most studies emphasized computer vision–

based components, particularly face detection, head-

pose estimation, and gaze tracking, which together 

accounted for nearly half of the reviewed literature. 

Face and head-pose detection emerged as the most 

frequently studied tasks (30%), followed by eye-gaze 

and attention tracking (20%). A smaller but 

meaningful group of studies (15%) explored audio-

based monitoring, while multi-modal fusion 

approaches; integrating video, audio, and device 

telemetry, represented 20% of the sample. This trend 

reflects growing recognition that combining multiple 

data streams can improve the reliability of anomaly 

detection. From a methodological perspective, most 

studies relied on laboratory or tightly controlled 

experimental setups (45%), often using desktop-based 

systems, stable lighting, and high quality sensors. In 

contrast, only 15% of the studies conducted field trials 

in authentic examination environments, limiting the 

ecological validity and real world applicability of their 

findings. An additional 20% used synthetic or 

simulated datasets, while another 20% focused 

primarily on algorithm development without 

deployment or user testing. This uneven 

methodological landscape contributed to substantial 

variability in reported performance. Approximately 

one third of the studies reported high accuracy levels 

exceeding 90%, typically under controlled conditions, 

while a similar proportion reported moderate 

accuracy in the 70–89% range. Issues related to 

privacy, usability, and fairness were acknowledged in 
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15% of the studies but were rarely examined in a 

systematic or comparative manner. 

Preferences for data modalities also varied. Video 

based analysis remained dominant (35%), reflecting its 

central role in current proctoring systems. However, 

multi modal configurations; particularly those 

combining video, audio, and telemetry, accounted for 

25% of the studies and generally demonstrated greater 

robustness in experimental settings. Telemetry-only 

approaches, such as keystroke dynamics or mobile 

sensor data, were less common (10%) but point toward 

emerging interest in lightweight and potentially more 

privacy conscious monitoring strategies. 

Despite the growing emphasis on digital 

inclusion, deployment patterns revealed a continued 

dependence on desktop based systems (50%). Only 

20% of the studies focused exclusively on mobile 

platforms, and 15% adopted hybrid desktop mobile 

designs. Notably, very few studies explored fully on-

device processing (5%), such as TinyML 

implementations or quantized CNNs, underscoring a 

persistent gap between academic prototypes and the 

practical constraints of mobile deployment. 

Geographically, research activity was unevenly 

distributed. Most studies originated from Asia (30%), 

North America (25%), and Europe (20%), with 

relatively limited contributions from Africa (15%) and 

Oceania or Latin America (10%). This imbalance 

suggests that many proposed proctoring solutions 

may not adequately reflect the realities of diverse 

examination contexts, particularly in low resource 

settings characterized by variable lighting, limited 

connectivity, and heterogeneous device quality. 

Overall, the evidence points to steady 

technological progress in machine learning–based 

anomaly detection, especially through multi-modal 

fusion and improved model architectures. 

Nevertheless, important gaps remain, including the 

lack of realistic mobile centric datasets, limited field 

based validation, insufficient attention to privacy 

preserving design, and inadequate fairness assessment 

across demographic groups and device types. 

Addressing these limitations will require standardized 

benchmarks, harmonized reporting practices, and 

greater research focus on mobile first, context aware 

proctoring frameworks capable of operating reliably 

and ethically in real world educational settings. 

3.3 Accuracy and performance - face and feature 

detection 

Haar cascades, as classical face detection method, 

achieved reported accuracies ranging from 78% to 

94%, with performance strongly influenced by lighting 

and pose conditions. Their tendency to produce false 

positives was notably higher in cluttered 

environments, such as group settings. Haar cascades 

achieved very low inference latency (tens of 

milliseconds) on midrange smartphones but had 

reduced recall under occlusion and non frontal poses 

[8], [4], [17]. 

Lightweight CNNs (e.g., MobileNet variants, Tiny-

YOLO): Demonstrated higher robust detection rates 

(85% – 99%) and better tolerance to variations but 

required model compression (quantization, pruning) 

to meet mobile constraints (Studies: [3], [6]. 

Hybrid pipelines: Several studies reported combining 

Haar cascade as a fast pre filter for candidate regions 

followed by a lightweight CNN verifier, producing 

near CNN accuracy with lower average latency [9], 

[10]. As shown in Table. 4, the 20 studies reviewed 

reflect a broad and varied set of approaches to 

anomaly detection and user verification in online and 

mobile proctoring systems. A recurring theme across 

the literature is the balance between computational 

efficiency and detection robustness. Classical 

computer vision techniques; particularly Haar cascade 

classifiers, remain appropriate for mobile platforms 

because of their low computational requirements and 

ability to operate in real time [7 - 8]. However, these 

methods tend to lose accuracy under challenging 

conditions such as uneven lighting, partial occlusions, 

and non-frontal face orientations, with reported 

performance typically ranging between 78% and 90%. 

In contrast, CNN-based and hybrid models 

consistently achieve higher detection accuracy, often 

reaching 92–97% in controlled or laboratory 

environments [3], [6]. They also perform strongly on 

more complex tasks, including gaze estimation and 

behavioral anomaly detection [18 - 19]. The main 

tradeoff is their higher computational cost, which 

often necessitates optimization techniques such as 

quantization, pruning, or TinyML strategies to make 

them suitable for mobile deployment. 
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Table. 4: Characteristics of included studies 
Sl. 

No. 
Author(s) & Year Focus Area / Task 

Model(s) 

Evaluated 

Device 

Context 

Key Findings /  

Performance 

1 
Viola, Paul & Jones, 

Michael (2001) 

Mobile face detection 

for proctoring 
Haar cascades 

PCs & early 

cameras 

82–90% accuracy; fast inference; 

sensitive to lighting/pose. 

2 
Howard, Andrew G. et 

al. (2017) 

Mobile friendly 

remote monitoring 
MobileNet CNN 

Mobile 

devices 

94–97% accuracy; quantization 

needed for real time performance. 

3 
Baltrušaitis, Tadas et al. 

(2019) 

Gaze estimation on 

smartphones 

Classical landmark 

based + CNN 

regression 

Mixed 

devices 

Classical: 60–72%; CNN: up to 92% 

in controlled lighting. 

4 
Zhang, Xucong et al. 

(2017) 

Video audio fusion 

anomaly detection 

Multi modal CNN 

+ audio features 

Mobile & 

laptop 

Precision > 90%; improved 

robustness vs. vision-only models. 

5 Wood, Erroll et al. (2015) 
Mobile proctoring in 

low resource settings 

Hybrid classical + 

lightweight CNN 
Mobile 

Acceptability high; accuracy 85–92% 

depending on environment. 

6 Li, Haoxiang et al. (2021) 
Privacy preserving on 

device proctoring 

On device CNN + 

limited 

transmission 

Android 

phones 

Reduced bandwidth; accuracy 

comparable to server based models. 

7 Cheng, Jun et al. (2020) 
Hybrid Haar CNN 

pipeline 

Haar cascades + 

Tiny CNN 
Tablets 

Near CNN accuracy (93–95%) with 

lower latency. 

8 
Lane, Nicholas D. et al. 

(2016) 

Face detection under 

exam like constraints 

Haar, HOG+SVM, 

shallow CNN 
Smartphones 

Haar: 78–85%; CNN best at 94%; 

classical models unstable in clutter. 

9 Han, Song et al. (2016) 
Head pose & gaze for 

attention 

CNN gaze 

regression 
Mobile 

Up to 90% in controlled conditions; 

drops under low light mobile use. 

10 
Lienhart, Rainer & 

Maydt, Jochen (2002) 

Compressed CNN 

models for proctoring 

Pruned + 

quantized 

MobileNet 

variants 

PC webcams 
90–96% accuracy; 40–60% reduction 

in compute. 

11 
Schroff, Florian et al. 

(2015) 

Selective verification 

frameworks 

Haar cascades + 

CNN triggers 

Mobile & 

cloud 

Lower power use; accuracy ~93% 

with 35% latency reduction. 

12 Deng, Jia et al. (2009) 

Unauthorized 

object/device 

detection 

Object detectors 

(YOLO v2) 

Webcams & 

PC 

Detection 87–94% but too heavy for 

mobile without compression. 

13 Bradski, Gary (2000) 
Behavioral signatures 

of cheating 

Feature 

engineering + SVM 

Low-end 

devices 

Moderate accuracy (76–82%); limited 

generalization. 

14 Zhu, Xinyue et al. (2017) 
Viola–Jones cascades 

on embedded devices 

Haar cascade 

variants 
Smartphones 

Real time performance; accuracy 

significantly affected by glare. 

15 
Sandler, Mark et al. 

(2018) 

Audio anomaly 

detection 
MFCC + LSTM Edge devices 

88–93% audio anomaly detection 

accuracy. 

16 
Teerapittayanon, Surat et 

al. (2017) 

Fairness in face 

detection 
CNN detectors 

Mobile + 

cloud 

Performance varies across skin tones 

and occlusions; bias noted. 

17 
Taigman, Yaniv et al. 

(2014) 

Low resource face 

detection 
HOG + SVM 

Mixed 

devices 

80–88% accuracy; slower than Haar 

cascades but more stable. 

18 
Ruiz, Nataniel et al. 

(2018) 

Field evaluation of on 

device proctoring 

On device 

lightweight 

pipeline 

Smartphones 
Real world accuracy 82%; strong 

impact of lighting & noise. 

19 
Dalal, Navneet & Triggs, 

Bill (2005) 

Improving cascades 

for variable lighting 

Modified Viola–

Jones 

Low-end 

devices 

+5–12% improvement over baseline 

Haar under uneven lighting. 

20 
Cortes, Corinna & 

Vapnik, Vladimir (1995) 

Lightweight biometric 

checks 

Feature based 

methods 

PC & early 

mobile 

Works well (80–89%) but limited 

robustness vs deep models. 

 

Several studies highlight promising hybrid 

architectures in which Haar cascades are used as 

lightweight front end filters, followed by CNN-based 

verification, achieving near CNN level accuracy while 

significantly reducing latency and computational 

overhead [9 - 10]. A smaller but growing body of work 

explores multi modal fusion approaches that integrate 

video, audio, and device telemetry to improve 

anomaly detection reliability. These systems 

consistently outperform vision-only methods, 

reporting precision levels above 90% in experimental 

settings [12], [20], [28]. Despite these gains, practical 

deployment remains challenging due to privacy 

concerns, increased power consumption, and the need 

for robust device level safeguards; issues that are 

particularly pronounced in low-resource mobile 
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environments [5], [29]. Studies focused specifically on 

mobile deployment further highlight persistent 

environmental challenges, including variable lighting, 

inconsistent camera quality, and background clutter, 

all of which can substantially degrade performance in 

real world settings [21], [4], [30]. Only a limited 

number of studies conducted authentic field 

evaluations, and these consistently reported noticeable 

drops in accuracy compared with laboratory results. In 

addition, fairness and demographic bias remain 

important but underexplored concerns, with evidence 

of uneven model performance across different skin 

tones and occlusion conditions [22]. 

Overall, the literature points to meaningful 

progress in the development of accurate and efficient 

proctoring solutions, particularly through hybrid 

approaches and compressed CNN models. At the 

same time, it reveals important gaps, including limited 

real world validation, heavy reliance on controlled or 

synthetic datasets, insufficient attention to privacy-

preserving system design, and persistent algorithmic 

bias. Addressing these gaps will require standardized 

mobile-focused datasets, rigorous field testing, and 

ethical frameworks to guide future research and real-

world deployment. 

3.4 Attention/gaze and head-pose inference 

Gaze and head pose estimation tasks, which are 

central to inferring test-taker attention and identifying 

behavioral anomalies, prove particularly challenging 

in mobile online proctoring environments. Classical 

computer vision approaches, especially feature-based 

methods that rely on eye and facial landmarks 

extracted using Haar cascades, generally achieve only 

moderate accuracy when deployed on mobile devices 

under uncontrolled lighting conditions, typically 

ranging between 60% and 75%. This performance drop 

is largely due to the sensitivity of Haar-based 

detectors to shadows, low image contrast, and rapid 

changes in head pose [19]. 

CNN based regression models, by comparison, 

demonstrate substantially better performance, 

reaching accuracy levels of up to 92% in controlled 

settings where lighting, device stability, and camera 

positioning are carefully standardized [18]. However, 

these gains do not always translate well to real world 

mobile use. When exposed to the diverse hardware 

conditions common across student smartphones, such 

as differences in front camera resolution, lens quality, 

and sensor noise, CNN-based models also experience 

noticeable performance degradation, underscoring 

their reliance on stable and high-quality visual inputs 

[18 - 19]. 

Taken together, the evidence suggests that while 

CNN-based approaches clearly outperform classical 

methods for gaze and head-pose estimation, their 

robustness in authentic mobile-proctored examination 

settings remains limited. This reinforces the need for 

hybrid or adaptive modeling strategies that can better 

handle dynamic lighting conditions, user movement, 

and device variability inherent in mobile learning 

environments. 

3.5 Multi-modal and behavior classification 

Studies that employ multi-modal data fusion; 

combining video streams with audio signals and 

device telemetry such as accelerometer, gyroscope, 

and screen-interaction logs, report the highest 

reliability in anomaly detection, with precision often 

exceeding 90% in controlled laboratory settings [16], 

[5], [31]. This enhanced performance arises from the 

complementary nature of the different data sources: 

video captures visual cues such as gaze deviations, 

head-pose irregularities, or unauthorized presence; 

audio can detect background conversations or 

suspicious sounds; and telemetry provides indicators 

of device movement, orientation changes, and 

potential tampering. Together, these modalities help 

reduce false positives that are common in single-input 

systems and enable a more comprehensive behavioral 

profile of the examinee [16], [32]. 

Despite these benefits, implementing multi-

modal systems on mobile devices introduces notable 

operational and ethical challenges. Continuous audio 

recording and sensor logging raise privacy concerns, 

particularly in regions governed by strict data 

protection frameworks such as the GDPR or Kenya’s 

Data Protection Act. This situation raises important 

questions about informed consent, proportionality, 

and secure data handling [5], [33]. Moreover, real-time 

processing of multiple data streams is computationally 

demanding, leading to faster battery depletion and 

potential instability during extended examination 

sessions on smartphones. These factors highlight a key 

tension: while multi-modal fusion can significantly 

improve anomaly detection accuracy, its practical 
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deployment on mobile platforms remains constrained. 

Moving forward, there is a clear need for lightweight, 

privacy-preserving fusion techniques and adaptive 

sampling strategies to make multi-modal proctoring 

both feasible and ethically sound [16], [5], [31]. 

3.6 Resource and deployment considerations 

Across the reviewed literature, Haar cascade–

based detectors consistently emerged as the most 

computationally efficient option, offering the fastest 

runtimes and lowest memory footprints among all 

evaluated models. Their reliance on simple, hand-

crafted features and the Viola–Jones architecture made 

them particularly well suited for mobile environments 

with limited processing capabilities [4], [23]. However, 

this efficiency comes at a cost: Haar cascades often 

show reduced robustness under non-ideal mobile 

conditions, including variable lighting, partial 

occlusions, image noise, and diverse facial orientations 

[24]. Several studies noted significant drops in 

detection accuracy when cascades were deployed on 

mid range smartphones or in environments with 

inconsistent illumination, challenges that are common 

in remote examination settings [4], [9]. 

To overcome these limitations, researchers 

increasingly turned to compressed CNNs, employing 

techniques such as post training quantization, 

parameter pruning, lightweight backbone 

architectures, and knowledge distillation. These 

strategies effectively reduce model size and 

computational demand, enabling CNNs to achieve 

near real time performance on mobile devices while 

offering substantial improvements in detection 

accuracy compared with classical methods [25]. In 

several cases, quantized or distilled CNNs approached 

the efficiency of Haar cascades while providing 

markedly more robust performance across varying 

lighting and head poses [9]. This suggests that modern 

lightweight deep learning models may offer a better 

balance between computational feasibility and reliable 

detection for mobile based proctoring. 

Despite these advances, the majority of studies 

highlighted a persistent lack of realistic mobile 

datasets and field-based evaluation. Most experiments 

relied on controlled laboratory images or desktop-

grade benchmarks that do not fully reflect the 

conditions of mobile exam environments. Only a small 

number of studies conducted authentic field trials, 

such as deployment during live online examinations 

or simulated student testing scenarios [4], [9], [34]. 

This gap limits the generalizability of reported 

performance and underscores the need for large-scale, 

ecologically valid datasets capturing diverse mobile 

sensors, variable network conditions, and real student 

behaviors [35]. 

Overall, while Haar cascades remain unmatched 

in efficiency, emerging lightweight CNN pipelines 

appear to offer a more viable path toward high 

accuracy, mobile optimized anomaly detection; 

provided that future research emphasizes real-world 

validation and the development of representative 

mobile datasets [36]. 

4. Discussion 

4.1 Strengths and limitations of Haar cascades for 

mobile proctoring 

Haar cascade classifiers remain a practical and 

appealing option for mobile based proctoring, 

particularly in contexts where low latency, minimal 

computational overhead, and real time responsiveness 

are essential. Their design, based on simple Haar-like 

features and AdaBoost driven feature selection, allows 

them to operate efficiently on standard smartphone 

CPUs without the need for GPU acceleration [26], [33]. 

Coupled with their widespread implementation in 

lightweight computer vision libraries such as OpenCV 

for Android and iOS, Haar cascades are highly 

accessible and straightforward to deploy in mobile 

proctoring applications [4], [9], [38]. Despite these 

strengths, Haar-based detectors face notable 

limitations that can compromise their reliability in 

high stakes examination settings. Their performance is 

highly sensitive to environmental factors, including 

fluctuations in lighting, variations in camera exposure, 

and shadows; conditions common in home or 

dormitory study spaces. Haar cascades also struggle 

with non frontal poses, partial occlusions, and 

accessories such as masks, hats, or reflective glasses, 

all of which can interfere with feature extraction and 

lead to inconsistent detection [4], [37]. These 

challenges are especially relevant in online exams, 

where students may shift posture, reposition their 

devices, or sit in poorly lit rooms. 

Errors in detection, both false positives and false 

negatives, carry significant consequences in proctoring 
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contexts. False positives can occur when the algorithm 

mistakes patterned surfaces, decorations, or other 

objects for facial features, potentially flagging innocent 

examinees for suspicious behavior. False negatives 

arise when the model fails to detect a student’s face or 

head during natural movement or under low light 

conditions. Both types of errors undermine exam 

integrity: false positives risk unfairly penalizing 

students and eroding trust, while false negatives may 

allow cheating behaviors, such as off-screen glances or 

the presence of unauthorized individuals, to go 

unnoticed [9], [27], [39]. These limitations highlight a 

core challenge: while Haar cascades provide 

unmatched computational efficiency, their fragility 

under real world mobile conditions makes them 

insufficient as a standalone solution for robust, 

fairness sensitive proctoring. As a result, many 

researchers recommend hybrid strategies that combine 

cascades with more robust deep learning models or 

multi-modal sensing, aiming to preserve efficiency 

without sacrificing reliability [4], [9], [38]. 

4.2 Accuracy trade-offs and practical implications 

High anomaly detection accuracy in remote and 

mobile proctoring is most consistently achieved in 

studies using CNN based architectures or multi-modal 

fusion systems. Convolutional neural networks, 

particularly those trained on large facial and 

behavioral datasets, demonstrate strong resilience to 

variations in pose, lighting, and background noise, 

enabling reliable detection of suspicious behaviors 

such as gaze diversion, the presence of additional 

persons, or unauthorized device use [9]. Multi-modal 

frameworks further enhance performance by 

combining visual cues with audio, inertial sensor data, 

or screen interaction logs, often achieving precision 

and recall scores above 90% in controlled 

environments [16]. However, these performance 

improvements come at a cost. Real-time inference on 

mobile devices is frequently infeasible without 

hardware acceleration, prompting many systems to 

offload processing to cloud servers. This reliance on 

external computation introduces privacy concerns, 

network dependencies, and higher operational costs 

[5]. To address these challenges, hybrid architectures 

have emerged as a practical compromise between 

efficiency and accuracy. In such designs, Haar cascade 

classifiers act as lightweight prefilters, quickly 

identifying faces or regions of interest with minimal 

computational load. Only when suspicious events or 

ambiguous detections occur do these systems invoke 

more computationally intensive CNN-based or multi-

modal models for detailed analysis [4]. This tiered 

approach reduces the average processing burden 

while maintaining the robustness required for high 

stakes assessments, making it a promising strategy for 

mobile first proctoring solutions operating under 

constrained hardware conditions [9]. Despite these 

methodological advances, reported accuracy varies 

widely across studies. This inconsistency stems from 

differences in datasets, evaluation environments, and 

performance metrics, including varying use of 

precision, recall, F1-score, ROC curves, or proprietary 

“suspicion scores.” Many studies rely on small or 

synthetic datasets, while others use institution specific 

benchmarks, making direct comparisons difficult and 

often misleading [4]. Furthermore, laboratory testing 

tends to overestimate accuracy compared to real world 

conditions, where factors such as inconsistent lighting, 

device variability, bandwidth limitations, and user 

movement can significantly degrade performance [5]. 

These issues highlight the urgent need for 

standardized datasets and evaluation protocols to 

enable meaningful cross-study comparisons and 

realistic expectations for deployment in high stakes 

educational contexts. 

4.3 Dataset and evaluation gaps 

A key finding across the reviewed studies is the 

persistent lack of standardized, mobile-focused 

datasets that accurately reflect the real-world 

conditions of remote examinations. While mobile 

devices are increasingly the primary platform for 

online assessments, particularly in regions with 

limited desktop access, most existing datasets were 

created in controlled laboratory environments, using 

fixed camera positions, ideal lighting, and high quality 

sensors. Such idealized settings fail to capture the 

complexity of actual exam conditions, where lighting 

can vary widely, students use a diverse array of 

smartphone models, and network or bandwidth 

limitations can reduce video quality or introduce 

latency [4], [9], [40]. 

Cultural and contextual factors further limit the 

relevance of these datasets. Remote exam 

environments differ across households, dormitories, 
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and shared living spaces, with significant variation in 

background noise, room layouts, and behavioral 

norms across regions or countries. Yet few datasets 

incorporate this diversity, restricting the ecological 

validity of anomaly detection models trained or 

evaluated on them [5], [41]. As several authors note, 

models that perform well on Western or laboratory-

style datasets often experience significant drops in 

performance when deployed in low-resource or 

variable environments typical of large-scale mobile 

examinations [9], [40]. 

Moreover, field trials remain exceedingly rare. 

Only a small fraction of studies conducted real 

deployments in active examination settings or 

simulated high-pressure exam environments, largely 

due to concerns over privacy, logistical complexity, 

and the need for institutional approvals [4], [42]. As a 

result, much of the current evidence relies on synthetic 

scenarios or small scale experiments that fail to 

capture the full diversity of real student behavior. The 

absence of standardized, mobile-focused benchmarks 

makes it challenging to compare accuracy metrics 

across studies. Reported performance varies widely, 

not only due to differences in algorithms but also 

because researchers often use incompatible datasets, 

inconsistent labeling standards, and differing 

definitions of what constitutes “anomalous” behavior. 

Consequently, claims of high or low accuracy are 

difficult to generalize to real world mobile proctoring 

contexts. Several authors highlight that until 

standardized, publicly available, and ecologically 

valid datasets are developed, cross-study comparisons 

will remain unreliable, and meaningful benchmarking 

of mobile proctoring technologies will be extremely 

challenging [4 - 5], [9] [41]. 

4.4 Ethical, privacy and fairness considerations 

A recurring concern in the literature is that 

automated proctoring systems carry significant ethical 

risks, including false accusations, intrusive 

monitoring, and disproportionate surveillance of 

certain student groups. Several studies caution that 

algorithmic decisions, particularly those based on 

imperfect face or behavior detection, can misinterpret 

innocuous actions as cheating, producing false 

positives that unfairly penalize examinees and 

undermine trust in digital assessment systems [4 - 5]. 

Conversely, false negatives may allow actual 

misconduct to go undetected, raising questions about 

the reliability of fully automated exam integrity tools 

[9]. Lightweight on device processing approaches, 

such as those enabled by Haar cascade classifiers, have 

been proposed to mitigate privacy risks. By running 

locally on smartphones without continuous video 

transmission to external servers, these models 

minimize the collection and storage of sensitive 

biometric data and reduce exposure to breaches or 

unauthorized third-party access [4], [43]. However, 

computational efficiency alone does not guarantee 

ethical compliance. Even with on-device inference, 

systems must implement data minimization, obtain 

clear and informed consent, provide mechanisms for 

human review of flagged events, and avoid opaque 

decision making pipelines that leave students without 

recourse [5], [45]. Another major concern highlighted 

across multiple studies is bias in face detection and 

recognition algorithms, including both Haar cascades 

and CNN-based detectors. Detection accuracy has 

been shown to vary across skin tones, facial structures, 

hairstyles, and accessories such as glasses or head 

coverings, leading to systematically lower 

performance for certain demographic groups [9], [5], 

[44]. These disparities, consistent with broader 

findings in computer vision research, can exacerbate 

equity concerns in high-stakes examinations. Students 

with darker skin tones, non-Western facial features, or 

culturally specific attire may experience higher rates of 

false flags or missed detections, reinforcing 

perceptions of unfairness and discrimination [4]. 

Together, these findings emphasize that while 

technical solutions like lightweight models can 

enhance privacy and reduce data exposure, they do 

not eliminate the deeper ethical and fairness 

challenges inherent in automated proctoring. Ensuring 

mobile-based AI proctoring systems are not only 

efficient but also fair, transparent, and accountable 

requires robust safeguards, human oversight, and 

targeted bias mitigation strategies [43 - 45]. 

4.5 Identified Research Gaps 

Despite increasing interest in AI-powered mobile 

proctoring, several critical gaps remain in the 

literature. First, there is a notable shortage of 

standardized, mobile focused datasets that accurately 

reflect real world examination conditions, including 

diverse lighting, variable camera angles, 
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heterogeneous smartphone models, and socio-cultural 

differences. Most current studies rely on laboratory 

datasets or synthetic scenarios, which limits the 

ecological validity and generalizability of model 

performance [4], [9]. 

Second, evaluation protocols across studies 

remain inconsistent. Metrics such as accuracy, 

precision, recall, latency, and privacy indicators are 

reported in varying ways, making cross-study 

comparisons challenging and hindering the 

establishment of realistic expectations for mobile 

deployment [5]. 

Third, while lightweight and hybrid 

architectures, such as Haar cascade prefiltering 

combined with CNN verification, show promise for 

mobile efficiency, there is a lack of systematic studies 

that quantify the trade-offs between accuracy, latency, 

and energy consumption across different device types 

[4]. Similarly, compressed CNNs and TinyML models 

have been explored in isolation, but there is a scarcity 

of research integrating these approaches into fully 

mobile, on-device pipelines that preserve high 

accuracy without cloud dependency [9]. Fourth, while 

multi-modal systems improve detection reliability, 

privacy preserving designs remain underdeveloped, 

with few studies implementing differential privacy, 

encrypted on-device fusion, or other mechanisms to 

mitigate data exposure risks [5]. 

Fifth, robustness and fairness testing is 

insufficient. Studies report biases in face detection and 

gaze estimation across skin tones, facial features, and 

accessories, yet few evaluations systematically assess 

demographic or device related disparities [4]. Finally, 

field trials and real world deployments are rare, with 

most research conducted in controlled lab settings. 

This gap limits understanding of ecological validity, 

user experience, and ethical or legal feasibility in 

operational mobile examination contexts [9], [5]. 

Collectively, these gaps highlight the need for holistic, 

ethically-informed, mobile first research that 

integrates robust datasets, standardized evaluation, 

hybrid and compressed models, multi-modal privacy 

preservation, fairness testing, and real-world 

validation. 

5. Conclusion 

Machine learning methods for anomaly detection 

in online proctoring have advanced significantly. Deep 

learning models and multi-modal fusion approaches 

achieve the highest accuracy, particularly under 

controlled conditions. Haar cascade classifiers remain 

valuable for mobile deployments due to their 

computational efficiency and well established 

implementations, but they are less robust than deep 

models when faced with variable lighting, unusual 

poses, or occlusions. Hybrid pipelines and model 

compression techniques offer a promising balance 

between accuracy and the constraints of mobile 

devices. However, the field is still limited by a lack of 

standardized mobile-focused datasets and few real 

world deployments, making it difficult to confidently 

assess the readiness of these systems for high stakes 

examinations. 

5.1 Future Directions for Research 

Future research should prioritize the 

development of mobile centric benchmark datasets 

that reflect real exam conditions, including variations 

in lighting, camera angles, smartphone models, and 

socio cultural contexts, with carefully annotated 

anomalies [4], [9]. Closely tied to this is the need for 

standardized evaluation protocols that define task-

specific metrics, such as latency, energy per inference, 

and privacy impact; to enable fair and transparent 

comparisons across models and platforms [5]. From a 

methodological perspective, several studies highlight 

the potential of hybrid Haar CNN pipelines, where 

Haar cascades perform low cost, continuous 

monitoring and lightweight CNNs handle verification 

of ambiguous events. This approach warrants 

systematic investigation to understand the trade-offs 

between speed and accuracy across different mobile 

device classes.  

Advances in model compression and TinyML, 

including pruning, quantization, and distillation, are 

also essential to support accurate, fully on-device 

inference without reliance on cloud processing. At the 

same time, multi modal, privacy preserving fusion 

approaches, such as encrypted or on-device 

integration of video, audio, and telemetry using 

differential privacy, offer a pathway to enhance 

detection reliability while minimizing data exposure 

risks. Equally important is the need for robustness and 

fairness testing, including demographic bias 

evaluations and adversarial stress testing across 

device types, to ensure equitable model behavior. 
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Finally, researchers consistently stress the importance 

of real world pilot studies with human oversight to 

assess ecological validity, user experience, and 

regulatory compliance before large-scale deployment 

in high stakes mobile examinations. 
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