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ABSTRACT  

Equity Bank Kenya Limited, a key player in the Kenyan banking industry, has implemented 

various strategies to detect, prevent, and respond to fraud. Despite these measures, the 

persistent recurrence of fraud cases necessitates a thorough evaluation of the bank's fraud 

management framework. This study sought to address this gap by examining the fraud 

detection, prevention, and response mechanisms employed by Equity Bank and exploring 

potential advancements to strengthen its fraud management strategies. The findings contribute 

valuable insights into fraud management practices within the Kenyan banking sector, offering 

lessons for other financial institutions in emerging markets facing similar challenges. 

The objectives were to evaluate the fraud detection strategies used by the bank, analyze its 

fraud prevention measures, assess the effectiveness of its fraud response mechanisms, and 

identify possible advancements to enhance its overall fraud management framework. Guided 

by Donald Cressey's 1953 Fraud Triangle Theory and Cohen & Felson's 1979 Routine 

Activity Theory, the study adopted a mixed-methods approach with a descriptive research 

design. Data was collected through structured questionnaires from a stratified sample of 333 

respondents and semi-structured interviews with a purposive sample of 10 interviewees from 

key departments, including Internal Audit, Compliance, Risk Management, and IT Security. 

Quantitative data was analyzed using descriptive statistics, and qualitative responses through 

thematic analysis. 

The findings revealed that, while whistleblowing mechanisms exist, their effectiveness is 

undermined by employee reluctance due to fear of retaliation, with a section of the 

respondents expressing uncertainty about whistleblower protection. Although AI-driven fraud 

detection systems have contributed to a notable reduction in fraud-related losses, concerns 

persist regarding high false-positive rates, leading a number of respondents to perceive current 

AI and Machine Learning (ML) implementations as ineffective in overall fraud detection at 

Equity Bank. Regarding fraud prevention, measures like staff training and internal controls 

are present; however, a substantial number of employees consider the current fraud prevention 

training inadequate. While most respondents agreed that fraud containment is effective, key 

challenges include delays in fraud case resolution and unsatisfactory financial loss recovery 

rates, with many strongly disagreeing that recovery rates are adequate. 

To enhance fraud management, the study recommends strengthening whistleblower 

protection through clearer policies and enforcement at Equity Bank, refining AI-based fraud 

detection models to reduce false positives and improve accuracy within the bank's specific 

operational context, expanding and regularly updating training programs to address identified 

knowledge gaps among employees, and integrating blockchain technology for enhanced 

transaction security and traceability. Additionally, proactive leveraging of predictive analytics 

and machine learning models is proposed as crucial technological enhancements for Equity 

Bank's fraud management mechanism. These recommendations are particularly suited to 

Equity Bank’s expansive digital operations and can serve as a model for fraud management 

across Kenya’s banking sector and similar institutions in developing markets. The scope of 

the study was limited to the bank’s Kenyan operations, and findings may not fully generalize 

to smaller institutions or those with differing regulatory contexts. Additionally, restricted 

access to internal data and legacy technology systems posed constraints in evaluating all 

aspects of fraud management. 
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CHAPTER ONE 

 INTRODUCTION 

1.1 Background to the Study  

Fraud is a significant challenge that continues to threaten the stability and integrity of financial 

institutions worldwide. With the rise of digital banking and advancements in technology, the 

complexity of fraud schemes has escalated, forcing financial institutions to continuously 

evolve their fraud management strategies. Financial fraud is not only a local issue but a global 

concern that affects the economic stability of countries and the trust of stakeholders in 

financial systems. In this context, understanding the broader landscape of financial fraud and 

how institutions like Equity Bank Kenya Limited are managing these risks is crucial. 

Globally, financial fraud remains a persistent issue despite the implementation of advanced 

fraud detection technologies. Financial institutions across the world are adopting artificial 

intelligence (AI) and machine learning (ML) to enhance their fraud detection capabilities, as 

these technologies can analyze vast datasets and identify fraudulent patterns in real-time 

(Chen, Zhang, & Wang, 2021). However, the global financial industry continues to incur 

substantial losses due to fraud. In 2021, it was estimated that global financial fraud losses 

exceeded $5 trillion, highlighting the severe impact fraud has on financial institutions (Chiu 

& Wu, 2022). This financial burden is compounded by the rise of digital banking, which has 

introduced new vulnerabilities and opportunities for fraudsters to exploit (Wang & Ahmed, 

2024). Furthermore, the need for ethical frameworks in fraud management has become 

increasingly critical, as financial institutions are not only focused on technological solutions 

but also on fostering an ethical culture that mitigates internal fraud risks (García, Martinez, & 

Lopez, 2020). Furthermore, international regulatory bodies and global financial institutions 
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have also taken significant steps to address the persistent threat of financial fraud. 

Organizations such as the Financial Action Task Force (FATF) and the Basel Committee on 

Banking Supervision have developed global standards and best practice guidelines aimed at 

enhancing institutional resilience against fraud through risk-based approaches, strong 

governance, and cross-border collaboration (FATF, 2022; Basel Committee on Banking 

Supervision, 2021). In developed economies, financial institutions have adopted sophisticated 

fraud management systems that integrate artificial intelligence, human oversight, and 

regulatory compliance frameworks. For example, global banks such as HSBC and JP Morgan 

Chase employ real-time fraud analytics and multi-layered authentication protocols to 

proactively identify and mitigate fraud risks (Brown & Patel, 2022). Additionally, regulatory 

reforms like the European Union’s Revised Payment Services Directive (PSD2) have 

introduced stronger consumer protection measures and authentication standards, helping to 

reduce fraud in digital transactions across Europe (European Commission, 2021). These 

global trends provide valuable benchmarks for financial institutions in emerging economies, 

highlighting the importance of aligning local fraud management strategies with international 

standards to effectively combat evolving fraud threats. 

In Africa, the financial sector faces unique challenges in combating fraud due to regulatory 

disparities, limited technological infrastructure, and socio-economic factors. The rapid growth 

of digital financial services across the continent has introduced both opportunities and 

challenges in managing financial fraud (Owusu, 2021). African financial institutions are 

investing in advanced fraud detection technologies, but the effectiveness of these systems is 

often hindered by regulatory challenges and a lack of skilled personnel (Adebayo, 2021). 

Additionally, regulatory frameworks in Africa have struggled to keep pace with the rapid 
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digital transformation, leading to inconsistencies in fraud management strategies across the 

continent (Ncube, 2023). Despite these challenges, efforts to enhance regional cooperation 

and implement anti-fraud measures are gaining traction, with institutions focusing on 

developing robust internal controls and improving ethical standards (Mugambi, 2021). 

The East African region has also been affected by the rise of financial fraud, particularly with 

the expansion of digital financial services. Financial institutions in countries like Uganda, 

Rwanda, and Tanzania have been working to enhance their fraud detection capabilities by 

adopting regional best practices and technological advancements (Mwangi, 2022). However, 

the region faces significant disparities in technological infrastructure, which has affected the 

uniformity of fraud management strategies across East Africa (Kagame, 2021). Regulatory 

cooperation among East African countries has improved, leading to more coordinated efforts 

in combating cross-border financial fraud, yet challenges remain, particularly in rural areas 

where digital infrastructure is underdeveloped (Mwangi, 2022). Financial institutions in these 

countries are increasingly relying on AI and machine learning to monitor transactions and 

detect fraud, but these efforts are often constrained by the availability of resources and skilled 

personnel (Kagame, 2021). 

In Kenya, financial fraud has become a significant concern, with the rapid shift to digital 

banking exposing financial institutions to new forms of cyber fraud. Regulatory bodies such 

as the Central Bank of Kenya (CBK) have implemented stringent measures to mitigate fraud, 

including mandatory reporting of suspicious transactions and the establishment of a Financial 

Reporting Centre (FRC) (Central Bank of Kenya, 2021). Despite these efforts, Kenyan banks 

continue to face substantial challenges in curbing fraud, driven by both internal vulnerabilities 

and the evolving tactics of fraudsters (Otieno, 2020). Local banks, including Equity Bank 
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Kenya Limited, have been at the forefront of adopting advanced fraud management 

technologies, yet the persistence of fraud cases indicates the need for continuous improvement 

in these strategies. 

Equity Bank Kenya Limited, as one of the leading financial institutions in Kenya, has 

implemented various fraud management strategies to address the growing threat of financial 

fraud. The bank has made significant investments in advanced technologies such as AI and 

machine learning to enhance its fraud detection and prevention capabilities (Njeri, 2023). 

These technologies allow the bank to monitor transactions in real-time, detect suspicious 

activities, and respond promptly to potential fraud threats (Kimani, 2021). However, despite 

these efforts, the bank continues to face challenges related to cyber fraud and internal fraud, 

underscoring the need for continuous adaptation and improvement of its fraud management 

practices (Njeri, 2023). Furthermore, Equity Bank's experience highlights the broader 

challenges faced by Kenyan financial institutions in navigating the complexities of digital 

banking and the associated fraud risks (Kimani, 2021). 

While Equity Bank Kenya Limited has implemented various fraud management strategies, 

the persistent occurrence of fraud highlights the need for a thorough assessment of the 

effectiveness of these strategies. The significant investments in anti-fraud strategies amidst 

increased fraud cases have major implications for the financial sector. This study evaluated 

the fraud prevention, detection, and response mechanisms employed by Equity Bank, 

identified gaps, and propose enhancements to improve overall fraud management. The 

assessment provided valuable insights into the current state of fraud management at Equity 

Bank and offered recommendations to strengthen its defenses against financial fraud, ensuring 

the bank's integrity and trustworthiness in the financial sector. 
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1.2 Statement of the Problem 

Financial fraud poses a persistent and significant threat to the stability and integrity of 

financial institutions globally. Despite considerable investments in advanced fraud 

management systems, including artificial intelligence (AI) and machine learning (ML), 

financial institutions continue to grapple with a rising number of fraud cases (Kulatilleke, 

2022; Awosika, Shukla, & Pranggono, 2023). Research has identified gaps in the alignment 

of these technologies with organizational practices, as well as limitations in skilled personnel 

and regulatory frameworks, which hinder their effectiveness (Kulatilleke, 2022). These 

challenges are compounded by the rapid evolution of fraud tactics, which often outpace 

existing prevention, detection, and response mechanisms (Awosika et al., 2023). 

In Kenya, the transition to digital banking has introduced additional vulnerabilities, 

particularly with the increase in cyber-related fraud. While institutions such as the Central 

Bank of Kenya (CBK) have established regulatory measures to combat fraud, the prevalence 

of financial fraud continues to grow, undermining public confidence in the banking sector 

(Aruei, 2024). According to the Banking Fraud Investigations Department (BFID), Kenyan 

banks reported over 7,100 cases of fraud in 2022 alone, amounting to losses exceeding KES 

2.6 billion (Central Bank of Kenya, 2023). Equity Bank Kenya Limited, a leading institution 

in the country, has been at the forefront of adopting advanced fraud management strategies, 

including real-time transaction monitoring and predictive analytics. However, despite these 

efforts, the bank continues to face challenges in effectively mitigating both internal and 

external fraud.  

This research addressed the critical need to evaluate the effectiveness of Equity Bank’s fraud 

management strategies by examining their prevention, detection, and response mechanisms. 
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It also sought to identify existing gaps and propose enhancements to strengthen the bank’s 

capacity to manage fraud. Through this comprehensive assessment, the study contributes 

valuable insights that not only benefit Equity Bank but also provide broader lessons for 

financial institutions operating in similar contexts. By addressing these challenges, the study 

bolsters institutional resilience, safeguards stakeholder trust, and supports the sustainable 

growth of the banking sector. 

1.3 Purpose of the Study 

The purpose of this study was to assess the fraud management strategies employed by 

financial institutions, focusing on Equity Bank Kenya Limited. 

1.4 Objectives of the Study 

i. To evaluate the fraud detection strategies employed by Equity Bank Limited in Kenya. 

ii. To analyze the fraud prevention strategies adopted by Equity Bank Limited in Kenya. 

iii. To evaluate the effectiveness of fraud response strategies utilized by Equity Bank 

Limited in Kenya. 

iv. To identify possible advancements that can be implemented to enhance fraud 

management at Equity Bank Limited in Kenya. 

1.5 Research Questions 

i. What are the fraud detection strategies adopted by Equity Bank Limited in Kenya? 

ii. What are the fraud prevention strategies employed by Equity Bank Limited in Kenya? 

iii. What are the fraud response strategies utilized by Equity Bank Limited in Kenya? 

iv. What possible advancements can be implemented to enhance the effectiveness of 

fraud management at Equity Bank Limited in Kenya? 
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1.6 Significance of the Study  

This study is crucial as it evaluates the effectiveness of the strategies employed by financial 

institutions to combat fraud. With financial fraud on the rise, it is important to understand 

where current measures succeed and where they fall short. By pinpointing areas that need 

improvement in fraud detection, prevention, and response, the study helps financial 

institutions strengthen their defenses, ultimately safeguarding their assets and bolstering 

stakeholder trust. Additionally, this research fills a notable gap in academic literature 

regarding the effectiveness of anti-fraud strategies in financial institutions, providing a solid 

basis for future studies and policy development. 

The findings of this study also have broader implications for the financial sector. Regulatory 

bodies can use the insights to craft more effective guidelines and policies, ensuring that 

financial institutions are better prepared to tackle fraud. Other banks and financial institutions 

can learn from Equity Bank’s experience, adopting the best practices highlighted in the study 

to enhance their own fraud management systems. Furthermore, customers benefit indirectly 

from more robust security measures, which can lead to increased confidence and trust in the 

financial system. Through addressing the ongoing challenge of financial fraud, this study 

contributes to the overall stability and integrity of the financial sector. 

1.7 Scope of the Study 

The scope of this study encompasses an in-depth analysis of the fraud prevention, detection, 

and response strategies employed by Financial Institutions, focusing on Equity Bank Kenya 

Limited. The content scope includes a comprehensive evaluation of the variables drawn from 

the objectives. 
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Geographically, this study focused exclusively on Equity Bank Kenya Limited and its 

operations within Kenya. The chosen timeframe for this research was from July 2024 to 

March 2025. During this period, data was collected from various branches and departments 

of Equity Bank, ensuring a thorough and representative analysis. Through concentrating on 

this specific geographical and temporal scope, the study provides detailed and relevant 

insights that can significantly enhance the bank’s fraud management strategies. 

1.8 Limitations of the Study 

One of the primary limitations of this study is the reliance on data provided by Equity Bank 

Kenya Limited. Since the study depended heavily on internal reports, financial records, and 

employee interviews, there was a possibility of bias or incomplete information, which could 

affect the accuracy and comprehensiveness of the findings. To mitigate this limitation, the 

study incorporated triangulation by seeking corroborative data from external sources such as 

industry reports, regulatory filings, and independent audits. Additionally, efforts were made 

to cross-verify the data obtained from Equity Bank with publicly available data and insights 

from experts in the banking sector to enhance the validity and reliability of the findings. 

Moreover, the bank's willingness to share sensitive information was limited, potentially 

restricting access to crucial data needed for a thorough evaluation of fraud management 

strategies. To address this, the study employed confidentiality and/or non-disclosure 

agreements and ethical considerations that ensured the data provided by Equity Bank is/was 

handled with the utmost care, encouraging transparency and openness from the bank. 

Furthermore, the research remained flexible and adapted its methods as necessary to work 

with the data that was accessible, ensuring that the analysis is as comprehensive as possible 

despite any potential data limitations. 
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Another significant limitation is the timeframe of the study, from July 2024 to March 2025. 

This relatively short period might not have allowed for a complete assessment of long-term 

trends and the effectiveness of newly implemented fraud management measures. To address 

this limitation, the study focused on analyzing existing data and trends that have developed 

over time leading up to the study period. Additionally, the research considered historical data 

and previous studies to provide context and enhance the understanding of long-term trends, 

even within the limited timeframe. This approach helped ensure that the findings are still 

relevant and insightful despite the constrained study period. 

1.9 Assumptions of the Study  

(i) Accuracy and Completeness of Data: The study assumed that the data provided by 

Equity Bank Kenya Limited, including internal reports and financial records, was 

accurate, complete, and reliable, enabling a thorough analysis of the bank's fraud 

management strategies. 

(ii) Honesty and Objectivity of Participants: It was assumed that all participants, 

including bank employees and management, responded to surveys and interviews 

truthfully and without bias. Their honest insights were crucial for an accurate 

evaluation of the effectiveness of current anti-fraud measures. 

(iii) Relevance and Currency of Technological Tools: The study assumed that the 

technological tools and systems used by Equity Bank, such as artificial intelligence 

and machine learning, were relevant, current, and fully operational. This assumption 

is vital to ensure that the evaluation of these tools accurately reflects their impact on 

fraud detection and prevention. 
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1.10 Operational Definition of Key Terms  

Fraud:    Fraud refers to any deliberate action or scheme intended to 

    deceive others, resulting in financial or personal gain for the

    perpetrator and loss or disadvantage for the victim. In the 

    context of Equity Bank Kenya Limited, fraud includes 

    activities such as embezzlement, identity theft, forgery, and 

    cyber fraud. The incidence of fraud is measured by the number

    of reported cases, the financial losses incurred, and the types of

    fraudulent activities identified. 

Fraud Management Strategies: Fraud management strategies encompass the  

    comprehensive measures adopted by Equity Bank Kenya 

    Limited to minimize the risk and impact of fraudulent activities.

    This includes prevention, detection, and response strategies,

    covering the bank's policies, procedures, technological tools,

    and employee training programs aimed at reducing fraud 

    occurrences and their effects. The effectiveness of these 

    strategies is gauged by the overall reduction in fraud incidents

    and financial losses over a specified period. 

Fraud Prevention Strategies: Fraud prevention strategies are specific policies, procedures,

    and practices implemented to avert fraudulent activities before

    they occur. At Equity Bank Kenya Limited, these strategies 

    include employee training, customer education, internal 

    controls, and robust security protocols. The success of these
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    strategies is measured by the decline in attempted fraud cases

    and the reduction in potential fraud risks. 

Fraud Detection Strategies: Fraud detection strategies refer to the techniques and 

    technologies used to identify and uncover fraudulent activities

    at Equity Bank Kenya Limited. This includes employing 

    artificial intelligence, machine learning algorithms, transaction

    monitoring systems, and conducting regular audits. The 

    effectiveness of these strategies is evaluated by the number of

    fraud cases detected, the speed of detection, and the accuracy

    of the detection methods. 

Fraud Response Strategies: Fraud response strategies involve the actions and procedures

    taken to address and manage detected fraud incidents. At 

    Equity Bank Kenya Limited, this includes investigation 

    processes, legal actions, customer notifications, and recovery

    efforts. The effectiveness of these strategies is assessed by the

    resolution time, the amount of financial recovery, and customer

    satisfaction following a fraud incident. 

Effectiveness of Fraud Management: The effectiveness of fraud management is the overall

    impact of the prevention, detection, and response strategies on

    reducing fraud incidents and losses at Equity Bank Kenya 

    Limited. This is measured by the decrease in the number and
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    value of fraud cases, the improvement in detection and response

    times, and the overall reduction in financial losses due to fraud. 

Advancements in Fraud Management: Advancements in fraud management refer to 

    potential new technologies, strategies, or practices that can be

    implemented to enhance the bank's ability to prevent, detect,

    and respond to fraudulent activities. These advancements are

    identified through a review of industry best practices, emerging

    technologies, and feedback from bank employees and 

    stakeholders. The feasibility and potential impact of these 

    advancements are measured by pilot testing and expert 

    evaluations. 

Financial Institutions          Organizations that offer a wide array of financial services to 

    individuals, businesses, and government entities. These 

    services encompass accepting deposits, providing loans, 

    managing investments, facilitating payment systems, and 

    offering financial advisory services.  
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CHAPTER TWO 

LITERATURE REVIEW 

2.1 Introduction 

This literature review is designed to offer an overview of the subject matter, identify existing 

research gaps, and outline the theoretical and conceptual frameworks that will guide the study. 

2.2 Empirical Literature 

This section presents an empirical review presented as per the study objectives; to evaluate 

the fraud detection strategies employed by Equity Bank Limited in Kenya, to analyze the 

fraud prevention strategies adopted by Equity Bank Limited in Kenya, to assess the fraud 

response strategies utilized by Equity Bank Limited in Kenya and to identify possible 

advancements that can be implemented to enhance fraud management at Equity Bank Limited 

in Kenya. 

2.2.1 Fraud Detection Strategies Employed by Financial Institutions 

Fraud detection strategies play a crucial role in identifying and addressing fraudulent activities 

within financial institutions. The global adoption of artificial intelligence (AI) and machine 

learning (ML) in these strategies has proven to be particularly effective. These technologies 

allow financial institutions to analyze large volumes of transaction data, detecting irregular 

patterns that may signal fraudulent activity. Johnson and Lee (2019) noted that 85% of major 

banks in North America have implemented AI-based fraud detection systems, leading to a 

40% reduction in fraud-related losses over the past five years. These AI systems leverage 

predictive analytics to identify suspicious activities in real-time, enabling prompt intervention 

and minimizing opportunities for fraudsters (Smith & Brown, 2020). Recent research further 
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confirms the potential of AI in reducing operational risks and enabling near-instant fraud 

alerts (Chatterjee et al., 2021; Alomari & Bakri, 2023). 

Additionally, the application of data analytics has greatly improved the capacity of financial 

institutions to detect fraud. By examining historical transaction data, banks can create models 

that forecast potential fraud based on previous behaviors. Garcia and Thompson (2021) found 

that banks using advanced data analytics tools experienced a 35% increase in early fraud 

detection rates. This proactive approach allows institutions to identify and mitigate risks 

before they escalate, thereby strengthening their overall fraud management strategies. The 

integration of these technologies into fraud detection systems reflects a broader shift towards 

digital transformation in the financial sector, with institutions increasingly relying on 

sophisticated technological solutions to safeguard their assets (Miller, 2022; Osei-Assibey & 

Awuah, 2024). 

In Africa, financial institutions are also embracing technological innovations to combat fraud, 

though they face distinct challenges related to infrastructure and regulatory environments. The 

adoption of AI and data analytics in fraud detection has been gaining traction, particularly in 

regions where traditional fraud detection methods are less effective. Adebayo and Muthoni 

(2020) observed that approximately 60% of African banks have integrated AI into their fraud 

detection processes, resulting in a 25% improvement in detecting fraudulent transactions. 

These technologies have been especially beneficial in environments where manual monitoring 

is insufficient due to the high volume of transactions. Furthermore, recent studies by Kayode 

and Mwikali (2023) emphasize that mobile banking and digital wallets have introduced new 

fraud vectors, necessitating enhanced real-time analytics. 
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Moreover, biometric authentication has become an important element of fraud detection 

strategies in Africa. Ncube (2021) reported that biometric systems, such as fingerprint and 

facial recognition, have been implemented by several African financial institutions, resulting 

in a 30% decrease in identity fraud cases. These technologies enhance security by making it 

more challenging for fraudsters to gain unauthorized access to accounts. However, the 

effectiveness of these systems can be hindered by technical challenges and the need for 

broader user adoption, particularly in regions with limited technological infrastructure 

(Owusu, 2020; Gakuru & Abdi, 2023). Innovations in behavioral biometrics have also 

emerged as promising tools in enhancing identity verification in remote banking contexts 

(Ndung'u & Otieno, 2024). 

In the East African region, with the exception of Kenya, efforts have concentrated on 

enhancing fraud detection capabilities through the use of AI and other advanced technologies. 

Financial institutions in countries like Uganda and Tanzania have made significant strides in 

their ability to identify and prevent fraud. Kagame (2020) observed that 70% of banks in 

Uganda have implemented AI-based detection tools, leading to a 30% increase in the 

identification of suspicious transactions. These tools enable banks to monitor transactions in 

real-time, detecting anomalies that may indicate fraudulent activities, thus facilitating faster 

responses to potential threats. A study by Barungi and Kalisa (2023) reinforces these findings, 

noting that the integration of mobile transaction monitoring in Tanzanian banks has improved 

fraud flagging accuracy by over 20%. 

Despite these advancements, challenges remain in the integration and maintenance of these 

technologies. Ndung'u (2021) pointed out that many East African financial institutions still 

struggle with outdated systems that are not fully compatible with newer AI and data analytics 
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tools. This has created gaps in fraud detection, particularly in institutions that lack the 

resources to upgrade their systems comprehensively. To address these challenges, there is a 

need for continued investment in technology and the training of staff to effectively utilize 

these tools (Mwangi, 2022; Kiplagat & Onyango, 2024). 

Equity Bank Kenya Limited has been a leader in adopting advanced fraud detection strategies 

within the Kenyan banking sector. The bank's integration of AI and machine learning into its 

transaction monitoring systems has significantly enhanced its ability to detect fraudulent 

activities. Njeri (2023) reported that since implementing these technologies, Equity Bank has 

achieved a 35% reduction in undetected fraud cases. These AI-driven systems analyze 

transaction data in real-time, allowing the bank to identify and respond to suspicious activities 

swiftly. In addition, real-time dashboards and anomaly alert systems have increased 

operational visibility for fraud risk teams (Wachira & Kariuki, 2023). 

In addition to AI, Equity Bank has invested heavily in data analytics to enhance its fraud 

detection capabilities. Mugambi (2021) emphasized that predictive analytics has played a 

crucial role in enabling the bank to anticipate and prevent emerging fraud trends. By analyzing 

transaction patterns and customer behavior, the bank can proactively address potential risks, 

reducing the likelihood of fraud. However, despite these successes, challenges persist, 

particularly in integrating these advanced systems with the bank's existing infrastructure. 

Njiru (2022) highlighted that the bank's older systems occasionally struggle to keep pace with 

the demands of real-time fraud detection, necessitating continuous upgrades and staff training 

to maintain the effectiveness of these tools. The need for system interoperability and employee 

re-skilling in fraud analytics remains a critical consideration in sustaining these gains (Mutua 

& Wanjiru, 2025). 



 

17 

 

These studies highlight the proactive measures taken by Equity Bank to combat fraud. By 

investing in advanced technologies, strengthening internal controls, and ensuring regulatory 

compliance, Equity Bank has been able to significantly reduce fraud incidents and enhance 

its operational integrity. 

2.2.2 Fraud Prevention Strategies adopted by Financial Institutions 

Fraud prevention strategies are essential for maintaining the integrity and trustworthiness of 

financial institutions worldwide. These strategies involve a comprehensive approach, 

including the adoption of advanced technologies, strengthening of internal controls, and strict 

adherence to regulatory frameworks (Dhankhar & Patel, 2021; Nasir et al., 2021; Thomas et 

al., 2020). By implementing effective fraud prevention measures, financial institutions can 

detect, prevent, and respond to fraudulent activities, thereby safeguarding their assets and 

protecting their stakeholders (Marr, 2019). Recent studies highlight the increasing reliance on 

artificial intelligence (AI) and machine learning (ML) to enhance the detection of fraudulent 

activities and improve the overall effectiveness of fraud prevention strategies (Zhang et al., 

2021; Singh & Jain, 2020; Ali et al., 2022). This section reviews empirical studies on fraud 

prevention strategies adopted by financial institutions at global, continental (Africa), regional 

(East Africa), national (Kenya), and institutional (Equity Bank) levels. 

Globally, financial institutions have increasingly recognized the need for robust fraud 

prevention strategies to safeguard against the growing threats posed by digital banking. The 

adoption of advanced technologies, such as artificial intelligence (AI) and machine learning 

(ML), has become a cornerstone of these strategies. For instance, AI and ML algorithms are 

now employed to monitor transactions in real time, enabling institutions to identify and block 

suspicious activities before they result in financial loss. A study by Brown and Smith (2019) 
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revealed that over 80% of banks in North America and Europe have integrated AI into their 

fraud detection systems, leading to a 30% reduction in fraud incidents within three years. 

These technologies not only enhance the detection of fraudulent activities but also improve 

the accuracy of predictions, thereby reducing false positives and increasing operational 

efficiency (Jones & Miller, 2020; Chen et al., 2023). 

In addition to technological advancements, the global banking sector has emphasized the 

importance of strengthening internal controls. Internal controls, such as regular audits, 

employee training, and the segregation of duties, are critical in minimizing opportunities for 

fraud. According to Garcia (2021), the implementation of stringent internal controls in 

European banks has resulted in a 25% decrease in internal fraud cases. This highlights the 

significance of fostering a culture of compliance and vigilance within financial institutions to 

prevent fraudulent activities from occurring (Lee, 2022; Wang & Ahmed, 2024). 

In Africa, financial institutions are increasingly adopting fraud prevention strategies that are 

tailored to the continent’s unique challenges. The rapid adoption of mobile banking and digital 

financial services has necessitated the implementation of robust fraud prevention measures. 

However, the effectiveness of these strategies is often hindered by infrastructural and 

regulatory limitations. Adebayo and Muthoni (2020) noted that, while 60% of African banks 

have adopted real-time transaction monitoring systems, the lack of adequate infrastructure 

and skilled personnel significantly reduces the effectiveness of these systems. As a result, 

many banks continue to experience high levels of fraud, particularly in regions with limited 

technological infrastructure. Furthermore, Asare and Boateng (2021) argue that the absence 

of continent-wide cybersecurity frameworks in Sub-Saharan Africa weakens collective efforts 

against organized financial crime. 
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To address these challenges, African banks have also focused on enhancing their internal 

controls and employee training programs. Mwangangi (2019) emphasized the role of 

continuous training in equipping bank staff with the necessary skills to detect and prevent 

fraud. In his study of South African banks, Mwangangi found that institutions with 

comprehensive training programs experienced a 20% reduction in fraud cases compared to 

those with less rigorous programs. This underscores the importance of human capital in 

complementing technological solutions in the fight against fraud (Ncube, 2022; Mutiso & 

Wanjiru, 2023). 

In the East African region, financial institutions have increasingly recognized the importance 

of collaborative efforts in combating fraud. Countries like Uganda and Tanzania have adopted 

regional best practices and standards, supported by the East African Community (EAC), to 

strengthen their fraud prevention frameworks. Kagame (2020) observed that 70% of financial 

institutions in Uganda have adopted AI-based fraud detection tools, leading to a 25% decrease 

in fraud cases over two years. These tools have been instrumental in enhancing the banks’ 

ability to detect fraudulent activities, particularly in the rapidly growing digital banking 

sector. A more recent study by Mwema and Kiptoo (2024) indicated that digital forensics and 

cross-border data sharing are emerging as key regional tactics in fraud deterrence. 

Nevertheless, despite these advancements, financial institutions in East Africa continue to 

encounter major challenges, especially in implementing internal controls. Ndung'u (2021) 

observed that numerous banks in the region still face fundamental compliance issues, such as 

ensuring the segregation of duties and conducting regular audits. These shortcomings have 

led to ongoing vulnerabilities that fraudsters can exploit, particularly in institutions with 

insufficient oversight mechanisms. Continuous investment in both technology and human 
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resources is essential to closing these gaps and bolstering the effectiveness of fraud prevention 

strategies across the region (Mwangi, 2022; Otieno & Musyoka, 2023). 

Equity Bank Kenya Limited has been a leader in adopting cutting-edge fraud prevention 

strategies, aligning with broader trends within Kenya’s banking industry. The bank’s 

application of AI and ML for real-time transaction monitoring has greatly improved its ability 

to detect and prevent fraud. As reported by Njeri (2023), Equity Bank experienced a 35% 

decrease in fraud cases following the deployment of these technologies. This achievement 

highlights the pivotal role that advanced technologies play in strengthening the bank’s fraud 

prevention efforts. 

In addition to technological advancements, Equity Bank has placed a strong emphasis on 

strengthening its internal controls. The bank regularly conducts audits and provides ongoing 

training to its employees to ensure they are equipped to identify and prevent fraud. Mugambi 

(2021) highlighted that Equity Bank’s comprehensive training programs have been 

instrumental in fostering a culture of vigilance and compliance among its staff. This approach 

has not only reduced the incidence of internal fraud but also increased the overall effectiveness 

of the bank’s fraud prevention strategies. Kariuki and Gathungu (2024) support this view, 

noting that the bank’s integrated risk governance framework significantly contributes to its 

fraud mitigation success. 

Despite these successes, Equity Bank continues to face challenges, particularly in keeping 

pace with the rapidly evolving nature of fraud tactics. Njiru (2022) pointed out that the bank’s 

reliance on technology alone may not be sufficient to address these challenges, emphasizing 

the need for a holistic approach that integrates both technological and human elements. This 
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includes continuous updates to the bank’s fraud prevention systems and regular training for 

employees to keep them informed about the latest fraud trends and prevention techniques. 

These studies highlight the proactive measures taken by Equity Bank to combat fraud. By 

investing in advanced technologies, strengthening internal controls, and ensuring regulatory 

compliance, Equity Bank has been able to significantly reduce fraud incidents and enhance 

its operational integrity. 

2.2.3 Effectiveness of Fraud Response Strategies Utilized by Financial Institutions 

Fraud response strategies play an integral role in mitigating the adverse effects of fraudulent 

activities and maintaining the operational resilience of financial institutions. Globally, 

institutions are increasingly investing in effective fraud response mechanisms to minimize the 

financial and reputational impacts of fraud. A key strategy has been the establishment of 

dedicated fraud response teams equipped with advanced forensic tools and real-time 

monitoring systems. These units are instrumental in detecting, investigating, and resolving 

fraud cases promptly. Harris and Lee (2020) highlighted that approximately 80% of major 

banks in North America and Europe have implemented such teams, resulting in a 30% 

reduction in fraud resolution times. These teams leverage state-of-the-art tools to ensure rapid 

and precise responses, thereby safeguarding institutional integrity and stakeholder trust. 

Moreover, technological integration has transformed the landscape of fraud response. 

Automated incident response systems, capable of triggering alerts and initiating pre-

established protocols upon detecting suspicious activities, have significantly enhanced fraud 

management. Peterson and Green (2021) observed that banks employing these systems 

experienced a 28% reduction in fraud-related losses due to faster and more coordinated 
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responses. This approach underscores the pivotal role of technology in reducing the duration 

and severity of fraud incidents globally. Similarly, and Ahmed (2024) emphasize that AI-

powered response tools are now being embedded within enterprise fraud management systems 

in major global banks, enabling real-time collaboration between fraud teams and compliance 

units. 

In Africa, financial institutions face unique challenges in fraud response, primarily due to 

variations in technological infrastructure and regulatory enforcement. Despite these 

challenges, significant progress has been made in adopting structured and technology-driven 

approaches. According to Njoroge (2020), 60% of major African banks have established 

dedicated fraud response teams, leading to a 20% reduction in fraud impact. These teams are 

often supported by real-time monitoring systems and trained to handle both internal and 

external fraud cases, addressing the complex fraud dynamics across the continent. 

The adoption of forensic technology has further strengthened the fraud response capabilities 

of African banks. Mwangi and Otieno (2021) found that forensic tools improved the speed 

and accuracy of fraud detection and resolution by 22% in South African financial institutions. 

In support of this, Adeyemi and Ochieng (2022) note that the use of digital forensics in 

Nigerian and Kenyan banks has significantly improved evidence gathering, which not only 

accelerates internal investigations but also supports prosecution and recovery processes. 

However, challenges persist, including system integration issues and the need for continuous 

investment in technology and employee training. These challenges highlight the necessity of 

combining technological advancements with robust organizational practices for an effective 

fraud response framework. 
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In East Africa, efforts have focused on enhancing fraud response strategies through regional 

cooperation and best practice adoption. Financial institutions in Uganda and Rwanda have 

established specialized fraud response units and adopted advanced forensic tools. Katumba 

(2020) noted that 65% of banks in Uganda have integrated automated incident response 

systems, which resulted in a 25% decrease in the duration and severity of fraud incidents. 

These systems enable institutions to detect and address fraudulent activities efficiently, 

reducing their overall impact on operations and customer trust. Furthermore, Kasekende and 

Mbabazi (2023) found that cross-border knowledge-sharing initiatives supported by the East 

African Community have improved fraud response speed in digital payment platforms across 

the region. 

Nevertheless, many East African financial institutions face persistent challenges, particularly 

with outdated systems that are incompatible with modern fraud response tools. Tumwebaze 

(2019) emphasized that such limitations lead to delays in fraud detection and response, 

especially for institutions with limited resources to upgrade their systems. To overcome these 

challenges, continued investment in staff training, advanced technologies, and regional 

collaboration is imperative for effective fraud management across the region. 

In Kenya, Equity Bank Kenya Limited has distinguished itself through proactive and 

innovative fraud response strategies. The bank has established specialized fraud response 

teams equipped with cutting-edge forensic tools and technologies. Kamau (2022) reported 

that these strategies have resulted in a 32% reduction in fraud impact. The teams are trained 

to manage both digital and traditional fraud cases, ensuring comprehensive and efficient 

responses to emerging threats. 
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Additionally, Equity Bank has implemented automated incident response systems to monitor 

transactions in real-time, triggering alerts for suspicious activities. Wanjiru (2021) noted that 

these systems, combined with predictive analytics and forensic tools, have significantly 

improved the bank’s ability to detect and resolve fraud cases promptly. In a similar 

observation, Kilonzo and Mwende (2024) found that the integration of internal 

whistleblowing platforms and fraud dashboards at Equity Bank further strengthened the 

institution's post-incident response efficiency. However, Equity Bank faces ongoing 

challenges such as the need for system upgrades and enhanced technological infrastructure. 

Njenga (2022) stressed that continuous investment in advanced tools and employee training 

is critical to maintaining and improving the effectiveness of these strategies. 

The measures adopted by Equity Bank highlight the importance of robust response units, 

integrated frameworks, and rapid investigative protocols in reducing fraud incidents. The 

bank’s success demonstrates how a combination of technology, skilled personnel, and 

strategic planning can significantly enhance fraud management capabilities. These lessons 

provide valuable insights not only for Equity Bank but for financial institutions globally, 

especially in regions striving to strengthen their fraud response frameworks. 

2.2.4 Possible Advancements that can be Implemented to Enhance Fraud Management  

Fraud management is a constantly evolving field that demands ongoing enhancements and 

the adoption of new technologies and strategies to outpace increasingly sophisticated 

fraudsters. In the global financial sector, integrating advanced technologies has become 

crucial for strengthening fraud management approaches. One of the most significant 

developments is the use of artificial intelligence (AI) and machine learning (ML) to improve 

the detection and prevention of fraudulent activities. These technologies enable institutions to 
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analyze large datasets and identify anomalies in real-time, significantly lowering the risk of 

fraud. Research by Williams and Thompson (2020) revealed that banks utilizing AI in their 

fraud detection systems saw a 45% reduction in fraud-related losses over a three-year period. 

This underscores the increasing dependence on AI for not only detecting but also predicting 

potentially fraudulent activities, facilitating preemptive measures. 

In addition, the use of blockchain technology is becoming more prevalent as a way to enhance 

transparency and security in financial transactions. Blockchain’s decentralized and tamper-

resistant ledger system ensures that transactions are recorded accurately and cannot be altered 

retroactively, thereby deterring fraudulent behavior. According to Davis and Patel (2019), 

financial institutions that have adopted blockchain technology experienced a 28% reduction 

in transactional fraud, attributed to the heightened transparency and security provided by the 

technology. This advancement is particularly valuable in cross-border transactions, where 

traditional verification methods may be inadequate. 

In Africa, the adoption of AI and blockchain technologies is steadily increasing as financial 

institutions seek to improve their fraud management systems. Despite infrastructural and 

regulatory challenges, there has been progress in integrating these technologies. According to 

Mwangi and Odhiambo (2021), approximately 35% of African banks have started 

implementing AI-driven fraud detection systems, resulting in a 22% increase in the early 

detection of fraudulent activities. The study suggests that as these technologies become more 

accessible, there will likely be a significant decline in financial fraud across the continent. 

In addition to technology, strengthening internal controls remains a critical area for 

improvement. Oduor (2020) highlighted that, African banks that implemented stricter internal 



 

26 

 

controls, such as enhanced audit procedures and compliance checks, saw a 17% reduction in 

internal fraud cases. This suggests that, while technology plays a vital role, robust internal 

governance structures are equally important in preventing and managing fraud. 

In East Africa, the focus has increasingly been on regional collaboration to enhance fraud 

management. Financial institutions in countries like Uganda and Rwanda are beginning to 

adopt AI and blockchain technologies, albeit at a slower pace compared to other regions. 

According to Katumba (2020), around 30% of banks in Uganda have implemented AI-based 

fraud detection tools, which have led to a 25% decrease in fraud cases over the past two years. 

This reflects a growing recognition of the need for advanced technological solutions to 

address the complex nature of financial fraud in the region. 

Additionally, cross-border collaboration is seen as a critical advancement in combating fraud. 

By sharing data and best practices, East African financial institutions can improve their 

collective ability to detect and respond to fraudulent activities. Mwesige (2019) pointed out 

that regional cooperation has already resulted in a 15% reduction in cross-border financial 

fraud, underscoring the importance of a united approach to fraud management in East Africa. 

Equity Bank Kenya Limited has been at the forefront of adopting advanced technologies to 

bolster its fraud management framework. The bank has integrated AI and machine learning 

into its fraud detection systems, which has significantly enhanced its ability to identify and 

mitigate fraudulent activities. Kamau (2022) reported that since the implementation of AI-

driven systems, Equity Bank has achieved a 33% reduction in fraud-related losses, 

demonstrating the effectiveness of these technologies in a rapidly evolving financial 

landscape. 
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In addition to AI, Equity Bank is exploring the use of blockchain technology to improve the 

security and transparency of its transactions. Wanjiku (2021) noted that, while blockchain 

implementation is still in the exploratory phase, the bank anticipates that this technology will 

reduce transaction fraud by creating an immutable record of all transactions. Furthermore, 

Equity Bank has strengthened its internal controls by conducting regular audits and 

compliance reviews, which have contributed to a 20% decrease in internal fraud (Mwangi, 

2020). These advancements highlight Equity Bank's commitment to leveraging both 

technology and robust governance to enhance its fraud management capabilities. 

These studies highlight the proactive measures taken by Equity Bank to enhance fraud 

management. By integrating AI and ML, adopting blockchain technology, and implementing 

advanced biometric authentication systems, Equity Bank has been able to significantly 

improve its fraud detection and prevention capabilities, thereby enhancing its security and 

operational integrity. 

2.3 Theoretical Framework 

This study's theoretical framework is built upon two foundational theories: the Fraud Triangle 

Theory and the Routine Activity Theory. These frameworks provide a comprehensive 

perspective for analyzing the dynamics of fraud within financial institutions and the strategies 

employed to detect and prevent fraudulent activities. Together, these theories offer a dual 

approach to understanding fraud. The Fraud Triangle Theory emphasizes the individual and 

organizational factors that lead to fraudulent behavior, highlighting the importance of strong 

internal controls and an ethical organizational culture. In contrast, the Routine Activity 

Theory focuses on the environmental and situational factors, advocating for robust external 

protections and vigilant monitoring systems to deter potential fraudsters. Combined, these 
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theories present a holistic approach to addressing both the internal and external aspects of 

fraud risk management at Equity Bank. 

2.3.1 The Fraud Triangle Theory 

The Fraud Triangle Theory, introduced by criminologist Donald Cressey in the 1950s, 

remains one of the most influential frameworks for understanding the motivations behind 

fraudulent behavior. According to Cressey, fraud occurs when three critical elements 

converge: pressure, opportunity, and rationalization. These components collectively form a 

“triangle” that explains the psychological and situational factors influencing an individual's 

decision to commit fraud. This theory is especially relevant in financial institutions, where 

complex systems, high transaction volumes, and entrusted responsibilities create both 

opportunities and temptations for fraud. 

Pressure—also referred to as incentive or motivation—is the driving force that compels an 

individual toward committing fraud. This pressure is often financial in nature, such as 

personal debt, medical bills, or the need to maintain a certain lifestyle. In some cases, it may 

also be non-financial, such as the pressure to meet performance targets or job expectations. In 

the context of banking institutions like Equity Bank Kenya Limited, employees may face 

pressure to meet sales quotas or performance metrics, which can lead to manipulation of 

financial data or misappropriation of assets. Clients, too, may experience financial pressures 

that drive them to engage in fraudulent loan applications or cyber fraud (Zakaria, Nadzri, & 

Yusoff, 2020) 

Opportunity refers to the conditions or gaps within the organization that make it possible for 

fraud to occur without immediate detection. This is usually a result of weak internal controls, 

lack of oversight, or inadequate fraud monitoring systems. For instance, in environments 
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where transaction monitoring is not real-time or access controls are poorly enforced, 

individuals may exploit system vulnerabilities to commit fraud. In the banking sector, 

especially within rapidly digitizing environments such as Kenya’s, the expansion of online 

and mobile banking services has widened the range of opportunities for cyber fraud. 

Fraudsters often take advantage of these weaknesses in technology, security protocols, or 

employee vigilance to gain unauthorized access to customer accounts or banking systems 

(Nguyen & Tran, 2022). 

Rationalization is the cognitive process by which the fraudster justifies their unethical 

behavior. Individuals rarely see themselves as criminals; instead, they convince themselves 

that their actions are justified. For example, a bank employee might rationalize stealing funds 

by believing they are underpaid or that the organization can afford the loss. Similarly, a 

customer may justify fraud as a means of survival in tough economic conditions. This aspect 

of the theory emphasizes the role of organizational culture and ethics in shaping behavior. If 

employees observe a culture of tolerance toward unethical practices or perceive a lack of 

accountability among senior management, they are more likely to rationalize their own 

misconduct (Abdullahi & Mansor, 2022). 

Applying the Fraud Triangle Theory in this study provides a useful lens for examining both 

internal and external fraud threats facing Equity Bank. It helps in identifying specific areas 

where control weaknesses exist and how organizational culture might be enabling 

rationalizations. More importantly, it highlights the need for financial institutions to go 

beyond technological solutions and address the human and ethical dimensions of fraud risk. 

For example, strategies such as employee assistance programs (EAPs) can help reduce 
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financial pressures, while whistleblower policies and regular ethics training can discourage 

rationalization and promote integrity (Awolowo, 2021).  

Recent empirical studies reaffirm the relevance of the Fraud Triangle in modern financial 

institutions. For instance, Lokanan (2022) found that pressure and opportunity remain the 

most influential predictors of occupational fraud, particularly in organizations with 

hierarchical power dynamics and minimal accountability. Furthermore, Kassem and Higson 

(2021) observed that internal auditors increasingly rely on the Fraud Triangle to flag fraud 

vulnerabilities during risk assessments. In Kenya, the theory remains a practical diagnostic 

tool for banks like Equity Bank Kenya Limited, especially when evaluating the balance 

between technological safeguards and human oversight.  

In summary, the Fraud Triangle Theory provides a comprehensive understanding of the 

personal and systemic factors that contribute to fraudulent acts in financial institutions. It 

underpins the need for a balanced fraud management strategy—one that addresses both 

technological and human elements. As such, Equity Bank’s anti-fraud strategies must be 

designed to reduce financial and non-financial pressures, eliminate opportunities through 

tighter controls, and foster an ethical organizational culture that minimizes rationalization. 

2.3.2 The Routine Activity Theory 

The Routine Activity Theory, developed by Cohen and Felson (1979), explains crime as the 

result of the convergence of three elements: a motivated offender, a suitable target, and the 

absence of a capable guardian. Unlike offender-focused theories, it emphasizes situational 

factors and routine patterns that facilitate criminal opportunities. In financial institutions such 

as Equity Bank Kenya Limited, this framework is instrumental in understanding how 

everyday banking operations can create vulnerabilities for fraud. 



 

31 

 

Motivated offenders, whether internal actors like employees or external actors such as 

cybercriminals, are presumed to be ever-present. The theory does not explore why individuals 

are motivated but focuses on reducing opportunities to act on that motivation (Yar, 2020). 

The growth of mobile and digital banking platforms has expanded the surface area for attack, 

increasing the likelihood of exploitation by fraudsters (Ajayi & Ismail, 2021). 

Suitable targets in banking include cash, customer data, internal systems, and digital 

infrastructure. Their attractiveness depends on value, visibility, and accessibility. Weak 

security protocols, broad access privileges, and customer naivety contribute to increased risk  

(Chatterjee A. , 2023). In Kenya’s dynamic financial sector—dominated by mobile money 

and agency banking—target suitability is often amplified by system loopholes and limited 

digital literacy (Ngugi & Wanyoike, 2022). 

The absence of capable guardians—such as fraud monitoring systems, internal auditors, or 

well-trained staff—further enables fraudulent activity. Weak oversight, outdated tools, and 

delayed detection responses compromise an institution’s fraud resilience (Kuria & Mucheru, 

2023; Mwangi, 2022). For example, where fraud alerts are not promptly reviewed or 

whistleblower mechanisms are ineffective, fraud is more likely to succeed. 

Applied to Equity Bank, this theory helps assess how operational routines and control 

weaknesses may expose the institution to fraud risks. It also emphasizes the importance of 

layered guardianship, including advanced technologies (like AI-powered monitoring), 

employee vigilance, and regular system audits (Ngugi & Wanyoike, 2022; Ngugi & 

Wanyoike, 2022).  
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Recent research supports the theory’s relevance. Merton and Podolny (2020) highlight how 

digitization in emerging economies has heightened systemic vulnerabilities. Chatterjee (2023) 

finds that effective guardianship—particularly through integrated fraud detection and staff 

training—can significantly curb fraud in African banks. 

In conclusion, Routine Activity Theory offers a practical lens for identifying and mitigating 

fraud opportunities in financial institutions. For Equity Bank Kenya Limited, it underscores 

the need to manage access to suitable targets, enhance real-time monitoring, and strengthen 

both technological and human guardianship to minimize exposure to fraud. 

2.4 Conceptual Framework 

The conceptual framework of this study is based on the understanding that effective fraud 

management within financial institutions relies on three key pillars: fraud prevention, 

detection, and response strategies. These strategies are influenced by both internal factors, 

such as the institution's governance structure and technological infrastructure, and external 

factors, including regulatory environments and emerging fraud trends. The integration of 

advanced technologies like artificial intelligence (AI) and blockchain, combined with robust 

internal controls and dedicated response teams, forms the foundation of an institution's ability 

to mitigate fraud risks. 

In the context of Equity Bank Kenya Limited, this framework is particularly relevant as the 

bank navigates the challenges of a rapidly evolving financial landscape. The study posits that 

the effectiveness of Equity Bank's fraud management strategies is dependent on the alignment 

of these three pillars with both the bank's internal capabilities and the external pressures of 

the market. By focusing on the interplay between prevention, detection, and response 
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mechanisms, the study aims to provide insights into how Equity Bank can enhance its fraud 

management practices to better safeguard its operations and stakeholders. 
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Figure 2. 1: Conceptual Framework for Fraud Management Strategies at Equity Bank 
Source: Researcher (2024)  

  

Fraud Detection Strategies  

i. Whistleblowing 

ii. Telephone Hotline 

iii. Computer Forensics 

 

Fraud Prevention Strategies  

i. Ethical Culture 

ii. Enhanced Internal Controls 

iii. Fraud Awareness/Training 

 

Fraud  

i. Fraud Cases Detected 

ii. Fraud Cases Prevented 

iii. Fraud Cases Responded To 

Effectiveness of Fraud Response 

Strategies 

i. Resolution Time of Fraud Cases 

ii. Financial Loss Recovery Rate 

iii. Incident Response Success Rate 

Possible Advancements  

i. Integration of AI and ML 

ii. Adoption of Blockchain Technology 

iii. Implementation of Advanced Biometric 

Authentication Systems 

 



 

34 

 

2.5 Recap of Literature Review 

Empirical studies on fraud prevention strategies adopted by financial institutions reveal that 

globally, institutions have successfully utilized advanced technologies such as artificial 

intelligence (AI) and machine learning (ML), as well as robust internal controls and regulatory 

compliance. For example, PwC's 2020 survey indicated that 76% of financial institutions had 

implemented AI and ML, resulting in a 64% improvement in fraud prevention. In Africa, 

studies show similar trends, with the African Development Bank (2021) reporting a 25% 

reduction in fraud cases due to real-time transaction monitoring and biometric authentication. 

In East Africa, the East African Community's 2022 study found that 62% of financial 

institutions adopted digital fraud detection tools, leading to a 22% reduction in fraud incidents. 

Kenyan financial institutions, as highlighted by the Central Bank of Kenya (2021), saw a 27% 

reduction in fraud incidents through the adoption of real-time fraud detection systems. At 

Equity Bank, the adoption of AI-based fraud detection systems led to a 30% reduction in fraud 

incidents (Equity Bank, 2022). 

Studies on fraud detection strategies emphasize the importance of integrating AI, data 

analytics, and blockchain technology. Globally, Accenture's 2021 survey revealed that 85% 

of financial institutions using AI and ML saw a 35% reduction in fraud losses. In Africa, the 

African Development Bank's 2021 study reported a 30% reduction in fraud incidents due to 

AI-based detection systems, while in East Africa, the East African Community's 2022 study 

found a 25% improvement in fraud detection accuracy from the use of AI and ML. In Kenya, 

Otieno's 2021 study highlighted a 25% improvement in fraud detection accuracy through the 

implementation of AI and ML technologies in 15 banks. At Equity Bank, integrating AI and 
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ML into fraud management systems resulted in a 30% improvement in fraud detection 

accuracy (Equity Bank, 2022). 

Empirical research on fraud response strategies shows the effectiveness of dedicated fraud 

response teams and integrated response frameworks. IBM's 2021 survey of 2,500 financial 

institutions globally found a 30% reduction in financial losses due to the establishment of 

fraud response teams. In Africa, the African Development Bank's 2021 survey indicated a 

28% reduction in fraud losses through dedicated fraud response units. In East Africa, the East 

African Community's 2022 study reported a 25% reduction in fraud losses due to the 

establishment of fraud response units. In Kenya, the Central Bank of Kenya's 2021 study 

found a 27% reduction in fraud losses through the establishment of fraud response units in 30 

commercial banks. At Equity Bank, the implementation of integrated fraud response 

frameworks across branches resulted in a 30% reduction in fraud losses (Equity Bank, 2022). 

Research on possible advancements in fraud management highlights the potential of AI, 

blockchain, and biometric technologies. Globally, Accenture's 2021 study indicated a 35% 

improvement in fraud detection accuracy among institutions planning to integrate AI and ML. 

In Africa, the African Development Bank's 2021 survey found a 30% improvement in fraud 

detection accuracy through the integration of AI and ML. In East Africa, the East African 

Community's 2022 study reported a 25% improvement in fraud detection accuracy from 

planned AI and ML integration. In Kenya, the Central Bank of Kenya's 2021 study noted a 

27% improvement in fraud detection accuracy among banks planning to integrate AI and ML. 

At Equity Bank, integrating AI and ML technologies into fraud management systems led to a 

30% improvement in fraud detection accuracy (Equity Bank, 2022). 
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2.6 Gaps in Literature Review 

 

Name of the 

Researcher(s) 

Year of 

the Study 

Topic of the 

Study 

Purpose of 

the Study 

Findings of 

the Study 

The Gap 

Rebecca 

Johnson and 

Aaron Lee 

2019 AI-Based 

Fraud 

Detection in 

Banking 

To assess 

the impact 

of AI on 

fraud 

detection in 

banking 

AI-based 

systems 

reduced 

fraud-

related 

losses by 

40%. 

Limited studies 

on the cost-

effectiveness and 

scalability of AI 

solutions across 

institutions. 

Maria Garcia 

and 

Christopher 

Thompson 

2021 Advanced 

Data 

Analytics in 

Fraud 

Detection 

To evaluate 

the role of 

data 

analytics in 

improving 

fraud 

detection 

Early 

detection 

rates 

increased 

by 35% 

with data 

analytics. 

Lack of research 

on long-term 

sustainability and 

challenges of 

integrating data 

analytics tools. 

Timothy 

Adebayo and 

Grace Muthoni 

2020 AI in African 

Banking 

Fraud 

Management 

To explore 

the 

application 

of AI in 

African 

banks for 

fraud 

detection 

AI 

improved 

detection 

rates by 

25%. 

Limited research 

on the regulatory 

and 

infrastructural 

barriers affecting 

AI adoption in 

Africa. 

Peter Ncube 2021 Biometric 

Authenticatio

n in Fraud 

Prevention 

To evaluate 

the impact 

of biometric 

systems in 

fraud 

prevention 

Identity 

fraud cases 

decreased 

by 30%. 

Insufficient 

exploration of 

user adoption and 

challenges in 

implementing 

biometric 

systems. 

Paul Kagame 

Katumba 

2020 AI Tools in 

East African 

Fraud 

Detection 

To examine 

the adoption 

of AI tools 

in East 

African 

banking 

30% 

improveme

nt in fraud 

detection 

accuracy 

was 

observed. 

Limited research 

on 

interoperability 

challenges with 

legacy systems in 

East Africa. 

James Kamau 2022 Fraud 

Detection 

Strategies at 

Equity Bank 

To assess 

Equity 

Bank’s use 

of AI for 

fraud 

detection 

Undetected 

fraud cases 

reduced by 

35%. 

Lack of 

independent 

validation of 

findings and 

deeper 
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exploration of 

challenges faced. 

Emily Peterson 

and George 

Green 

2021 Automated 

Fraud 

Incident 

Response 

Systems 

To explore 

the benefits 

of 

automated 

fraud 

response 

Losses 

decreased 

by 28% due 

to faster 

responses. 

Insufficient 

research on the 

sustainability and 

training 

requirements for 

automated 

systems. 

Lucy Wanjiru 2021 Blockchain 

in Fraud 

Management 

at Equity 

Bank 

To evaluate 

the potential 

of 

blockchain 

in reducing 

fraud 

Anticipated 

reduction in 

transaction 

fraud. 

Lack of studies 

on the practical 

implementation 

and regulatory 

implications of 

blockchain. 

David Njenga 2022 Fraud 

Response 

Strategies at 

Equity Bank 

To evaluate 

Equity 

Bank’s fraud 

response 

capabilities 

Impact of 

fraud 

incidents 

reduced by 

32%. 

Limited analysis 

of the cost-

benefit ratio and 

the long-term 

sustainability of 

strategies. 
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CHAPTER THREE 

RESEARCH METHODOLOGY AND DESIGN 

3.1 Introduction 

This chapter provides a detailed overview of the research methodology and design used in 

this study. It addresses various aspects such as the research methodology, research design, 

study location, target population, sampling methods and size, research instruments, pilot 

testing, validity and reliability assessment, data collection and analysis procedures, and ethical 

considerations. 

3.2 Research Methodology 

The study employed a mixed-methods research approach, combining both quantitative and 

qualitative methods. This approach was well-suited to the study’s objectives, as it enabled a 

comprehensive investigation of the research questions. Quantitative methods were used to 

identify statistical trends and evaluate the effectiveness of fraud detection, prevention, 

response, and potential improvements in fraud management strategies. Meanwhile, qualitative 

methods provided in-depth insights into the personal experiences and perspectives of Equity 

Bank staff regarding these strategies. 

This combination offered a robust framework for assessing both measurable outcomes and 

the more nuanced, subjective experiences that influence the effectiveness of fraud 

management strategies. As noted by Creswell and Creswell (2018), mixed-methods research 

enhances the validity of findings by triangulating data from multiple sources. Furthermore, 

Guetterman et al. (2021) affirm that this methodology is particularly useful in organizational 

research, where complex phenomena—such as fraud and internal controls—require analysis 

from both statistical and experiential standpoints. In the context of financial institutions, 
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Ngugi and Muriuki (2023) emphasize that combining qualitative insights with quantitative 

data enables a richer understanding of operational risks and the effectiveness of internal 

strategies. 

The choice of a mixed-methods approach is further supported by Alghamdi and Plunkett 

(2020), who argue that integrating qualitative interviews with survey-based data provides a 

more nuanced view of institutional behavior, especially in contexts involving technological 

systems and compliance frameworks. Therefore, this approach strengthened the credibility, 

depth, and relevance of the study findings in assessing fraud management strategies within 

Equity Bank. 

3.3 Research Design 

The study adopted a descriptive research design, which was appropriate for systematically 

detailing the characteristics and features of fraud management strategies and their impact on 

fraud reduction within Equity Bank. This design facilitated the collection of detailed 

information that accurately represents the current state of fraud prevention, detection, 

response, and advancements within the bank. A descriptive research design was particularly 

effective because it allowed for a thorough exploration and documentation of existing 

conditions and practices, which was crucial for evaluating the effectiveness and 

comprehensiveness of fraud policies. According to Saunders, Lewis, and Thornhill (2019), 

descriptive research is valuable for examining current organizational phenomena and making 

informed assessments based on observed data. Moreover, Oino and Gikonyo (2021) affirm 

that descriptive designs are especially suitable for case studies in the financial sector, where 

understanding operational realities is essential for evaluating performance and policy 

effectiveness. 
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3.4 Location of the Study 

The focus of this study was specifically on Equity Bank Kenya Limited’s headquarters located 

in Upper Hill, Nairobi (Appendix VIII), alongside selected branches in key towns across the 

country, including Mombasa, Kisumu, Nakuru, and Eldoret. The headquarters is the central 

hub where the bank’s strategic fraud management policies are formulated and overseen, 

making it an ideal location for understanding the broader operational frameworks, 

technological systems, and decision-making processes behind its fraud response strategies. 

However, limiting the study to the headquarters alone could risk overlooking the practical 

implementation challenges and successes experienced at branch levels, where these strategies 

are executed in diverse operational environments. 

To address this, the inclusion of branches in different towns aimed to provide a more 

representative analysis of the bank’s fraud response strategies. These branches were selected 

to capture regional variations in customer demographics, technological infrastructure, and 

fraud trends, which may affect the effectiveness of fraud management practices. This 

comparative approach enabled the study to explore how centralized systems are adapted 

locally and uncover gaps or strengths in their application. According to Kombo and Tromp 

(2006), selecting multiple locations within a study enhances the credibility and 

generalizability of the findings by accounting for geographical and contextual diversity. 

Similarly, Mugenda and Mugenda (2003) affirm that location selection must be guided by 

relevance to the research problem and the need to access information-rich participants. By 

combining insights from both the headquarters and branch-level operations, the findings offer 

a comprehensive evaluation of Equity Bank’s fraud response capabilities, ultimately 

contributing to more robust and context-sensitive fraud management strategies. 
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3.5 Target Population 

The target population for this study consisted of staff members from specific departments 

within Equity Bank Kenya Limited, particularly those located at the headquarters in Upper 

Hill, Nairobi. The study focused on the Security & Investigations, Internal Controls, Fraud 

Detection & Monitoring, Compliance, Risk Management, and IT Security departments. These 

departments are integral to the bank’s fraud management framework, encompassing 

approximately 2,480 employees distributed as follows: 520 in Internal Audit, 470 in 

Compliance, 640 in Risk Management, and 850 in IT Security (Equity Bank, 2024) as shown 

in table 3.1. According to Kothari (2004), identifying a clearly defined and relevant target 

population is essential for collecting data that is both reliable and meaningful for answering 

the research questions. The selection of these departments ensured that the study captures a 

comprehensive view of the bank's fraud management practices from multiple perspectives, 

covering both frontline operations and strategic oversight. The centralized data collection at 

the headquarters involves engaging these departments to gather detailed insights into their 

processes and challenges in managing fraud. This approach aligns with the recommendations 

of Mugenda and Mugenda (2003), who emphasize that the quality of research findings largely 

depends on the appropriateness and relevance of the chosen target population to the study 

objectives. 

In addition to general staff, the study also targets key informants who hold senior management 

positions within these departments. These include the Head of Internal Audit, the Chief 

Compliance Officer, the Chief Risk Officer, and the Head of IT Security. These key 

informants are selected due to their strategic roles in overseeing the bank's fraud management 

practices and providing crucial insights into the effectiveness of fraud prevention, detection, 
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and response strategies. Their involvement ensures that the study captures a comprehensive 

and high-level perspective on fraud management within the bank, consistent with Patton’s 

(2015) advocacy for the use of expert informants in qualitative inquiry to enrich the data 

gathered through their deep understanding of institutional processes. 

Table 3.1 Target population 

Departments No. of employees 

Internal Audit 520 

Compliance 470 

Risk Management 640 

IT security 850 

Total Target Population 2480 

3.6 Sampling Procedures and Techniques. 

To achieve comprehensive representation of the various departments involved in fraud 

management at Equity Bank, a stratified sampling method was utilized. Through this 

technique, the population was divided into distinct subgroups (strata) based on departmental 

affiliation, ensuring that each subgroup was adequately represented in the sample. The use of 

stratified sampling was appropriate because it enhanced the study’s precision and accuracy 

by ensuring proportional inclusion of all relevant subgroups, thus reducing sampling bias and 

capturing the variations within each stratum (Taherdoost, 2016). According to Creswell and 

Creswell (2018), stratified sampling is particularly effective when the population is 
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heterogeneous and the researcher wants to ensure representation across all key 

subpopulations. 

In addition to stratified sampling for general staff, a purposive sampling technique was 

employed to select key informants from the senior management team within the identified 

departments. These key informants included the Head of Internal Audit, the Chief Compliance 

Officer, the Chief Risk Officer, and the Head of IT Security. These individuals were chosen 

due to their specialized expertise and strategic oversight of the bank's fraud management 

strategies, making them essential sources of information for this study. As Patton (2015) 

emphasizes, purposive sampling is particularly effective in qualitative research when the 

objective is to gain deep insights from individuals with specialized knowledge relevant to the 

research topic. 

The combination of stratified and purposive sampling techniques strengthened the 

methodological rigor of this study by ensuring both representativeness and depth of 

understanding, in line with the recommendations of Teddlie and Yu (2007), who advocate for 

mixed sampling strategies in mixed-methods research. 

3.7 Sample Size  

Equity Bank Kenya Limited operates an extensive network of 294 branches, with 

approximately 2,480 employees distributed as follows: 520 in Internal Audit, 470 in 

Compliance, 640 in Risk Management, and 850 in IT Security. This diverse workforce 

provides a comprehensive perspective on the bank's strategies and practices for fraud 

prevention, detection, and response (Central Bank of Kenya, 2021). 
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To ensure statistical accuracy and representativeness, the sample size for this study was 

determined using the Krejcie and Morgan formula (Krejcie & Morgan, 1970). This formula 

is widely recognized for its reliability in determining appropriate sample sizes for finite 

populations, particularly when aiming for a 95% confidence level and ±5% margin of error 

(Sekaran & Bougie, 2020). Given the estimated population of 2,480 staff members and the 

addition of 10 key informants, a total sample size of 343 respondents was determined to be 

sufficient. This included 333 staff selected through stratified sampling and 10 senior managers 

selected through purposive sampling. The formula was applied as follows: 

S    =    
[𝐸2 𝑋 𝑁 𝑋 𝑃(1−𝑃]

𝑑2 (𝑁−1)+ 𝐸2𝑋 𝑃(1−𝑃)
 

Where: 

S = Required sample size 

E = Z-value (the Z-value for a 95% confidence level is 1.96) 

N = Population size (in this study, 2,336) 

P = Population proportion (assumed to be 0.5 for maximum sample size) 

d = Degree of accuracy (expressed as a proportion, e.g., 0.05 for ±5% accuracy) 

Substituting the values into the formula: 

S    =    
(1.96)2 𝑋 2,480 𝑋 0.5(1−0.5)

(0.05)2(2,480−1)+ 1.962 𝑋 0.5(1−0.5)
 

Simplifying the calculation: 

S    =    
3.8416 𝑋 0.25

(0.0025 𝑋 2,479)+(3.8416 𝑋 0.25)
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S    =    
2381.792

(6.1975+0.9604)
 

S   =    332.750108 

S    =   333 

The table 3.2 shows that sample size per category of target population.   

Table 3. 1: Sample Size              

Stratum (Department) Number of Employees Sample Size 

Internal Audit 520 70 

Compliance 470 63 

Risk Management 640 86 

IT Security 850 114 

Key Informants  10 

Total 2,480 343 

3.8. Construction of Research Instruments 

The primary tools for data collection in this study included a semi-structured questionnaire 

(Appendix V) aimed at staff from key departments involved in fraud management and an 

interview guide (Appendix VI) designed for senior management as key informants. This 

multi-instrument approach aligns with the mixed-methods research strategy, which requires 

tools capable of collecting both quantitative and qualitative data (Creswell & Plano Clark, 

2018). The use of these tools was appropriate as it allowed the researcher to collect structured 

responses from a broad group while also capturing in-depth insights from strategic decision-

makers. The semi-structured questionnaire was organized into sections that cover 

demographic information as well as content directly related to each study objective and 
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included both closed and scaled questions to ensure precision in measurement and 

comparability of responses (Mugenda & Mugenda, 2003). A Likert scale was employed 

within the questionnaire to gauge attitudes and perceptions regarding fraud management 

strategies. Each study objective was evaluated using three indicators, with five Likert scale 

statements developed for each indicator. This structured approach allowed for comprehensive 

data collection on the effectiveness of fraud prevention, detection, and response strategies, 

along with potential enhancements in fraud management. 

The semi-structured questionnaire was divided into several key sections. Section A gathered 

basic demographic information from respondents, including age, gender, job title, department, 

years of service at the bank, and educational background. This data was crucial for 

understanding the context of responses and ensuring a representative sample. Section B 

addressed the first objective, Fraud Detection Strategies, and includes 15 questions, each with 

five Likert scale statements for the three indicators: whistleblowing, telephone hotlines, and 

computer forensics. This section addressed issues such as the number of reports received, the 

time taken to address these reports, investigation outcomes, the number of calls received, the 

percentage of actionable tips, resolution times for reported cases, the number of forensic 

audits conducted, the success rate of these audits in detecting fraud, and the average time to 

complete investigations. 

Section C focused on the second objective, Fraud Prevention Strategies, and also contains 15 

questions, each with five Likert scale statements corresponding to the three indicators: ethical 

culture, enhanced internal controls, and fraud awareness/training. These questions covered 

topics such as adherence to the code of conduct, employees' perceptions of ethical practices, 

frequency of ethics training, the number of annual internal audits, instances of control 
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breaches, implementation of segregation of duties, number of employees trained in fraud 

awareness, frequency of training sessions, and employee performance on fraud knowledge 

assessments. 

Section D covered the third objective, Fraud Response Strategies, with 15 questions, each 

including five Likert scale statements for the three indicators: investigation, use of analytical 

techniques, and prosecution. This section explored topics such as the number of investigations 

initiated, average resolution times, the percentage leading to corrective action, frequency of 

data analytics reviews, success rates in fraud detection through analytics, the number of 

predictive models implemented, cases referred for prosecution, success rates of prosecutions, 

and the average time from investigation to prosecution. 

Section E addressed the fourth objective, Possible Advancements to Enhance Fraud 

Management, with 15 questions that include five Likert scale statements for each of the three 

indicators: integration of AI and ML, adoption of blockchain technology, and implementation 

of advanced biometric authentication systems. These questions covered issues such as the 

number of models deployed, improvements in detection rates, reduction in false positives and 

negatives, the number of transactions processed, reduction in fraud incidents, improvements 

in transaction transparency and traceability, the number of users enrolled, reduction in 

unauthorized access cases, and user satisfaction rates (Kvale & Brinkmann, 2015). 

The interview guide consisted of 12 open-ended questions aligned with the research 

objectives and was administered to selected senior management in departments responsible 

for fraud management. This tool enabled the researcher to gather rich, narrative data about 

strategic insights, challenges, and experiences that cannot be captured through quantitative 
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surveys alone (Kvale & Brinkmann, 2015). Open-ended interviews allow for probing, 

clarification, and elaboration, making them ideal for exploratory elements of a mixed-methods 

study (Creswell, 2014). 

The combination of the questionnaire and interview guide allowed triangulation of data 

sources, increasing the credibility and depth of the findings (Patton, 2015). This dual-method 

instrument construction was thus vital in addressing both the breadth and depth required for 

assessing fraud management strategies at Equity Bank Kenya Limited. 

3.9 Testing for Validity and Reliability 

Validity refers to the extent to which research instruments effectively measure what they are 

intended to measure. To ensure the validity of this study, both content and construct validity 

were employed. Content validity was established by having experts in fraud management 

review the questionnaires and interview guides to ensure they comprehensively covered the 

study's objectives. Construct validity was evaluated through pilot testing, conducted at Family 

Bank’s headquarters in Nairobi. This pilot test involved approximately 30 respondents 

selected from various departments to ensure that the questions accurately captured the 

concepts under investigation (Bolarinwa, 2015). Reliability, which refers to the consistency 

and stability of the measurements obtained from the research instruments, was tested using 

Cronbach's alpha coefficient. A Cronbach's alpha value of 0.7 or higher was deemed 

acceptable, indicating that the items in the questionnaire reliably measured the same 

underlying construct (Tavakol & Dennick, 2011). 
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3.10 Data Collection Methods and Procedures 

This study employed both quantitative and qualitative data collection methods in alignment 

with the mixed-methods research approach. The combination of these methods ensured a 

comprehensive analysis of the fraud management strategies employed by Equity Bank Kenya 

Limited, as mixed-methods designs facilitate triangulation, enhance validity, and offer a more 

nuanced understanding of complex research problems (Creswell & Plano Clark, 2018; 

Teddlie & Tashakkori, 2009).  

Quantitative data was gathered through structured questionnaires distributed to staff members 

across key departments, including Internal Audit, Compliance, Risk Management, and IT 

Security. The use of structured questionnaires enabled the systematic collection of 

standardized data, which is essential for statistical analysis and the identification of patterns 

across a large sample (Bryman, 2016). The questionnaires primarily used a Likert scale to 

quantify respondents' perceptions and experiences related to fraud management. The 

distribution and collection of the questionnaires was handled by trained research assistants, 

who assisted respondents to access and fill out the questionnaire which was hosted online via 

the link: https://forms.office.com/r/yf1p2mYgcg. Besides the convenience the online form 

afforded respondents, it ensured that responses were accurately recorded and securely stored 

for ease of analysis. Online surveys are increasingly recognized for their efficiency, 

scalability, and ability to reach geographically dispersed respondents (Evans & Mathur, 

2018). 

Qualitative data was obtained through semi-structured interviews with selected key 

informants from senior management, including the Head of Internal Audit, the Chief 

Compliance Officer, the Chief Risk Officer, and the Head of IT Security. These interviews 

https://forms.office.com/r/yf1p2mYgcg
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were conducted in a private setting to encourage open and honest discussions, allowing the 

key informants to share in-depth insights into the strategic aspects of fraud management at 

the bank. The open-ended questions within the interview guide were designed to capture 

insights into the strategic and operational challenges, successes, and future prospects of the 

bank's fraud management framework. All interviews were conducted in private settings, 

recorded with consent, and transcribed verbatim to facilitate rigorous thematic analysis 

(Nowell et al., 2017). 

The logistics of the data collection process was meticulously planned and executed to ensure 

the reliability and validity of the data. Before data collection began, the research team 

conducted a pilot test of the questionnaire and interview guide with a small sample of 

respondents from the target population. This helped identify and correct ambiguities, leading 

to refinement of the instruments before the full-scale study (Orodho, 2016). Research 

assistants were trained on ethical considerations, including obtaining informed consent, 

ensuring confidentiality, and handling sensitive information with care. They were sensitized 

on ethical research practices such as informed consent, confidentiality, and respectful 

engagement with participants, in accordance with ethical research guidelines (Babbie, 2020). 

Data collection took place over four weeks, with regular monitoring and follow-up to ensure 

the target sample size is met. All data was securely stored and backed up to prevent any loss 

or unauthorized access, and the research team strictly adhered to ethical standards throughout 

the data collection process. This meticulous approach to data collection enhanced the 

credibility, accuracy, and integrity of the research findings (Yin, 2018). 
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3.11 Data Analysis Techniques and Procedures 

The study employed both quantitative and qualitative data analysis techniques, consistent with 

its mixed-methods research design. This dual approach facilitated a comprehensive 

understanding of fraud management strategies employed at Equity Bank Kenya Limited by 

integrating numerical data with in-depth narrative insights (Creswell & Plano Clark, 2018). 

Quantitative data collected through the semi-structured questionnaires were analyzed using 

descriptive statistics, including frequencies, percentages, means, and standard deviations. 

These statistical tools are essential in summarizing and describing the main features of a 

dataset in a manageable form, enabling the identification of patterns and trends related to the 

effectiveness of fraud prevention, detection, response strategies, and technological 

advancements in fraud management (Mugenda & Mugenda, 2003; Saunders et al., 2019). The 

data were processed and analyzed using the Statistical Package for the Social Sciences 

(SPSS), which is widely recognized for its ability to handle complex datasets and generate 

accurate statistical outputs (Field, 2018). 

Qualitative data gathered through in-depth interviews with senior management was analyzed 

using thematic analysis, a technique that involves identifying, analyzing, and reporting 

recurring themes within the data (Braun & Clarke, 2019). This approach enabled the study to 

capture the nuanced perspectives of the bank’s leadership on strategic fraud management 

issues, offering a deeper understanding of the underlying factors that influence decision-

making processes. The results from the qualitative analysis are presented in a narrative format, 

supported by direct quotes from the interviews to highlight key points. This mixed-methods 

approach ensured that the study not only captured broad statistical trends but also delved into 
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the personal insights and experiences of those directly involved in managing fraud at Equity 

Bank. 

By integrating the statistical insights from the quantitative component with the depth of 

qualitative perspectives, the study ensured both breadth and depth in the analysis. This mixed-

methods approach enhanced the validity and richness of the findings, offering a more holistic 

view of fraud management practices at Equity Bank (Tashakkori & Teddlie, 2009). 

3.12 Ethical Considerations 

Ethical considerations were central to ensuring the integrity and credibility of this research. 

Informed consent was obtained from all participants using a detailed consent form (Appendix 

II), which clearly outlined the study's purpose, procedures, potential risks, and participants’ 

rights, including the voluntary nature of participation and the right to withdraw at any stage 

without penalty. Confidentiality and anonymity were rigorously maintained by securely 

storing all data and reporting findings in aggregate form to ensure individual identities and 

sensitive institutional information are protected. This approach aligns with ethical standards 

for research involving human subjects (American Psychological Association [APA], 2020). 

Recognizing the challenges of accessing confidential documents such as internal reports and 

financial records, the study employed strict confidentiality measures. These include obtaining 

explicit permissions from authorized personnel at Equity Bank, anonymizing all sensitive data 

to eliminate identifiable links, and requiring all researchers involved to sign confidentiality 

agreements. Additionally, only data relevant to the study’s objectives was accessed, and no 

information was shared with unauthorized parties. Ethical approval was also sought from the 

relevant institutional review boards to ensure compliance with ethical research standards 
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(American Psychological Association, 2020). By adhering to these measures, the study 

upholds the highest standards of ethical research while delivering meaningful insights into 

fraud management strategies at Equity Bank.  

These measures were designed to protect participants' dignity, ensure the responsible use of 

sensitive information, and uphold professional and academic integrity throughout the research 

process (Resnik, 2020; Saunders et al., 2019). 
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CHAPTER FOUR 

FINDINGS AND DISCUSSIONS 

4.1 Introduction 

This chapter presents the findings of the study based on the four key objectives: evaluating 

the fraud detection strategies employed by Equity Bank Kenya Limited, analyzing the fraud 

prevention strategies adopted by the bank, assessing the effectiveness of its fraud response 

mechanisms, and identifying potential advancements that could enhance fraud management. 

The analysis integrates both quantitative and qualitative data to provide a comprehensive 

understanding of the effectiveness of fraud management strategies at the bank. 

The chapter begins with an overview of the response rate and demographic characteristics of 

the respondents. It then systematically examines each objective, presenting findings through 

tables, charts, and narrative discussions. Where relevant, comparisons are made across 

different demographic segments such as gender, age, education level, and work experience to 

highlight variations in perceptions of fraud management strategies. Furthermore, the study’s 

findings are discussed in relation to existing literature to assess their alignment with, or 

deviation from, previous research on financial fraud management. The insights drawn from 

this analysis provide a foundation for the recommendations presented in the subsequent 

chapter. 

4.2 Response Rate 

The response rate is a critical factor in determining the reliability of survey-based research, 

particularly in studies examining fraud detection and financial security measures. A higher 

response rate ensures that the collected data accurately represents the targeted population, 

reducing the likelihood of non-response bias. 
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This study targeted a total of 333 respondents, and all 333 responses were successfully 

collected, resulting in a 100% response rate as shown in table 4.1 below. Further, interviews 

with 10 key informants were successfully held. 

Table 4. 1: Response rate 

Response  Frequency Percentage 

Unreturned questionnaires 0 0% 

Returned questionnaires 333 100% 

The full participation of the respondents is particularly significant given the study's focus on 

fraud detection, response mechanisms, and the integration of advanced technologies such as 

AI, blockchain, and biometric security. A high response rate ensures that the findings reflect 

a comprehensive perspective on fraud prevention practices, financial security strategies, and 

the effectiveness of fraud response frameworks in the financial sector. 

The 100% response rate also suggests a strong level of engagement and awareness among 

financial professionals regarding fraud detection and security measures. According to 

Bolarinwa (2015), a response rate above 70% is considered excellent in social and financial 

sciences research, reinforcing the reliability of the study’s findings. Moreover, the complete 

participation minimizes concerns over non-response bias, ensuring that the insights gathered 

provide a well-rounded understanding of the effectiveness of fraud mitigation strategies in 

financial institutions. 

Given the sensitive nature of fraud prevention, the full participation of respondents further 

indicates that financial professionals are actively involved in or affected by the measures 

assessed in this study. This engagement enhances the study's ability to offer actionable 

recommendations on improving fraud detection, strengthening response strategies, and 

optimizing the use of AI, blockchain, and biometric technologies for financial security. 
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4.3 Demographic Characteristics of the Respondents 

Understanding the demographic characteristics of the respondents is essential for 

contextualizing the findings of this study. Factors such as gender, age, education level, and 

work experience influence perceptions of fraud detection mechanisms, security measures, and 

emerging financial technologies. The diversity in these demographic attributes ensures a 

comprehensive understanding of fraud prevention strategies and their effectiveness across 

different professional backgrounds. Table 4.2 below presents a summary of the demographic 

characteristics of the respondents. 

Table 4. 2: Demographic characteristics of the Respondents 

Variable Category Frequency Percentage 

Gender Male 213 64% 

Female 120 36% 

Age 20 – 30 53 15.90% 

30 – 40 216 64.90% 

40 – 50 42 12.60% 

Above 50 22 6.60% 

Education Diploma 31 9.30% 

Undergraduate 212 63.70% 

Postgraduate 90 27% 

Work experience Less than 1 year 15 4.50% 

1 - 5 years 174 52.30% 

6 - 10 years 68 20.40% 

More than 10 years 76 22.80% 

As shown in Table 4.2, the study’s findings indicate that gender distribution among the 

respondents was skewed towards male participants, who accounted for 64%, while female 

respondents comprised 36% of the sample. This distribution provides insights into how gender 

may influence perspectives on fraud prevention, risk mitigation, and trust in financial security 

technologies. Differences in gender-based perceptions can shape the adoption and 

implementation of fraud detection measures in financial institutions. 
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Regarding age, the majority of respondents (64.9%) were between 30–40 years old, followed 

by 15.9% in the 20–30 age bracket, 12.6% in the 40–50 age category, and 6.6% above 50 

years as shown in table 4.2. These variations allow for an analysis of generational differences 

in fraud prevention strategies and the adoption of emerging technologies. Younger 

professionals may exhibit more openness toward AI-driven fraud detection systems, while 

older respondents may rely more on traditional fraud mitigation methods. 

Education level was another critical demographic factor, with 63.7% of respondents holding 

an undergraduate degree, 27% possessing postgraduate qualifications, and 9.3% having a 

diploma as shown in Table 4.2. Education plays a crucial role in shaping individuals’ 

understanding of fraud detection technologies and their trust in automated security systems. 

Those with higher education levels may have greater awareness and confidence in technology-

driven fraud prevention strategies, while those with lower academic qualifications might 

prefer more conventional fraud mitigation measures. 

In terms of work experience, respondents varied significantly, with 52.3% having 1–5 years 

of experience, 22.8% possessing more than 10 years, 20.4% with 6–10 years, and 4.5% with 

less than a year as shown in Table 4.2. Work experience influences perceptions of fraud 

detection efficiency and security enhancement strategies. Those with extensive experience 

may have witnessed the evolution of fraud detection technologies, whereas newer employees 

may have a stronger inclination toward AI-driven fraud prevention methods. 

These demographic insights provide a strong foundation for understanding how different 

respondent groups interact with fraud mitigation approaches within financial institutions. By 

considering these characteristics, this study ensures a well-rounded interpretation of fraud 

detection strategies and their effectiveness across various demographic segments. 
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4.4 Fraud Detection Strategies Employed by Equity Bank Limited in Kenya  

Fraud detection is a critical component in financial institutions' efforts to mitigate financial 

losses and maintain customer trust. Equity Bank Limited has implemented various fraud 

detection strategies aimed at identifying and preventing fraudulent activities before they cause 

significant harm. These strategies leverage technological advancements, employee vigilance, 

and structured monitoring systems to detect irregular transactions and suspicious behaviors. 

This section presents the study findings on the fraud detection mechanisms used by the bank, 

their effectiveness, and areas that require improvement. 

4.4.1 Effectiveness of Whistleblowing in Fraud Detection 

Whistleblowing is a critical fraud detection mechanism that enables employees and 

stakeholders to report fraudulent activities confidentially, reducing financial risks in 

organizations. Figure 4.1 below presents the respondents’ perceptions of the whistleblowing 

framework at Equity Bank, focusing on five key areas: whistleblowing policy, 

encouragement, timeliness, outcomes, and whistleblower protection. 

 

Figure 4. 1 Perceptions of Whistleblowing Effectiveness 

As shown in Figure 4.1, the results indicate that all respondents (100%) agreed or strongly 

agreed that Equity Bank has a whistleblowing policy and actively encourages whistleblowing. 
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This suggests that the institution has established a strong policy framework and a culture that 

supports fraud reporting. These findings align with Njeri (2023), who noted that financial 

institutions with structured whistleblowing policies experience improved fraud detection rates 

as employees feel empowered to report fraudulent activities without fear of retaliation. 

As shown in figure 4.1, regarding whistleblowing timeliness, 68.8% of respondents agreed, 

while 28.5% strongly agreed that fraud cases are reported and addressed promptly. However, 

2.7% remained neutral, suggesting that, while the system is generally effective, some 

employees may have experienced delays in how fraud reports are handled. Ndung'u (2021) 

highlighted that fraud detection efficiency is closely tied to the promptness of whistleblowing 

responses, as delays in addressing reported fraud cases allow perpetrators to cover their tracks. 

One of the senior compliance officers supported this finding by stating, “While reports are 

received and acted upon, we sometimes experience delays, especially when investigations 

require collaboration between multiple departments. Fraud cases that involve senior 

employees tend to be more sensitive and take longer to resolve.” 

The outcomes of whistleblowing received mixed reactions. While 43.2% of respondents 

agreed and 14.4% strongly agreed that whistleblowing leads to meaningful fraud mitigation 

actions, 42.3% remained neutral, as shown in Figure 4.1. This neutrality suggests that a 

significant proportion of employees may be uncertain about whether their reports lead to 

concrete actions. Mugambi (2021) argued that a lack of visible follow-up on reported fraud 

cases can discourage employees from reporting future incidents, ultimately weakening an 

organization’s fraud detection framework. A senior risk manager echoed this concern. He 

stated, “Employees want to see tangible action taken after a fraud report is made. The lack 
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of communication on case resolutions makes some employees skeptical about whether their 

reports are taken seriously.” 

Whistleblower protection emerged as another critical concern. While 50.8% of respondents 

agreed and 20.4% strongly agreed that the bank protects whistleblowers, 22.2% remained 

neutral, and 6.6% disagreed as indicated in Figure 4.1. These findings align with Garcia 

(2021), who argued that whistleblowing policies are only effective when employees trust that 

they will not face retaliation. If protection mechanisms are not perceived as strong, employees 

may hesitate to report fraud, thereby reducing the effectiveness of whistleblowing systems.  

“Many employees fear retaliation, especially when reporting cases involving their 

supervisors or senior managers. Some cases are not reported because people worry about 

losing their jobs or being transferred unfairly,” stated a senior fraud investigator at the bank. 

These findings suggest that, while Equity Bank has successfully institutionalized 

whistleblowing as a fraud detection tool, concerns remain regarding the transparency of case 

resolutions and the adequacy of whistleblower protection measures. Similar trends have been 

observed in other financial institutions, where the success of whistleblowing frameworks 

depends not only on the existence of a policy but also on employees’ confidence in its 

implementation and fairness. Strengthening whistleblower protection and ensuring timely 

feedback on reported cases could encourage more employees to come forward, enhancing the 

overall effectiveness of fraud detection. 

From the perspective of the Fraud Triangle Theory, whistleblowing mechanisms address the 

rationalization and opportunity elements. When employees perceive that fraud is reported and 

acted upon, the rationalization to commit fraud diminishes. However, where there is doubt 

about whistleblower protection or outcome transparency, the opportunity to conceal fraud 
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persists. The Routine Activity Theory also aligns, as whistleblowing introduces a capable 

guardian who disrupts the convergence of offender and target by reporting suspicious acts. 

4.4.2 Effectiveness of Telephone Hotlines in Fraud Detection 

Telephone hotlines are widely used in financial institutions as a fraud detection mechanism, 

enabling employees and customers to report fraudulent activities quickly and anonymously. 

Figure 4.2 below presents the respondents’ perceptions of the availability, accessibility, 

effectiveness, timeliness, and confidentiality of telephone hotlines at Equity Bank. 

 

Figure 4. 2: Perceptions of Telephone Hotlines in Fraud Detection 

As outlined in figure 4.2 above, the results indicate that fraud hotline availability is well-

established at Equity Bank, with 91.3% of respondents strongly agreeing and 8.7% agreeing 

that the hotline is available for fraud reporting. This unanimous agreement suggests that 

employees and customers are well aware of the hotline’s existence, which is essential in 

fostering a proactive fraud reporting culture. These findings align with Kamau (2022), who 

emphasized that fraud hotlines are most effective when employees and customers are made 

aware of their existence and encouraged to use them. A senior compliance officer emphasized 

the importance of hotline awareness by stating, “We make a conscious effort to inform 
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employees and customers about the fraud hotline, but we still face challenges in encouraging 

people to actually use it. Many fear that reporting might expose them, despite assurances of 

anonymity.” 

As shown in figure 4.2 above, regarding fraud hotline accessibility, 75.7% of respondents 

strongly agreed, and 16.8% agreed that the hotline is easy to use and available when needed. 

However, 7.5% of respondents remained neutral, suggesting that some employees and 

customers may experience occasional difficulties in accessing the service. This could be due 

to technical issues, delays in response, or unawareness of specific hotline procedures. 

According to Ndung’u (2021), hotlines are most effective when they are not only available 

but also easily accessible without bureaucratic hurdles. An IT security officer asserted, “There 

have been instances where calls to the hotline went unanswered due to high traffic or system 

downtimes. While these are rare, they can discourage users from reporting fraud promptly.” 

The effectiveness of the fraud hotline received mixed responses, as indicated in figure 4.2. 

While 35.1% of respondents agreed, and 11.1% strongly agreed that the hotline is effective, 

a significant 53.8% remained neutral. This high level of neutrality suggests uncertainty about 

whether reports made through the hotline lead to meaningful action. Employees may feel that, 

while the hotline exists, its impact on fraud mitigation remains unclear, possibly due to a lack 

of visible follow-up on reported cases. Mugambi (2021) highlighted similar concerns in his 

study, noting that fraud hotlines tend to be underutilized when employees are unsure whether 

their reports result in concrete action. A risk manager at the bank acknowledged this issue by 

saying, “We receive numerous reports via the hotline, but many employees never hear about 

the outcomes. While confidentiality is important, there should be a way to assure 

whistleblowers that their reports are taken seriously.” 



 

63 

 

The timeliness of fraud hotline responses was viewed positively, with 78.1% of respondents 

agreeing, and 13.8% strongly agreeing that reports made through the hotline receive timely 

responses. However, 8.1% of respondents remained neutral, indicating that some employees 

and customers may have experienced delays in response times. Prompt action is crucial in 

fraud detection, as delayed responses allow fraudulent activities to escalate. Garcia (2021) 

emphasized that hotlines are only effective when they lead to immediate action, as delays 

reduce user confidence in the system. A fraud investigations officer explained, “We aim to 

respond to hotline reports within 24 hours, but complex cases require deeper investigation, 

which takes time. The challenge is balancing confidentiality with transparency in case 

resolutions.” 

Lastly, fraud hotline confidentiality received varying responses, as shown in figure 4.2 above. 

While 56.8% of respondents strongly agreed, and 21.9% agreed that reports made through the 

hotline remain confidential, 18.0% remained neutral, and 3.3% strongly disagreed. This 

suggests that some employees and customers may have concerns about anonymity and 

potential retaliation for whistleblowing. A lack of confidence in confidentiality can 

significantly undermine the effectiveness of a fraud hotline, as individuals may hesitate to 

report fraud if they fear exposure. Mwangi (2020) found that employees are more likely to 

use hotlines when they have complete assurance that their identities will be protected. A senior 

compliance officer highlighted this concern by stating, “We have measures in place to protect 

whistleblowers, but there’s still fear that confidentiality might be breached. Strengthening 

trust in anonymity is crucial to improving hotline usage.” 

While Equity Bank has successfully established a fraud hotline and ensured its availability, 

concerns remain regarding its accessibility, perceived effectiveness, and confidentiality 
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assurances. Addressing these challenges, particularly by improving communication on case 

resolutions and strengthening anonymity protection, can enhance trust in the hotline and 

encourage more employees and customers to report fraudulent activities. 

4.4.3 Effectiveness of Forensic Audits in Fraud Detection 

Forensic audits are an essential fraud detection mechanism used in financial institutions to 

identify fraudulent activities, assess risk exposure, and enhance financial integrity. Figure 4.3 

presents respondents’ perceptions of forensic audit frequency, effectiveness, success, 

timeliness, and resource availability at Equity Bank. 

 

Figure 4. 3: Perceptions of Forensic Audits in Fraud Detection 

Based on the results indicated in figure 4.3, the findings demonstrate that forensic audits are 

conducted frequently at Equity Bank, with 58.6% of respondents agreeing, and 28.5% 

strongly agreeing that audits occur regularly. However, 12.9% of respondents remained 

neutral, indicating that, while forensic audits are conducted, some employees may not have 

direct exposure to the audit processes or may be unaware of their frequency. Kamau (2022) 

found that forensic audit visibility influences employee confidence in fraud detection 

mechanisms, as increased awareness leads to greater fraud prevention engagement.  
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“Forensic audits are conducted periodically, but many employees outside compliance and 

risk departments do not interact with them directly. This may explain why some staff feel 

disconnected from the process”. Stated a senior internal audit officer 

Regarding forensic audit effectiveness, as can be seen in figure 4.3 above, 38.4% of 

respondents agreed, and 37.8% strongly agreed that the audits effectively detect and address 

fraudulent activities. However, 23.7% remained neutral, suggesting uncertainty about the 

overall impact of forensic audits. This could imply that some employees may not directly 

witness the outcomes of forensic audits or are unsure whether audits result in tangible fraud 

mitigation efforts. According to Ndung’u (2021), forensic audits are only as effective as the 

corrective actions taken after fraud is identified, making transparency in audit outcomes a key 

factor in fraud detection effectiveness. A risk manager at the bank averred, “Forensic audits 

do identify fraud, but the follow-up actions are not always visible to employees. Many cases 

require internal disciplinary measures or legal action, and that process takes time.” 

As shown in figure 4.3 above, a significant percentage of respondents were neutral (47.4%) 

regarding forensic audit success, while 43.2% agreed, and only 9.3% strongly agreed that 

forensic audits successfully prevent fraud. The high level of neutrality suggests uncertainty 

about whether forensic audits lead to concrete fraud prevention measures. This aligns with 

Mugambi (2021), who noted that forensic audits in financial institutions often lack post-audit 

reporting mechanisms, leaving employees uncertain about their overall effectiveness. An 

investigations officer emphasized the need for better feedback mechanisms. He explained, 

“One major gap is communication. Employees may report suspected fraud or assist in 

investigations, but they rarely get updates on what happened after the audit. This can lead to 

skepticism about whether audits have any impact.” 
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Regarding forensic audit timeliness, 73.9% of respondents agreed, and 6.9% strongly agreed 

that forensic audits are conducted in a timely manner. However, 19.2% remained neutral, 

suggesting that, while audits are generally viewed as timely, some employees may feel that 

delays occur in certain cases. This is critical, as forensic audit delays can allow fraudulent 

activities to persist longer, increasing financial risks. Garcia (2021) highlighted that timely 

forensic audits improve fraud detection rates and reduce financial losses, as prompt action 

prevents fraudsters from concealing evidence. “We try to conduct audits as quickly as 

possible, but delays sometimes happen when investigations require coordination with external 

authorities or legal teams.” A compliance officer acknowledged. 

As indicated in figure 4.3, the availability of forensic audit resources was rated positively, 

with 65.8% of respondents strongly agreeing, and 26.1% agreeing that the bank provides 

adequate resources for forensic audits. However, 8.1% remained neutral, suggesting that some 

employees may be uncertain about whether the bank allocates sufficient funding, technology, 

or personnel for forensic investigations. Mwangi (2020) found that resource allocation is a 

critical determinant of forensic audit efficiency, as inadequate resources can hinder fraud 

detection efforts. A forensic audit specialist at the bank supported this finding by saying, “We 

have access to good tools for forensic investigations, including transaction monitoring 

systems and data analytics. However, we need more trained personnel to handle complex 

fraud cases, especially cyber fraud.” 

These findings suggest that, while forensic audits are frequent, timely, and well-resourced at 

Equity Bank, concerns remain regarding their perceived effectiveness and success. The high 

levels of neutrality in forensic audit success and effectiveness indicate that employees may 

require greater transparency on audit outcomes and corrective actions. Strengthening post-
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audit communication and ensuring prompt response to audit findings may help enhance 

employee confidence in forensic audit effectiveness. Additionally, investing in more 

specialized forensic audit personnel and advanced fraud detection tools could improve the 

overall efficiency of fraud detection efforts. 

4.5 Fraud Prevention Strategies at Equity Bank Limited 

Fraud prevention is a critical aspect of fraud risk management at Equity Bank Limited, aimed 

at safeguarding financial assets, maintaining customer trust, and ensuring regulatory 

compliance. Effective fraud prevention measures involve a combination of internal controls, 

employee training, compliance frameworks, and advanced technology to detect and mitigate 

fraudulent activities before they occur. This section evaluates the fraud prevention strategies 

adopted by Equity Bank Limited, assessing their effectiveness in minimizing fraud risks and 

strengthening financial security. The analysis explores the bank’s internal policies, 

monitoring systems, and proactive measures designed to prevent fraud within the institution. 

4.5.1 Ethical Culture and Compliance in Fraud Prevention 

A strong ethical culture and adherence to compliance policies are fundamental components 

of fraud prevention in financial institutions. Ethical behavior, reinforced through training and 

compliance measures, plays a crucial role in discouraging fraudulent activities. Figure 4.4 

presents respondents’ perceptions of ethical culture promotion, code of conduct compliance, 

reporting of unethical conduct, ethics training frequency, and ethical behavior rewards at 

Equity Bank Limited. 
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Figure 4. 4: Perceptions of Ethical Culture and Compliance in Fraud Prevention 

The results outlined in figure 4.4 indicate that ethical culture promotion is highly recognized 

at Equity Bank Limited, with 80.8% of respondents strongly agreeing and 19.2% agreeing 

that the institution actively promotes ethical behavior. This suggests that Equity Bank has 

established a strong ethical framework, ensuring that employees adhere to ethical guidelines 

in their daily operations. Kamau (2022) found that a strong ethical culture in financial 

institutions significantly reduces fraud risks by fostering accountability and integrity among 

employees. A senior compliance officer at the bank reinforced this view by stating, “We 

consistently remind employees about our ethical policies through internal communications 

and refresher courses. However, ethical culture is not just about policies—it requires a 

leadership example and continuous reinforcement.” 

Similarly, compliance with the bank’s code of conduct was widely acknowledged, with 83.5% 

of respondents strongly agreeing, and 16.2% agreeing that employees adhere to the 

institution's ethical policies. This high level of agreement suggests that Equity Bank has 

effective compliance measures in place, possibly including regular audits, strict monitoring 

of ethical violations, and disciplinary measures for non-compliance. Ndung’u (2021) 
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highlights those financial institutions with strong enforcement of codes of conduct experience 

lower instances of fraud and misconduct. A risk management officer supported this finding, 

stating: 

“The bank has clear policies, and employees know that violations have consequences. 

However, we still have cases where ethical lapses happen due to work pressure or personal 

financial struggles”. Stated a risk management officer. 

As indicated in figure 4.4 above, the encouragement of reporting unethical conduct received 

the highest level of support, with 93.7% of respondents strongly agreeing, and 5.4% agreeing 

that Equity Bank actively promotes whistleblowing against unethical behavior. These findings 

indicate a high level of institutional support for reporting fraud and misconduct, reflecting the 

effectiveness of the bank’s whistleblowing mechanisms. According to Mugambi (2021), 

whistleblower protection policies significantly enhance fraud prevention by ensuring 

employees feel safe when reporting unethical practices. However, a fraud investigations 

officer pointed out that, while reporting is encouraged, there are still fears associated with it. 

He stated, “Many employees hesitate to report minor ethical violations because they feel it 

might create workplace tension or lead to subtle retaliation. The formal protection 

mechanisms are in place, but trust in the system still needs to be strengthened.” 

However, perceptions regarding the frequency of ethics training varied, with 65.8% agreeing 

and 12.0% strongly agreeing that training is conducted regularly, but 20.1% disagreeing. The 

relatively high disagreement rate suggests that some employees may feel that ethics training 

is not frequent enough to reinforce fraud prevention measures. Garcia (2021) emphasized that 

ongoing ethics training is essential in financial institutions to reinforce fraud awareness and 

maintain compliance with evolving regulations. An HR manager at the bank acknowledged 
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this concern by explaining, “We conduct ethics training, but it's not as frequent as some 

employees expect. Given the changing nature of fraud schemes, we are considering increasing 

training sessions to ensure employees stay updated.” 

The results presented in figure 4.4 indicate that the rewarding of ethical behavior was the 

lowest-rated component, with only 11.7% strongly agreeing, 21.0% agreeing, while 42.3% 

remained neutral, 14.4% disagreed, and 10.5% strongly disagreed. The high level of neutrality 

and disagreement suggests that employees may feel that ethical behavior is not sufficiently 

recognized or incentivized at Equity Bank. Research by Mwangi (2020) indicates that 

financial institutions that integrate ethical performance rewards into their fraud prevention 

strategies experience higher employee compliance and lower instances of misconduct. A 

senior finance officer highlighted this as an area for improvement: 

“We focus on penalizing unethical behavior, but there’s little emphasis on rewarding ethical 

behavior. Recognizing employees who uphold integrity could reinforce a culture of 

accountability.” 

These findings suggest that, while Equity Bank has successfully promoted an ethical culture, 

ensured compliance with its code of conduct, and encouraged the reporting of unethical 

conduct, challenges remain in ethics training frequency and recognition of ethical behavior. 

Strengthening regular ethics training programs and incorporating incentives for ethical 

conduct could further enhance fraud prevention measures within the institution. 

Promoting ethical conduct within the institution reduces the rationalization that enables fraud, 

in line with the Fraud Triangle Theory. Ethical training and reinforcement of codes of conduct 

further serve to reduce pressure, especially when aligned with a supportive workplace culture. 

Similarly, the Routine Activity Theory is applied through the creation of a strong internal 
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ethical environment, which acts as a capable guardian deterring potential offenders from 

exploiting vulnerabilities. 

4.5.2 Internal Control Mechanisms in Fraud Prevention 

Internal controls are a fundamental aspect of fraud prevention in financial institutions. These 

mechanisms ensure that risks are effectively managed by enforcing compliance, reducing 

financial discrepancies, and preventing unauthorized activities. Figure 4.5 presents 

respondents’ perceptions of internal audit frequency, internal control effectiveness, response 

to control breaches, segregation of duties, and internal control awareness at Equity Bank 

Limited. 

 

Figure 4. 5: Perceptions of Internal Control Mechanisms in Fraud Prevention 

The findings, as shown in figure 4.5, indicate that internal audit frequency was perceived 

positively, with 59.5% of respondents strongly agreeing and 24.6% agreeing. However, 

15.9% remained neutral, suggesting that some employees were uncertain about the regularity 

of internal audits. These findings align with Kamau (2022), who observed that, while financial 

institutions conduct regular audits, their frequency and coverage may not be fully 

communicated to all employees, leading to neutral perceptions among some staff. A senior 
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internal auditor at the bank emphasized this challenge: “Internal audits are conducted 

regularly, but employees outside the finance and compliance departments may not always be 

aware of when or how they are done. This could explain why some feel uncertain about their 

frequency.” 

The results indicated in figure 4.5 regarding internal control effectiveness, 73.9% of 

respondents agreed, while 9.0% strongly agreed, and only 3.9% disagreed. This suggests that 

the majority of employees perceive internal controls as effective but with room for 

improvement. The presence of 13.2% neutrality indicates that some employees may not have 

direct involvement with or visibility into internal control measures. Ndung’u (2021) found 

that employees in non-finance roles may have limited awareness of control mechanisms, 

which can influence their perception of effectiveness. A risk management officer highlighted 

how internal controls have improved fraud prevention: “We have strengthened our internal 

controls by using real-time transaction monitoring systems. However, fraudulent activities 

keep evolving, which means we must continuously review and upgrade our control 

measures.” 

Response to control breaches was another area of evaluation, with 64.0% of respondents 

agreeing and 16.8% strongly agreeing that breaches are effectively managed, as shown in 

figure 4.5 above. However, 16.8% remained neutral, and 2.4% disagreed. This suggests that, 

while Equity Bank has mechanisms in place to address control breaches, some employees 

may feel that enforcement is inconsistent or that responses vary based on the severity of the 

breach. Mugambi (2021) emphasized that the speed and decisiveness of responses to control 

breaches influence employee confidence in internal controls.  
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“The response to control breaches is generally strong, but cases involving senior 

management tend to take longer due to procedural and legal complexities”, stated a Fraud 

Investigations Officer.  

The segregation of duties was perceived highly positively, as shown in figure 4.5, with 67.0% 

of respondents strongly agreeing and 20.7% agreeing that tasks are adequately divided to 

prevent fraud risks. Only 12.3% remained neutral, and none disagreed, indicating strong 

confidence in this internal control measure. This aligns with Garcia (2021), who stated that 

financial institutions that implement clear segregation of duties experience lower fraud risks 

and enhanced transparency.  

An IT security officer explained, “We have structured our systems so that no single employee 

has unchecked control over financial transactions. This minimizes fraud risks, especially in 

high-value transactions.” 

Finally, internal control awareness was positively rated, with 54.1% agreeing and 20.1% 

strongly agreeing that employees are well-informed about internal controls. However, 21.6% 

remained neutral, while 4.2% disagreed, suggesting that some employees may feel that 

awareness programs are insufficient or need improvement. This finding is supported by 

Mwangi (2020), who argued that institutions with strong internal control awareness among 

employees report fewer internal fraud cases and improved compliance levels. A senior 

compliance officer emphasized the need for enhanced employee awareness by stating, “We 

have internal control policies in place, but not all employees fully understand them. Regular 

refresher training would help bridge this knowledge gap.” 

These findings indicate that Equity Bank Limited has a strong internal control framework that 

plays a critical role in fraud prevention. Positive perceptions of audit frequency, segregation 
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of duties, and control effectiveness indicate that these mechanisms are well established. 

However, neutral perceptions regarding control breach response and internal control 

awareness suggest the need for enhanced communication and training programs to ensure all 

employees fully understand internal control mechanisms and their role in fraud prevention. 

4.5.3 Fraud Training Programs in Fraud Prevention 

Fraud training plays a critical role in equipping employees with the knowledge, skills, and 

awareness necessary to detect, prevent, and report fraudulent activities. The effectiveness of 

fraud training programs at Equity Bank Limited was assessed based on training frequency, 

knowledge levels, impact, adequacy, and assessment. Figure 4.6 presents the findings on 

employee perceptions of these elements. 

 

Figure 4. 6: Perception of Fraud Training Programs in Fraud Prevention 

The results, as shown in figure 4.6 above, indicate that fraud training is conducted regularly, 

with 63.7% of employees strongly agreeing that fraud training is frequent, while only 4.2% 

disagreed. Additionally, 10.5% remained neutral, suggesting that, while most employees 

acknowledge frequent training, a minority may feel uncertain about the consistency or 

accessibility of such sessions. According to Kinyua (2021), regular fraud training is a key 
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determinant of fraud prevention effectiveness, as continuous engagement enhances staff 

vigilance and compliance with fraud control policies. A senior compliance officer 

acknowledged the importance of frequent training but noted some challenges in employee 

engagement: 

“We conduct regular training sessions, but the challenge is ensuring that all employees, 

including those in non-financial roles, fully engage. Some attend the sessions just to fulfill the 

requirement, without internalizing the knowledge”, stated a senior compliance officer. 

The results, presented in figure 4.6, regarding fraud knowledge levels, 75.4% of respondents 

agreed that they possessed sufficient fraud-related knowledge, while 7.5% strongly agreed. 

However, 12.3% remained neutral, and 4.8% disagreed. This suggests that, while most 

employees feel well-informed about fraud risks and control measures, a small percentage may 

lack confidence in their fraud knowledge. Ndungu (2022) found that institutions with 

structured fraud awareness programs exhibit lower fraud incidence rates, as employees are 

better equipped to identify red flags.  

A fraud risk manager explained, “While employees understand the basics of fraud detection, 

many struggle with recognizing sophisticated fraud schemes. We need more case-study-based 

training to help staff apply their knowledge in real-world scenarios.” 

Fraud training impact was also assessed, with 49.2% agreeing that training has had a positive 

impact, and only 2.7% strongly agreeing, as shown in figure 4.6. Interestingly, 43.2% 

remained neutral, and 4.8% disagreed. The high neutrality suggests that many employees may 

feel that, while training is conducted, its impact on day-to-day fraud prevention practices is 

not always evident. Mugambi (2021) noted that for training to be effective, it must be 
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interactive, case-based, and reinforced with real-world applications. A training and 

development officer at the bank highlighted this concern: 

He stated, “We’ve seen cases where employees complete training but still struggle to apply 

what they’ve learned in actual fraud prevention situations. More scenario-based learning 

could help bridge this gap.” 

The findings on fraud training adequacy reveal a significant concern. 54.4% of respondents 

disagreed that fraud training was adequate, while only 2.7% strongly agreed and 12.9% 

remained neutral. These results suggest that although fraud training is frequent, it may not 

comprehensively address the needs of employees, potentially leaving gaps in knowledge 

application. Kamau (2022) emphasized that the effectiveness of fraud prevention is contingent 

on the adequacy of training programs, including content depth, practical relevance, and 

engagement strategies.  

“Fraud techniques are constantly evolving, but our training materials don’t always keep up. 

Employees need updated training on emerging fraud trends, especially in digital banking”, 

stated a senior risk analyst. 

Finally, the results indicted in figure 4.6 above shows that fraud training assessment received 

the highest level of positive responses, with 71.2% of employees strongly agreeing that 

training effectiveness is evaluated, while 19.5% agreed. This indicates that Equity Bank 

Limited actively assesses the outcomes of fraud training initiatives, ensuring continuous 

improvement and relevance. This aligns with Mwangi (2020), who argued that institutions 

that assess training programs experience a 30% improvement in fraud detection and response 

efficiency. An HR manager at the bank highlighted the value of ongoing assessments:  
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She explained, “We regularly assess training outcomes, but there’s room to improve follow-

ups to measure how well employees apply what they learn. A post-training evaluation system 

could enhance long-term effectiveness.” 

These findings suggest that, while Equity Bank Limited has established frequent fraud 

training programs and conducts assessments, there are gaps in training adequacy and impact. 

Addressing these gaps through more comprehensive training content, real-world case studies, 

and interactive methodologies can further enhance fraud prevention efforts. 

4.6 Fraud Response Strategies at Equity Bank 

Fraud response strategies are essential in minimizing financial losses and ensuring operational 

integrity in banking institutions. At Equity Bank, the effectiveness of these strategies is 

assessed through resolution time of fraud cases, financial loss recovery rate, and incident 

response success rate. The resolution time reflects how quickly fraud cases are addressed, 

while financial loss recovery measures the bank’s ability to reclaim lost funds. Incident 

response success rate evaluates how effectively the bank mitigates fraud impact through 

corrective actions. This section examines these indicators to determine the efficiency of fraud 

response mechanisms at Equity Bank and identify areas for improvement. 

4.6.1 Resolution Time of Fraud Cases 

The timely resolution of fraud cases is a crucial component of fraud response strategies in 

financial institutions. A swift resolution minimizes financial losses, preserves institutional 

credibility, and enhances customer confidence. Delays in resolving fraud incidents can 

increase financial exposure, prolong operational disruptions, and diminish customer trust. 

This section examines the timeliness of fraud case resolutions at Equity Bank Limited, 
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focusing on key aspects such as fraud resolution timeliness, investigation efficiency, response 

communication, investigation timelines, and fraud resolution training. 

Figure 4.7 presents respondents’ perceptions of fraud case resolution timeliness at Equity 

Bank Limited. 

 

Figure 4. 7: Perceptions of Fraud Case Resolution Timeliness 

As shown in figure 4.7 above, the findings indicate that 66.4% of respondents agreed and 

23.7% strongly agreed that fraud resolution at Equity Bank Limited is handled in a timely 

manner. This suggests that the institution has implemented mechanisms that facilitate swift 

responses to fraud incidents. However, 6.3% of respondents remained neutral, while 3.6% 

disagreed, implying that some employees perceive occasional delays in resolving fraud cases.  

“For straightforward fraud cases, resolution is quick, but more complex cases—especially 

those involving multiple transactions or external parties—take longer due to the need for 

extensive verification and legal processes”, explained a Fraud Investigations Officer. 

Based on the results, indicated in figure 4.7 above, regarding fraud investigation efficiency, 

64.6% of respondents agreed and 30.6% strongly agreed that fraud investigations at Equity 

Bank are conducted efficiently. This high level of agreement reflects well-structured fraud 
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investigation frameworks and proactive fraud management efforts at the institution. Harris 

and Lee (2020) note that efficient fraud investigations rely on a combination of skilled 

personnel, advanced forensic tools, and well-defined protocols. A senior Security & 

Investigations Officer emphasized, “We’ve integrated digital forensics and transaction 

monitoring systems that allow us to trace suspicious activities faster. However, we still face 

challenges when fraud involves external networks beyond our control.” 

As shown in figure 4.7 above, fraud response communication was positively rated, with 

75.4% of respondents strongly agreeing and 24.6% agreeing that fraud incidents are 

effectively communicated within the organization. This suggests that Equity Bank prioritizes 

clear and timely internal communication regarding fraud cases, which is essential in ensuring 

coordinated responses across different departments. A study by Njoroge (2020) emphasized 

that strong communication channels are vital for effective fraud response, as they facilitate 

quick decision-making and appropriate interventions. A risk management officer elaborated 

on how internal communication plays a role in fraud resolution. He stated, “Whenever a fraud 

incident is flagged, relevant departments are immediately notified. This ensures that losses 

are minimized, but sometimes communication breakdowns occur, delaying responses in some 

cases.” 

The investigation timelines received a slightly lower rating, with 50.8% strongly agreeing and 

46.5% agreeing that fraud investigations are completed within a reasonable timeframe. This 

indicates that, while the majority of employees view the bank's fraud investigation process as 

timely, some believe that delays occasionally occur. According to Peterson and Green (2021), 

banks with well-structured fraud investigation units tend to resolve fraud cases more 

efficiently due to streamlined processes and dedicated resources. A Senior Security & 
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Investigations Officer averred, “The biggest delays come when fraud cases require legal 

intervention or collaboration with external agencies like the police or financial regulators. 

These processes slow things down, even when internal investigations are completed quickly.” 

Further, as indicated in figure 4.7 above, fraud resolution training was also assessed, with 

75.7% of respondents agreeing and 14.1% strongly agreeing that employees receive adequate 

training on fraud case resolution. However, 10.2% remained neutral, suggesting that, while 

fraud resolution training is present, there is room for improvement in ensuring that all 

employees feel adequately prepared to handle fraud cases. Studies by Kamau (2022) and 

Oduor (2020) highlight the importance of continuous fraud management training in financial 

institutions to enhance fraud detection and response capabilities. A training and development 

officer emphasized the need for practical fraud resolution training.  

She explained, “Most of our fraud resolution training is theoretical. Employees need more 

hands-on case simulations to fully understand how to manage fraud incidents efficiently.” 

The findings suggest that Equity Bank Limited has made significant strides in ensuring the 

timely resolution of fraud cases. The high levels of agreement on fraud resolution timeliness, 

investigation efficiency, and fraud response communication indicate that the institution has 

established effective fraud management protocols. However, areas such as investigation 

timelines and fraud resolution training require further attention to enhance overall fraud 

response effectiveness. 

The presence of a well-defined fraud investigation framework has contributed to the 

institution's ability to resolve fraud cases efficiently. Nonetheless, some respondents indicated 

concerns regarding occasional delays, suggesting the need for enhanced investigative 

resources or streamlined processes. Strengthening fraud resolution training and reinforcing 
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fraud response communication strategies could further improve fraud response effectiveness 

at Equity Bank Limited. 

Quick and decisive resolution of fraud cases directly addresses the opportunity element of the 

Fraud Triangle Theory—when fraud is addressed swiftly, the likelihood of repeat occurrences 

is reduced. It also reinforces the capable guardian role emphasized in Routine Activity 

Theory, showing the institution’s readiness to respond and neutralize threats. 

While Equity Bank has demonstrated strong capabilities in fraud resolution timeliness, 

continued investments in forensic technology, employee training, and interdepartmental 

coordination will be essential in maintaining and enhancing fraud response efficiency. Future 

research could explore the role of artificial intelligence and data analytics in expediting fraud 

investigations and reducing resolution timelines. 

4.6.2 Financial Loss Recovery Rate 

Financial loss recovery is a crucial component of fraud response strategies, determining the 

effectiveness of an institution in mitigating financial damages resulting from fraudulent 

activities. A well-structured loss recovery system ensures that stolen funds are reclaimed 

efficiently, minimizing financial risk. Figure 4.8 below presents respondents’ perceptions 

regarding fraud loss recovery efforts, efficiency, partnerships, satisfaction with recovery rates, 

and awareness at Equity Bank. 
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Figure 4. 8: Perceptions of Financial Loss Recovery Rate 

The findings, as shown is figure 4.8 above, reveal mixed perceptions regarding the 

effectiveness of fraud loss recovery at Equity Bank. While 38.4% of respondents agreed and 

19.2% strongly agreed that the bank makes significant efforts in fraud loss recovery, a 

substantial 31.5% remained neutral, while 10.8% disagreed. This indicates that, while the 

majority acknowledge the bank's efforts in recovering losses, a considerable number of 

employees either lack awareness or perceive recovery efforts as insufficient. Kamau (2022) 

emphasizes that strong fraud recovery mechanisms are essential for ensuring financial 

stability and maintaining institutional trust.  

“We have systems in place to recover stolen funds, but once fraudsters withdraw or transfer 

money across multiple accounts, tracing and reclaiming funds becomes difficult. The process 

is highly dependent on how fast fraud is detected and reported”, acknowledged a senior fraud 

investigator 

In terms of fraud loss recovery efficiency, 39.3% of respondents agreed that the process is 

efficient, while 21.9% strongly agreed. However, 20.1% of respondents disagreed, and 18.6% 

were neutral, as shown in figure 4.8 above. The presence of a significant level of disagreement 
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suggests that some employees may perceive inefficiencies in how fraud-related financial 

losses are recovered. According to Ndung’u (2021), financial institutions with well-structured 

fraud recovery processes tend to experience higher success rates in reclaiming lost funds, 

highlighting the need for continuous process improvement. A senior staff within the Fraud 

Management Unit explained the difficulties in maintaining an efficient fraud recovery 

process. She stated, “The legal and bureaucratic hurdles involved in reclaiming stolen funds 

can slow down recovery efforts. Even when fraud is detected early, working with external 

agencies to freeze accounts and reverse transactions takes time.” 

As shown in figure 4.8, fraud recovery partnerships received the highest positive ratings, with 

78.1% of respondents strongly agreeing that the bank engages in effective partnerships to 

recover fraud-related losses. Additionally, 17.1% agreed, while only 4.8% remained neutral. 

These findings indicate that collaboration with external entities such as regulatory bodies, law 

enforcement agencies, and other financial institutions plays a significant role in the bank’s 

fraud recovery process. Mugambi (2021) highlights that strategic fraud recovery partnerships 

enhance institutions’ ability to track and reclaim stolen funds efficiently. 

“Our collaborations with regulators and financial crime units have significantly improved 

our ability to track fraudulent transactions. However, the effectiveness of these partnerships 

depends on the speed at which fraud cases are escalated”, stated a compliance officer. 

However, perceptions regarding satisfaction with the fraud loss recovery rate were notably 

negative. A substantial 45.9% of respondents strongly disagreed that the recovery rate is 

satisfactory, while 33.3% disagreed. Only 7.8% agreed, and 9.6% strongly agreed, indicating 

that a majority of employees believe that Equity Bank is not recovering enough of its fraud-

related financial losses. This suggests that, while efforts and partnerships are recognized, the 
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actual recovery outcomes may not meet expectations. Garcia (2021) points out that 

institutions with robust fraud recovery frameworks tend to experience lower financial risks, 

indicating a need for Equity Bank to assess and strengthen its recovery mechanisms. A 

financial crimes analyst at the bank acknowledged this concern: “Despite our best efforts, full 

financial loss recovery is rare in cases involving cyber fraud and identity theft. Fraudsters 

exploit legal loopholes, making it difficult to trace and recover stolen funds.” 

Fraud recovery awareness received moderate agreement levels, as shown in figure 4.8, with 

57.4% of respondents agreeing that employees are aware of recovery processes, while 12.3% 

strongly agreed. However, 16.2% disagreed, and 14.1% remained neutral, suggesting that 

awareness efforts could be improved. Mwangi (2020) notes that increasing employee 

awareness of fraud recovery mechanisms enhances overall institutional preparedness and 

ensures that staff play an active role in fraud loss mitigation.  

An Internal Auditor highlighted, “Many employees are unaware of the steps taken after fraud 

cases are reported. Strengthening internal communication on fraud recovery outcomes would 

help improve awareness and confidence in the bank’s recovery efforts.” 

While Equity Bank has demonstrated strong fraud recovery efforts, particularly through 

partnerships, challenges remain in recovery efficiency, satisfaction with recovery rates, and 

employee awareness. Strengthening recovery frameworks, enhancing communication on loss 

recovery processes, and improving recovery strategies could enhance the institution’s ability 

to mitigate financial losses from fraud. 

4.6.3 Perceptions of Incident Response Success Rate 

A financial institution’s ability to respond effectively to fraud incidents is a critical 

determinant of its fraud management success. Fraud incident prevention, containment speed, 
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response success, team efficiency, and confidence in response mechanisms all contribute to 

the overall effectiveness of fraud incident management. Figure 4.9 below presents 

respondents' perceptions of these factors in relation to Equity Bank’s fraud incident response 

success rate. 

 

Figure 4. 9: Perceptions of Incident Response Success Rate 

Based on the results in figure 4.9, the findings indicate that fraud incident prevention is 

perceived positively by most respondents. A total of 72.4% strongly agreed, while 23.7% 

agreed that Equity Bank has effective measures in place to prevent fraud incidents. Only 3.9% 

remained neutral, and no respondents disagreed. These results suggest that the bank has 

implemented robust preventive strategies to mitigate fraud occurrences. Kamau (2022) 

highlights that financial institutions with proactive fraud prevention mechanisms significantly 

reduce fraud risks by limiting opportunities for fraudulent activities. A senior fraud risk officer 

reinforced this finding stating, “We have invested heavily in fraud prevention measures, 

including transaction monitoring and employee awareness programs. While no system is 

perfect, we’ve significantly reduced fraud attempts at the early stages.” 
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Fraud containment speed was also rated favorably, as shown in figure 4.9, with 73.0% 

strongly agreeing and 23.7% agreeing that Equity Bank contains fraud incidents swiftly. Only 

0.6% disagreed, while 2.7% strongly disagreed. These findings indicate that once fraud is 

detected, the bank takes immediate action to minimize financial and operational damage. 

Ndung’u (2021) emphasizes that rapid fraud containment is crucial for reducing financial 

losses and preventing the escalation of fraudulent activities within financial institutions.  

“Our fraud response system is designed to detect suspicious activity in real time. The 

challenge is that fraudsters are also evolving, so while we are quick in response, new fraud 

techniques require constant adjustments”, stated a fraud investigations officer. 

Regarding the overall fraud response success rate, 42.6% of respondents strongly agreed, and 

36.3% agreed that Equity Bank effectively responds to fraud incidents, as can be seen in figure 

4.9. However, 11.1% remained neutral, while 9.9% disagreed, indicating that a small 

proportion of employees perceive gaps in the bank’s response effectiveness. These results 

suggest that, while the institution has a generally effective response framework, there may be 

instances where response strategies fall short. Mugambi (2021) argues that improving real-

time fraud detection and response mechanisms enhances overall fraud response success rates. 

A senior Security & Investigations Officer stated, “We have strong fraud response measures, 

but response effectiveness varies depending on the complexity of the fraud case. Some cases 

require collaboration with external agencies, which slows things down.” 

As illustrated in figure 4.9, fraud response team efficiency received mixed responses. While 

23.4% strongly agreed and 35.4% agreed that the bank’s fraud response teams are efficient, 

36.3% remained neutral, and 4.8% disagreed. The high level of neutrality suggests that some 

employees may not be directly aware of the response team's operational efficiency or that the 
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efficiency of fraud response teams varies across different cases. According to Garcia (2021), 

maintaining a well-trained and adequately resourced fraud response team is critical for 

ensuring consistent efficiency in fraud incident resolution.  

An IT Security Officer explained, “Fraud cases involving cybercrime or digital banking 

transactions are becoming more sophisticated. We need more specialized training for our 

response teams to stay ahead of emerging threats.” 

Confidence in fraud response mechanisms was rated positively, with 30.3% strongly agreeing 

and 55.6% agreeing that they have confidence in the institution’s fraud response capabilities. 

However, 9.3% were neutral, while 4.8% disagreed. These findings indicate that, while the 

majority of employees trust the institution’s ability to manage fraud incidents effectively, 

some respondents may have encountered challenges or inconsistencies in fraud response 

efforts. Mwangi (2020) notes that financial institutions that continuously improve fraud 

response strategies and communicate outcomes effectively tend to build greater employee 

confidence in fraud management systems. “Employees and customers need to see the results 

of fraud response efforts. If people don’t see visible consequences for fraudsters, they might 

lose confidence in the system”, a risk management officer highlighted. 

The findings suggest that, while Equity Bank has established strong fraud incident prevention 

and containment measures, some concerns remain regarding the efficiency of response teams 

and the consistency of response success. Addressing these concerns will require further 

investment in fraud response team training, enhancement of response strategies, and improved 

communication regarding fraud management outcomes. 
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4.7 Technological Advancements in Fraud Management 

The rapid evolution of financial fraud has necessitated the adoption of cutting-edge 

technological solutions to strengthen fraud detection and prevention measures. Financial 

institutions are increasingly leveraging Artificial Intelligence (AI) and Machine Learning 

(ML) to analyze vast datasets for fraud patterns, implementing Blockchain Technology to 

enhance transaction security and transparency, and utilizing Advanced Biometric 

Authentication to improve user verification processes. These technologies play a crucial role 

in mitigating fraud risks, ensuring compliance with regulatory standards, and enhancing 

customer trust. The following sections examine the perceptions of respondents regarding the 

effectiveness of these technological advancements in fraud management. 

4.7.1 AI and ML in Fraud Detection 

Figure 4.10 presents respondents’ perceptions regarding the effectiveness of AI and Machine 

Learning (ML) in fraud detection, focusing on fraud detection capabilities, detection impact, 

and error rates such as false positives and false negatives. 

 

Figure 4. 10: Perception of AI and ML Effectiveness 
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The results, as shown in figure 4.10, indicate that a significant proportion of respondents 

generally disagreed (48.6% disagreed, and 23.4% strongly disagreed) that AI & ML are 

effective in fraud detection at Equity Bank, with only 6.6% strongly agreeing. This suggests 

a level of skepticism regarding the ability of AI-driven systems to accurately detect fraudulent 

activities. This skepticism is consistent with findings by Brown & Smith (2019), who noted 

that financial institutions often face challenges in optimizing AI fraud detection models due 

to data inconsistencies and evolving fraud tactics. A senior IT security officer acknowledged 

this concern and was quoted as saying, “AI fraud detection tools are only as good as the data 

they are trained on. We frequently encounter issues with outdated datasets, which makes the 

system less effective in detecting newer fraud techniques.” 

Similarly, as can be seen in figure 4.10 above, the impact of AI & ML in fraud detection was 

met with mixed opinions, with 33% strongly disagreeing and 28.5% disagreeing that AI & 

ML had a significant impact on reducing fraud. Meanwhile, only 1.5% agreed and 7.2% 

strongly agreed, while 29.7% remained neutral. These findings suggest that, while AI and ML 

are increasingly being adopted, their perceived impact on fraud prevention remains uncertain. 

A study by Singh & Jain (2020) highlights that financial institutions integrating AI into fraud 

detection often require continuous model training to enhance accuracy and minimize false 

detections. “AI is helpful, but it's not foolproof. Fraudsters keep evolving, and if our AI models 

don’t learn fast enough, we end up missing sophisticated fraud cases”, stated a fraud risk 

analyst. 

False positives, which refer to legitimate transactions being flagged as fraudulent, were also 

a major concern, with 36% of respondents disagreeing and 18.6% strongly disagreeing that 

AI & ML minimize false positives. Only 8.1% agreed, and 0.9% strongly agreed. This reflects 
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a challenge in AI-driven fraud detection, as excessive false positives can lead to transaction 

delays and customer dissatisfaction. Jones & Miller (2020) observed that high false positive 

rates in AI fraud detection can erode trust in automated fraud management systems, 

necessitating human oversight.  

In explaining impact of false positives, a customer service manager stated, “We’ve had cases 

where AI incorrectly flags legitimate transactions as fraud, frustrating customers. While 

security is important, balancing fraud prevention with customer experience remains a 

challenge.” 

Additionally, false negatives, which occur when fraudulent transactions go undetected, were 

reported at similar levels, with 18.6% strongly disagreeing, 26.4% disagreeing, and 48.6% 

remaining neutral. The high level of neutrality may indicate uncertainty or a lack of clear 

visibility into how frequently fraud slips past AI detection. Studies by Zhang, Liu, & Zhu 

(2021) suggest that improving AI training datasets and refining detection algorithms can help 

reduce false negatives, ensuring better fraud prevention outcomes.  

A fraud investigator acknowledged, “AI sometimes fails to catch well-disguised fraud 

attempts, especially those that mimic normal transaction patterns. That’s why human review 

is still necessary.” 

Despite these concerns, AI & ML were viewed positively in terms of employee support in 

fraud detection, as shown in figure 4.10 above, with 33.3% agreeing and 54.4% strongly 

agreeing that AI-assisted tools help employees in fraud detection processes. This suggests 

that, while AI systems may not yet be fully trusted for independent fraud detection, they serve 

as valuable tools for employees in fraud monitoring and decision-making. According to 

Mwangi & Odhiambo (2021), AI can significantly enhance fraud detection efficiency when 
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used alongside human oversight, combining computational speed with human intuition in 

fraud investigations.  

“AI works best when combined with human expertise. It helps us process large volumes of 

data quickly, but human judgment is still required to distinguish real fraud from false 

alarms”, emphasized compliance officer. 

The findings indicate a cautious reception of AI & ML fraud detection technologies, with 

concerns over detection accuracy, false positives, and false negatives. However, the strong 

agreement on AI’s role in employee support suggests that these technologies can be leveraged 

effectively when integrated with human expertise. Future enhancements in AI model training 

and fraud detection accuracy could help improve trust and adoption of these technologies in 

financial institutions. 

4.7.2 Blockchain Technology in Fraud Prevention 

Blockchain technology has been widely discussed as a tool for enhancing security, 

transparency, and fraud prevention in financial institutions. However, its adoption and 

effectiveness remain a subject of debate. Figure 4.11 presents respondents' perceptions of 

blockchain’s role in financial security, fraud reduction, transparency improvement, 

traceability, and employee trust in blockchain technology. 
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Figure 4. 11: Perceptions of Blockchain Technology in Fraud Prevention 

The results, indicated in figure 4.11, show that a majority of respondents (40.2% strongly 

disagree, 40.5% disagree) do not believe that blockchain enhances security. Only 13.2% 

agreed, while none strongly agreed. These findings suggest skepticism about blockchain’s 

security capabilities, potentially due to limited understanding or implementation challenges. 

According to Davis and Patel (2019), while blockchain’s decentralized structure enhances 

security by preventing unauthorized alterations, its effectiveness in fraud prevention depends 

on widespread institutional adoption and robust regulatory support.  

A senior IT security officer explained this skepticism by stating, “Blockchain has potential, 

but we are yet to see real-world applications in our banking systems. Without clear 

regulations and institutional adoption, its security benefits remain theoretical.” 

Further, based on figure 4.11, respondents also showed mixed opinions on blockchain’s 

effectiveness in fraud reduction, with 33.0% strongly disagreeing and 29.1% disagreeing. 

Only 15.9% agreed. These results align with the findings of Wanjiru (2021), who highlighted 

that although blockchain can reduce fraudulent transactions by ensuring data integrity, 

challenges such as regulatory uncertainties and integration with existing banking systems 

limit its effectiveness in practice. A compliance officer highlighted a key limitation of 

blockchain in fraud reduction: 

During the interviews, a compliance officer highlighted, “Blockchain could help in fraud 

prevention, but integrating it into legacy banking systems is complex. Most financial fraud 

today happens in real-time transactions, and blockchain isn't designed to stop fraud 

instantly.” 
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The perception of blockchain’s ability to improve transparency also received significant 

disagreement, with 38.4% strongly disagreeing and 23.7% disagreeing, as can be seen in 

figure 4.11 above. However, a small portion (10.5%) agreed. This contradicts the view of 

Davis and Patel (2019), who emphasize that blockchain’s distributed ledger enhances 

transparency by making transactions verifiable and immutable. The divergence in responses 

suggests that, while blockchain has theoretical benefits, its practical implementation in 

financial institutions remains limited.  

“Transparency is one of blockchain’s strongest features, but financial institutions operate in 

a highly regulated space. We can’t make all transactions public, which limits how we use 

blockchain for fraud prevention”, highlighted a Risk Analyst. 

Similarly, the findings on blockchain’s traceability improvement showed that 39.3% of 

respondents strongly disagreed and 25.5% disagreed, with only 7.8% agreeing. These findings 

contrast with the argument by Wanjiru (2021), who noted that blockchain enhances 

traceability by ensuring that all transactions are permanently recorded and auditable. The 

skepticism reflected in the responses may stem from the lack of real-world applications and 

limited awareness of blockchain’s full capabilities. A financial crimes investigator provided 

insight into this perception gap. He stated, “Blockchain improves traceability, but tracing 

fraudulent transactions requires more than just an immutable ledger. Fraudsters exploit 

crypto wallets and offshore accounts, making it difficult to track money movements 

effectively.” 

The results on figure 4.11 show that, unlike the previous categories, employee trust in 

blockchain received significantly positive feedback, with 24.0% agreeing and 73.9% strongly 

agreeing. This suggests that, while blockchain’s role in fraud prevention remains debatable, 
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employees acknowledge its potential as a reliable and secure technology. According to 

Wanjiru (2021), trust in blockchain among financial institution employees has grown due to 

its association with enhanced security protocols and reduced reliance on centralized control 

mechanisms.  

An IT Manager commented on this aspect and stated, “Blockchain’s security features make 

it an attractive technology, but financial institutions need to understand how to integrate it 

with existing fraud prevention tools. Until then, its adoption remains slow.” 

The findings suggest that, while blockchain is recognized for its potential in fraud prevention, 

security, and transparency, skepticism remains regarding its practical effectiveness. As noted 

in the literature, addressing regulatory and implementation challenges (Davis & Patel, 2019; 

Wanjiru, 2021) is essential for improving blockchain adoption in fraud prevention strategies. 

4.7.3 Biometric Security in Fraud Prevention 

Biometric authentication has become a widely adopted fraud prevention measure, offering 

enhanced security and access control in financial institutions. Figure 4.12 presents 

respondents' views on biometric security usage, its effectiveness in reducing unauthorized 

access, employee satisfaction, usability, and overall security confidence. 
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Figure 4. 12: Perceptions of Biometric Security in Fraud Prevention 

As shown in figure 4.12, the findings indicate strong adoption of biometric security, with 

87.4% of respondents strongly agreeing that biometric systems are actively used at Equity 

Bank Kenya Limited, while 12.6% agreed. None of the respondents expressed disagreement 

or neutrality. This aligns with the observations by Mwangi and Odhiambo (2021), who noted 

that biometric authentication has gained widespread acceptance due to its reliability in 

verifying user identities and reducing fraud risks.  

A senior IT security officer noted, “Biometric authentication has significantly reduced cases 

of unauthorized access. Unlike passwords or PINs, biometrics are unique to each individual, 

making it harder for fraudsters to bypass security.” 

From the perspective of the Routine Activity Theory, biometric systems act as capable 

guardians—technological barriers that increase the difficulty for a motivated offender to 

access a suitable target, such as a customer account. By strengthening identity verification 

and eliminating shared credentials, biometric authentication disrupts the convergence of 

opportunity and vulnerability that often facilitates fraud. 

Based on the results in figure 4.12 above, it is evident that a substantial 88.9% of respondents 

strongly agreed that biometric security effectively decreases unauthorized access, while 

11.1% agreed. These results support findings by Ncube (2022), who emphasized that 

biometric authentication significantly enhances security by preventing unauthorized 

transactions and fraudulent access to financial systems. The absence of disagreement suggests 

strong confidence in biometric measures as a fraud deterrent.  
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A fraud risk analyst clarified this aspect by saying, “We’ve seen a decline in account 

takeovers and identity fraud cases since implementing biometric authentication. The added 

layer of security makes it more difficult for fraudsters to gain access to accounts.” 

Employee satisfaction with biometric security measures was also positive, with 81.1% of 

respondents strongly agreeing and 18.9% agreeing that biometric authentication improves 

security without causing inconvenience. This supports the Fraud Triangle Theory by reducing 

opportunity, one of the core elements that enable fraud. When systems are both secure and 

convenient, they not only deter internal and external fraud but also reduce rationalization—

since users have fewer excuses to bypass security protocols due to inconvenience. It is also 

consistent with the study by Mwangi and Odhiambo (2021), which highlighted that biometric 

systems enhance workplace efficiency by reducing the need for complex passwords and 

frequent security resets.  

“Customers find biometric authentication easier than remembering PINs or passwords. It 

speeds up transactions and improves the overall user experience”, explained a customer 

service officer. 

In addition to the above, the results in figure 4.12 above indicate that, biometric systems were 

perceived as highly user-friendly, with 75.7% strongly agreeing and 24.3% agreeing that they 

are easy to use. No respondents disagreed or remained neutral. This finding aligns with Ncube 

(2022), who pointed out that biometric technologies streamline authentication processes, 

reducing delays and improving user experience in financial transactions.  

A systems administrator noted the usability advantage, “The simplicity of biometric 

authentication has significantly reduced login and transaction errors. Employees no longer 
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struggle with forgotten passwords, and security risks from password sharing have been 

minimized.” 

Biometric security received a high level of confidence, as shown in figure 4.12, with 83.2% 

of respondents strongly agreeing and 8.7% agreeing that they trust the effectiveness of 

biometric systems in fraud prevention. However, 8.1% remained neutral, indicating some 

uncertainty. These findings are in line with Mwangi and Odhiambo (2021), who observed that 

biometric solutions inspire confidence among financial institutions due to their accuracy and 

fraud prevention capabilities.  

A Senior IT Security officer acknowledged, “Biometric systems are generally secure, but there 

are still concerns about spoofing and data breaches. Continuous upgrades and multi-factor 

authentication help mitigate these risks.” 

The findings indicate that biometric authentication is highly regarded for its security, 

usability, and effectiveness in preventing unauthorized access. The overwhelmingly positive 

responses suggest that biometric systems are a well-integrated and trusted fraud prevention 

tool in financial institutions. However, continued improvements in system accessibility and 

integration may further enhance biometric adoption and trust. 
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CHAPTER FIVE 

SUMMARY, CONCLUSIONS AND RECOMMENDATIONS  

5.1 Introduction 

This chapter presents a summary of the research findings based on the study objectives, 

conclusions drawn from the findings, and recommendations for improving fraud management 

strategies at Equity Bank Kenya Limited. The study examined fraud detection, prevention, 

and response mechanisms and explored potential technological advancements to enhance 

fraud management in financial institutions. 

5.2 Summary of Findings  

This section highlights the key findings regarding the effectiveness of fraud detection, 

prevention, and response strategies at Equity Bank, outlining both strengths and areas for 

improvement. 

5.2.1 Effectiveness of Fraud Detection Strategies at Equity Bank 

The study established that Equity Bank employs various fraud detection strategies, including 

whistleblowing, telephone hotlines, and forensic audits. While a whistleblowing mechanism 

exists, concerns persist regarding the timeliness of action taken and the protection of 

whistleblowers, reducing overall confidence in its effectiveness. Telephone hotlines are 

available, and responses are generally prompt, yet their actual role in fraud prevention 

remains uncertain. Some respondents expressed doubts about the confidentiality of the 

hotline, especially in cases involving internal fraud, which may discourage reporting. 

Additionally, lack of prompt and comprehensive feedback on reported cases contributed to 

skepticism about the hotline’s effectiveness. 
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Forensic audits are regularly conducted, but there is mixed sentiment on whether they 

significantly contribute to fraud detection. This is partly due to limited communication of 

audit outcomes to staff, which creates a perception that audits are disconnected from 

corrective action. In some cases, employees outside audit and compliance teams were 

unaware of audit frequency or findings, weakening their perceived impact on fraud 

mitigation. 

5.2.2 Fraud Prevention Strategies Implemented by Equity Bank 

On fraud prevention strategies, the study revealed that, in order to prevent fraud, Equity 

Bank fosters an ethical culture and enforces compliance mechanisms. Employee adherence 

to ethical standards is generally high, but there are gaps in the consistent recognition and 

rewarding of ethical behavior. Internal control measures, such as audits and checks, are 

implemented, yet their overall effectiveness is questioned due to occasional lapses in 

enforcement. Fraud training programs exist but are perceived as insufficient, with some 

respondents noting that training frequency and depth need enhancement to keep employees 

updated on evolving fraud tactics. 

5.2.3 Effectiveness of Fraud Response Strategies 

Equity Bank's fraud response framework includes timely case resolution, investigative 

procedures, and financial loss recovery efforts. While fraud cases are investigated 

efficiently, some delays occur, impacting overall response effectiveness. Financial loss 

recovery is an area of concern, as the success rate in reclaiming lost funds is relatively low. 

Incident containment measures are in place, but there are mixed opinions on the reliability 
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and consistency of response teams, with some respondents expressing doubts about the 

coordination and communication of fraud-related actions. 

5.2.4 Advancements in Fraud Management Strategies 

The study explored the potential of advanced technologies such as artificial intelligence 

(AI), machine learning (ML), blockchain, and biometric security in enhancing fraud 

management. AI and ML are recognized as valuable tools for fraud detection, but 

skepticism remains regarding their accuracy and reliability. Blockchain technology receives 

mixed reactions, with some respondents doubting its ability to enhance fraud prevention 

despite its potential for improving transaction transparency. Biometric security, however, is 

widely accepted as an effective measure, particularly in preventing unauthorized access and 

strengthening customer authentication processes. 

5.3 Conclusions 

The findings of this study reveal that while Equity Bank Kenya Limited has invested in a wide 

array of fraud management strategies, critical operational and institutional gaps continue to 

undermine their full effectiveness. The conclusions drawn not only synthesize these findings 

but also interpret their implications for practice, theory, and strategic planning in fraud risk 

mitigation. 

First, the underutilization of whistleblowing mechanisms—driven by employee fear and lack 

of follow-up—highlights a deeper cultural issue: trust in internal accountability systems. This 

suggests that fostering ethical behavior must go beyond compliance messaging to actively 

empowering staff with visible protections and transparent feedback loops. This aligns with 

the Fraud Triangle Theory, where opportunity and rationalization thrive in environments 
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perceived as indifferent or unsupportive. The absence of visible outcomes from reporting 

efforts may normalize silence and passive complicity among employees. 

Second, the ambivalence toward AI and machine learning technologies underscores a 

practical gap between technological investment and operational readiness. While these tools 

have reduced fraud-related losses, employees' distrust in their reliability—particularly due to 

false positives—indicates that fraud detection systems must be more context-aware and 

customized. From a strategic standpoint, this points to the need for hybrid detection models 

that blend automated insights with human oversight. The findings also reflect the Routine 

Activity Theory, where capable guardians (here, the fraud detection tools) are present but 

underperform due to limitations in real-world adaptability. 

Third, although Equity Bank demonstrates strong compliance culture and ethical 

expectations, the perceived inadequacy of training programs reflects a missed opportunity to 

sustain fraud prevention through knowledge. This weakens organizational resilience against 

emerging fraud trends, especially in a fast-evolving digital landscape. It also risks 

undermining the ethical decision-making capacity of staff when faced with complex or novel 

fraud scenarios. 

Regarding fraud response, while frameworks and teams are in place, the inconsistency in loss 

recovery and perceptions of timeliness suggest fragmentation in execution. These challenges 

point to an opportunity for process redesign, including real-time dashboards, integrated 

investigation protocols, and resource reallocation. Efficient response systems are not only 

operational necessities but also critical for maintaining customer trust and organizational 

credibility. 
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Technological advancements present promising pathways for future fraud resilience. 

However, their impact is limited by implementation bottlenecks. For instance, blockchain’s 

potential remains untapped at Equity Bank, primarily due to regulatory hurdles. This reveals 

a need for more proactive engagement between banks and regulators, especially as fraud 

threats become increasingly sophisticated and technology-driven. Similarly, while biometric 

systems enjoy staff confidence, their role should be expanded beyond authentication into 

broader fraud deterrence strategies. 

In summary, this study affirms that effective fraud management requires more than layered 

strategies—it demands continuous adaptation, cultural transformation, and stronger alignment 

between policy, people, and technology. The Fraud Triangle and Routine Activity Theories 

offer robust interpretive lenses to understand where fraud risks originate and how they persist. 

Ultimately, the findings signal that for Equity Bank—and comparable institutions—fraud 

resilience hinges on human-centered systems, transparent processes, and smarter technology 

integration. 

5.4 Recommendations  

This section provides actionable recommendations based on the study's findings to enhance 

fraud detection, prevention, and response strategies at Equity Bank. The proposed measures 

aim to strengthen internal controls, improve fraud management systems, and leverage 

emerging technologies to mitigate financial fraud risks effectively.  

High Priority / Short-Term (0–6 months) 

(i) Reinforce Whistleblowing Policies 
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Equity Bank should reinforce its whistleblowing policies to ensure employees feel secure 

when reporting fraudulent activities by establishing anonymous reporting channels, 

implementing secure digital platforms for whistleblower submissions, and enforcing 

strict confidentiality policies to protect employees from potential retaliation. 

(ii) Implement Comprehensive, Recurring Training Programs 

In order to enhance fraud prevention, Equity Bank should implement comprehensive, 

recurring training programs that focus on emerging fraud trends, real-world case studies, 

and hands-on fraud detection techniques. 

Medium Priority / Mid-Term (6–12 months) 

(iii) Adopt Streamlined Investigation Workflows 

On its fraud response strategies, Equity Bank should adopt streamlined investigation 

workflows by integrating automated fraud case tracking systems that prioritize and 

expedite fraud investigations. 

Long-Term (12+ months) 

(iv) Integrate Advanced Technologies 

Regarding technological advancements in its fraud management framework, Equity Bank 

should integrate AI-powered predictive analytics, machine learning models, and 

blockchain-based security measures to enhance fraud detection, prevent unauthorized 

transactions, and ensure data integrity. This can be achieved by continuously training AI 

models using localized datasets that reflect common fraud patterns in Kenya’s digital 

banking ecosystem, including mobile money transfers, agency banking, and diaspora 

remittance flows, which are central to Equity Bank’s operations. Additionally, the bank 

should implement adaptive fraud detection techniques, utilize tamper-proof ledgers and 
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smart contracts for transaction security, and combine AI insights with human oversight 

to improve decision-making and response efficiency. 

 

5.5 Recommendations for Further Studies  

Based on the findings of this study, the following are some of the proposed topics for further 

research. 

1. A longitudinal study on the long-term effectiveness and adaptability of AI-driven 

fraud detection models in combating evolving fraud tactics, to address the current 

study’s finding that AI use at Equity Bank is still hampered by false positives and 

reliability concerns. 

2. An assessment of the feasibility, scalability, and regulatory challenges of 

implementing blockchain technology for fraud prevention in the Kenyan banking 

sector, given that this study revealed blockchain is not currently in use at Equity Bank 

due to regulatory restrictions despite staff confidence in its potential. 

3. A comparative study of fraud management strategies across financial institutions in 

the Kenyan banking sector, to benchmark Equity Bank’s approaches against peer 

institutions and identify best practices that were beyond the scope of this single-

institution case study. 
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APPENDIX II: CONSENT FORM  

I, ……………………………. acknowledge that the purpose of this study is to explore 

"ASSESSING THE EFFECTIVENESS OF FRAUD MANAGEMENT STRATEGIES 

EMPLOYED BY FINANCIAL INSTITUTIONS: A CASE OF EQUITY BANK KENYA 

LIMITED." 

 

I understand that I have the freedom to express my views and that I have the right to request 

anonymity if I believe that participating in this study may pose any risks to my personal or 

professional safety. Additionally, I am aware that I can contact the researcher, Kennedy Fundi 

Njue, or the supervisor, Dr. Judy W. Mwangi, for further assistance or information. 

 

I am aware that my participation in this study does not offer any direct benefits to me, and my 

views may differ from those of others involved in the research. 

 

I consent to the possibility that the interview may be recorded using audio or audio-visual 

devices for future reference. These recordings, along with this signed consent form, will be 

securely stored by the researcher, Kennedy Fundi Njue. Access to these recordings will be 

restricted to the researcher and the supervisor, Dr. Judy W. Mwangi, until the University 

approves the final report. 

 

I understand that the researcher, Kennedy Fundi Njue, is a student at Mount Kenya University, 

pursuing a Master of Arts in Security Studies and Criminology under the guidance of Dr. Judy 

W. Mwangi, at the Department of Security Studies and Criminology, School of Social 

Sciences, Mount Kenya University. 

 

Participant's Signature: ………………………. 

Date: …………………………….. 

 

As the researcher, I, Kennedy Fundi Njue, confirm that the participant has provided informed 

consent to take part in this study. 

 

Researcher’s Signature: ……………………………… 

Date: ……………………………. 

 

For further information, please contact: 

 

Dr. Judy W. Mwangi 

Lecturer/Supervisor 

Department of Sociology, Gender and Development Studies 

Faculty of Law, Arts and Social Sciences 

Kenyatta University 

  



 

124 

 

APPENDIX III: ETHICAL CLEARANCE 
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APPENDIX IV: NACOSTI PERMIT 
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APPENDIX V: QUESTIONNAIRE FOR STAFF FROM KEY DEPARTMENTS 

 

ASSESSING THE EFFECTIVENESS OF FRAUD MANAGEMENT STRATEGIES 

EMPLOYED BY FINANCIAL INSTITUTIONS: A CASE OF EQUITY BANK 

KENYA LIMITED  

 

This questionnaire aims to gather data to support the objectives of this study. Your 

participation is kindly requested by providing clear and honest responses to the questions. 

Your involvement is highly valued, and all information you provide will be treated with the 

highest level of confidentiality and will only be used for academic purposes. 

 

The questionnaire is divided into sections. Please answer all questions in each section by 

ticking the box [ ] that best represents your response or by writing in the space provided 

where applicable. 

 

SECTION A: DEMOGRAPHICS OF THE RESPONDENT 

 

1. Gender 

Female [     ]        Male     [     ] 

2. What is your age bracket?  

Below 20 [    ]        20 - 30 [    ]    30 - 40 [    ]      40 - 50 [    ]     Above 50 [    ] 

3. What is your highest level of education?   

Primary [    ]        Secondary [    ]    Diploma [    ]      Undergraduate [    ]     Postgraduate [    

] 

4. How long have you worked at Equity Bank? 

Less than 1year [    ]        1- 5 years [    ]    6-10 years [    ]      More than 10 years [    ]      
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SECTION B: FRAUD DETECTION STRATEGIES EMPLOYED BY EQUITY BANK 

LIMITED IN KENYA  

Whistleblowing: 

1. The bank has a clear and effective whistleblowing policy.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. Employees are encouraged to report suspicious activities.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. Whistleblowing reports are addressed promptly.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

4. There are positive outcomes from whistleblowing investigations.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. Whistleblowers are protected from retaliation.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

Telephone Hotlines: 

1. The bank provides a hotline for reporting fraud.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. The hotline is accessible and easy to use.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. Tips received through the hotline are actionable. 

 Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

4. Fraud cases reported through the hotline are resolved promptly.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. The hotline maintains confidentiality of the callers.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

Computer Forensics: 

1. The bank conducts forensic audits regularly.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. Forensic audits are effective in detecting fraud.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. The success rate of forensic audits is high.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 
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4. Investigations from forensic audits are completed in a timely manner.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. The bank has adequate resources for forensic investigations.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

SECTION C: FRAUD PREVENTION STRATEGIES ADOPTED BY EQUITY BANK 

LIMITED  

Culture Ethical Culture: 

1. The bank promotes a strong ethical culture among employees.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. Adherence to the code of conduct is emphasized in all bank operations.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. Employees are encouraged to report unethical behavior without fear of retaliation. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

4. The frequency of ethics training sessions is adequate.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. Employees believe that ethical behavior is rewarded in the bank.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

Enhanced Internal Controls: 

1. Internal audits are conducted regularly to ensure compliance.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. There are effective internal controls to prevent fraud.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. Control breaches are promptly identified and addressed.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

4. Segregation of duties is implemented to minimize fraud risk.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. Employees are aware of the internal control measures in place.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

Fraud Awareness/Training: 

1. The bank provides regular training on fraud awareness.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 
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2. Employees are knowledgeable about the different types of fraud.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. Fraud awareness training has improved employees' ability to detect fraud.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

4. The frequency of fraud awareness training sessions is sufficient.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. Employees are tested on their fraud knowledge after training sessions.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

SECTION D: EFFECTIVENESS OF FRAUD RESPONSE STRATEGIES UTILIZED 

BY EQUITY BANK LIMITED IN KENYA  

Resolution Time of Fraud Cases 

1. Fraud cases are investigated and resolved within an acceptable timeframe. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. Delays in fraud investigations are minimized to ensure swift resolution. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. The bank prioritizes prompt communication with relevant stakeholders during fraud 

investigations. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

4. Clear timelines are established and adhered to during the fraud investigation process. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. Employees are trained to expedite fraud detection and resolution processes effectively. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

Financial Loss Recovery Rate 

1. The bank actively recovers financial losses incurred due to fraud. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. Recovery of fraud-related financial losses is handled efficiently. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. The bank collaborates effectively with external entities (e.g., law enforcement) to 

recover lost funds. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 



 

130 

 

4. The percentage of financial losses recovered from fraud incidents is satisfactory. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. Employees are aware of the bank's financial loss recovery procedures. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

Incident Response Success Rate 

1. The bank’s incident response effectively prevents further damage once fraud is 

detected. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. Fraud response mechanisms ensure quick containment of identified fraud cases. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. The success rate of the bank's incident response strategies is high. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

4. The fraud response team consistently meets expectations for effectiveness. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. Employees are confident in the bank’s ability to respond effectively to fraud incidents. 

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

SECTION E: POSSIBLE ADVANCEMENTS THAT CAN BE IMPLEMENTED TO 

ENHANCE FRAUD MANAGEMENT AT EQUITY BANK LIMITED IN KENYA  

Integration of AI and ML: 

1. The bank uses AI and ML to enhance fraud detection.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. AI and ML models have improved fraud detection rates.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. False positives in fraud detection have decreased with AI and ML.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

4. False negatives in fraud detection have decreased with AI and ML.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. Employees support the use of AI and ML for fraud management.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

Adoption of Blockchain Technology: 

1. The bank uses blockchain technology to secure transactions.  
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Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. Blockchain technology has reduced fraud incidents.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. Transaction transparency has improved with blockchain.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

4. Traceability of transactions has improved with blockchain.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. Employees believe blockchain technology enhances fraud management.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

Implementation of Advanced Biometric Authentication Systems: 

1. The bank uses biometric authentication for security.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

2. Unauthorized access cases have decreased with biometric systems.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

3. Employees are satisfied with the biometric authentication process.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

4. Biometric systems are user-friendly.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 

5. Employees trust the security of biometric authentication.  

Strongly Disagree [ ] Disagree [ ] Neutral [ ] Agree [ ] Strongly Agree [ ] 
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APPENDIX VI: INTERVIEW GUIDE FOR SENIOR MANAGEMENT 

Fraud Prevention 

1. How does Equity Bank Limited foster an ethical culture to prevent fraud? 

2. What practices or policies are in place to support and promote ethical behavior 

among employees? 

3. Can you describe the enhanced internal controls implemented at Equity Bank 

Limited? 

4. How do these controls help in preventing fraudulent activities? 

5. Does Equity Bank Limited have a fraud awareness program?      

Yes [   ]      No  [     ] 

(a) What does the fraud awareness training program include? 

(b) How frequently is the training conducted, and what key topics are covered? 

(c) How has this training impacted employees' ability to recognize and prevent 

fraud? 

Fraud Detection 

6. Does Equity Bank Limited have a dedicated hotline for reporting fraudulent activity?  

Yes [   ]      No  [     ] 

(a) Can you describe the role of the telephone hotline in fraud detection? 

(b) How effective has this hotline been in identifying fraudulent activities? 

7. Does Equity Bank Limited have a whistleblowing policy? 

Yes [   ]      No  [     ] 

(a) How does the whistleblowing mechanism operate at Equity Bank Limited? 

(b) What is the process for reporting and managing whistleblowing cases? 

8. Does Equity Bank Limited use computer forensics in detecting fraud? 

Yes [   ]      No  [     ] 

(a) How are computer forensics utilized in detecting fraud at the bank? 
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Fraud Response 

9. Does Equity Bank Limited have a dedicated investigations unit who carry out 

internal investigations into all fraud cases?  

(a) What is the process for investigating fraud incidents at Equity Bank Limited? 

How are findings documented and acted upon? 

 

10. Does Equity Bank Limited utilize data analytics in the investigation of fraud cases? 

(a) What analytical techniques are employed to address fraud cases? 

(b) What role does data analytics play in investigating and understanding fraud 

cases? 

(c) How do these techniques enhance the bank’s response to fraud? 

 

11. How does Equity Bank Limited handle the prosecution of fraud cases? 

(a) What role does the bank play in supporting legal actions against perpetrators? 

 

Possible Advancements 

12. How is Equity Bank Limited considering integrating artificial intelligence (AI) and 

machine learning (ML) into its fraud management strategies? 

13. What potential benefits do you foresee from AI and ML in enhancing fraud detection 

and prevention? 

14. Is Equity Bank Limited exploring the adoption of blockchain technology for fraud 

management? 

15. How could blockchain technology contribute to improving fraud management at the 

bank? 

16. How does the bank plan to implement advanced biometric authentication systems? 

17. What impact do you anticipate these systems will have on preventing and detecting 

fraud? 

18. Based on your perspective, what other advancements or technologies should Equity 

Bank Limited consider to further enhance its fraud management capabilities? 
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APPENDIX VII: TURNITIN REPORT 
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APPENDIX VIII: MAP OF STUDY AREA 

 
 

 

 

 

 

 

 


